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<html>
{meta http—equiv="Content-Type” content="text/html: charset=utf-8"/>
(title>fEZk HidAE</title>
{form action="" method="POST">
{p>username: <input type="text” name="username” /><{/p>
{p>password: <{input type="password” name="password” /><{/p>
{input type="submit” value="login” />
{/form>
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POST /L3v=.php HTTP/1.1

Host: 123.206.31.85: 3032

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64: 1v:70.0) Gecko/20100101 Firefox/70.0
Accept: text/himl, application/zhtml+zml, application/=ml;q=0.9, */*;q=0.8

Accept-Language: zh-CH, zh;q=0. 8, zh—TW;q=0. 7, zh—HK ; g=0. 5, en-U5; q=0. 3, en; q=0. 2
Accept—Encoding: gzip., deflate

Content—Type: application/z—www—form—urlencoded

Content-Length: 26

Origin: http://123.206. 31.85: 3032

Commection: close

Referer: http://123.206.31.85: 3032/L3v=. php

Cookie:

token=ey]0eXA101TEVIQILCThbGei01iJIUzIINLT Y, ev]pedHi0iTHM314TiwiaWFOI joxNTczNjQ4NDY4LCT 1eHAIDJEL
NzMZNDgONzMsIwF j7291bn0i01iJray] 9. wilselU2yuGPaxcGLIEF 3HIVEAp_r=C1 j0dUbnONied
Upgrade-Insecure—-Requests: 1

username=kk&password=kk123
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Index of /

Name Last modified Size Description

[?)L3yxphp  2018-12-06 16:35 1.1K

£y src/ 2018-12-07 02:34 -
[P userphp  2018-12-07 02:32 1.6K

Apache/2.4.10 (Debian) Server at 123.206.31.85 Port 3032
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JWT Decoder \ayJQ.wi1seU2nyPXxxc6LIEP3HiVGQp_erIdemeONie4\ try an example token | JWT RFC

typ: "JWT",
alg: "HS256"

iss: "L3yx",
iat: 1573648468
exp: 1573648473,
account: "kk"

}.

[signature]
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HEADER: ALGORITHM & TOKEN TYPE
eyJBeXA10iJKV1QiLCJhbGci0iJIUzIINiJ9.eyJ
pc3Mi0iJMM314TIiwiaWFBIjoxNTczNjEBMDgBLCJ {%YW“ T
1eHAIOjETNzM2NTU10DksImFjY291bnQi01iJMM31 ‘alg”: "HS256"
4In6.h3V_nbl1tgccxFsxR4Kki9McGxLg- )
_hRcjmbnQfEioxg

PAYLOAD: DATA

'iss": "L3yx”

"iat": 1573614084,
"exp"”: 1573655589,
‘account”: "L3yx’
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VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode(header) + "." +

base64UrlEncode(payload)

2A: L3yx----4+tt-—--


http://jwt.calebb.net/
https://jwt.io/
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B2 Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz — ] X

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder IRepeater T Sequencer T Decoder T Comparer T Extender T Project options T User options IA\erts ]

1 x |2 = |3 = [4=a]. ..

Go Cancel | [ <|v || >|v Target: http:/1123.206.31.85:3032 @@

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
GET fuser.php HITP/1.1 A HTTP/1.1 200 OK A
Host: 123.206. 31.85:3032 i Date: Wed, 13 Nowv 2019 13:41:20 GNT "
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; rv: 70.0) Server: Apache/2.4.10 (Debian)
Gecko/20100101 Firefox/70.0 Vary: Accept-Encoding
Accept: text/html, application/xhtml+zml, application/xml;q=0. 9, */#* ;g=0.8 Content-Length: 328
Accept-Language: Comnection: close
zh-CN, zh; g=0. 8, zh-T¥; g=0. 7, zh-HEK ; g=0. 5, en-US; g=0. 3, en; g=0. 2 Content-Type: text/htnl; charset=UTF-3
Accept-Encoding: gzip, deflate
Referer: http://123.206.31.85: 3032/L3yx. php <html>
Connection: close <meta http—equiv="Content-Type” content="text/htnl; charset=utf-8"/>
Cockie: <titlexfA S/ titler
tokernmey] 0eKA101TEVIQILCThbGci01] IU=T1N1T 9. ey peiMi01 JMH314TiwiaWFOI joxTez </htnl>
NIEOMDg0LCT1eHAIOJEIN=M2NTU10DksInF j¥291bnQ101 THH314In0. h3V_nbltgccxFszR4Kk
19McGxLleg—_hRcjmfndfEioxg helle L3yx! <bri<br> L3wx's diarv<brr{textarea rows=" 10" cols="50
Upgrade-Insecure-Requests: 1 readonly> JHEE HABE, HE—HElaglhm?
flag {32ef489h73c4362cabf28hTeTcf 88368} </ textarear<br><a
href="L3vx. php’ *iBH</a>
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