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FREHEEILE, —a8Il—&kalildiil, REFHFEMS, FEER—MERN.
BEBEHEVIkalifIP, N172.19.75.143

:~# |ifconfig
etho: Tlags=4ebublplELlPeRlST ., RUNNING, MULTICAST> mtu 1500
inetl72.19.75.143F nelmask 25509551 I HaEhroadcast s 1720075 . 255
inettaile®mepitel} drf:fe27:bbs8 prefixlen 64 scopeid 0x20<1link=
ether 08:00:27:27:6b:b8 txqueuelen 1000 (Ethernet)
RX packets 6473 bytes 2783758 (2.6 MiB)
RX errors © dropped 3 overruns © frame ©
TX packets 7098 bytes 606490 (592.2 KiB)
TX errors O dropped © overruns 0 carrier © collisions ©

lo: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
anet 1Z7.8:80 % netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox1lO<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 20 bytes 1116 (1.0 KiB)
RX errors © dropped © overruns © frame ©
TX packets 20 bytes 1116 (1.8 KiB)
TX errors © dropped © overruns © carrier @ colliglaMgcsfh netiqq 43233085

BEIHEHMIP, 5172.19.75.100

~# netdiscover -r 172.19.75,1/24)

Micro-Star INTL CO., LTD.
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:~# ping 172.19.75.100

19.75.1080 (172.19.75.100) 56(84) bytes of data.
from 172.19.75.100: icmp seq=1l ttl=64 time=1.32 ms
from 172.19.75.100: icmp seq=2 ttl=64 time=0.702 ms
from 172.19.75.100: icmp seq=3 ttl=64 time=0.664 ms
Trom 172.19.75.100: icmp seqg=4 ttl=64 time=0.527 ms
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nmap3 i EHLIF AN O : nmap -p- -T4 835 PHibl GXANEL B #Enmapda 13 0 4.

# nmap -p- -T4 172.19.75.100
Starting Nmap 7.70 ( https://nmap.org ) at 2819-11-23 18:33 CST
Nmap scan report for 172.19.75.100
Host is up (0.00018s Llatency).
Not shown: 65528 closed ports
PORT STATE SERVICE
21/7tcp open Ttp
22/ tcp open ssh
80/tcp open http
909e/tcp open Zzeus-admin
13337/tcp open unknown
22222/7tcp open easyengine
60000/tcp open unknown




98:00:27:45:21:03 (Oracle VirtualBox wvirtual NIC)

Nmap done: 1 IP address (1 host up)

X AT B I K 1 BEAT HR I o
nc— F13337% 0, 73 3flag1d.

c~Ftnc 172.19.75.18086 13337
FLAG: {TheyFoundMyBackDoorMorty}-10Points

nc— 600003 1, 74 2lflag2{s .
B3RS T shelltfR, idir R, pwdHlls—T, KIiflag.txt.

~# nNnc 172.19.75.108
wWelcome to Ricks half baked reverse
# id
id: command not Tound
# pwd

Sroot/blackhole/

FLAG. txtT . ,
FLAG{Flip the pickle Morty!} -higsgblessspyreligq 4

FEE, NK¥ 09090/ httpfk %247V 1, EEAEN YA EU5 935G Dbk, M R i 0 i 3k 18 flag3fE
PS: WRERKITAITMI, RENKINEHFHIPKEE-ET, BRTR, MElEA T Advanced F xiifi Add Exception, #%J#
B BRIIEEBOK T

s o ® & 172.19.75.100:9 0 - O i &
£* Most Visited @ Getting Started “e_ Kali Linux e Kali Training “e Kali Tools “e Kali Docs “e Kali Forums

5
fedora:

FLAG {THERE IS NO ZEUS, IN YOUR FACE!} - 10 POINTS

https:/fblog.csdn.net/gg

ftpl g5 : FEN SRR Aftp/#ip, FTLAEL EXApRF /IR E R, EFBUR F,
BATERP BT ET 2150, TRAUESZHEA RS, KAXE—AMlag.txt, HEF KB flags .

— cC '/172.19.75.100
£* Most Visited @ Getting Started " Kali Linux “& Kali

Index of ftp://172.19.75.100/

4 Up to higher level directory




Name
File: FLAG.txt
8 pub

“— cC ® 172.19.75.100/F
£+ Most Visited @ Getting Started " Kali Linux " Kali-

FLAG{Whoa this is unexpected} - 10 Points

B & % 80 O BEAT dirbiR EE 218 .

dirb http://172.19.75.1080

v2 23

<

By The Dark Raver

START TIME: Sat Nov 23 10:40:54 2019
URL BASE: http://172.19.75.100/
WORDLIST FILES: Jusr/share/sdirb/wordlists/common.txt

GENERATED WORDS: 4612

-=-=-= Scanning URL: http://172_.19.75.108/ ----
+ http://172.19.75.108/cgi-bin/ (CODE:4963|SIZE:2
http://172.19.75. 1 0vanddex bim] AR ERD 0 | SIEE - 3
== DIRECTORY: htt@://172.19.75.100/passwc
http://172.19.7%5.100/robots . txt _(CODRs208 ST Zlkd 42

%1 I http:/172.19.75.100/passwords/ T i

—> C D 172.19.75.100/pass T
£+ Most Visited @ Getting Started " Kali Linux "W Kali Trainir

Index of /passwords

Name Last modified Size Descriptic
43 Parent Directory .
FLAG.txt 2017-08-22 02:31 44

passwords.html 2017-08-23 19:51 352
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$1 7T Nag.IXeL 1, IR FFTIagoIE

==
rf(—/,'l - C @ @ 172.19.75.100/passwords/FLAG.txt
£+ Most Visited @ Getting Started “a Kali Linux “& Kali Training

FLAG{Yeah d- justdon'tdoit.} - 10 Points

R[E, Vi passwords.html, HATKIFLEGEE, LR, BFEEHEN, RINTUEI %G winter.

<!DOCTYPE html>

<html>

<head>

{tltlerMorty s Website</title>

= ever. Storing passw
Password: w1nter-->

</hé
{/htmlb

[ B 4 345 W, &4 robots.txt>CfF, VikE

“~ =5 C o @ 172.19.75.100/robots.txt
++ Most Visited @ Getting Started "“& Kali Linux " Ki

They're Robots Morty! It's ok to shoot the

/cgi-bin/root shell.cgi

/cgi-bin/tracertool.cgi

/cgi-bin/*

KU RE =AML, BB -ANRERE, ERM@Aipthb T2 E, ERgetiER, Pl gFEwm RN,

(— — C o @ 172.19.75.100/cgi-bin/tracertool.cgi - @ ¥ m\ Do
£ Most Visited @& Getting Started " Kali Linux “e Kali Training " Kali Tools “e Kali Docs " Kali Forums

MORTY'S MACHINE TRACER MACHINE
Enter an IP address to trace.

Trace!

%E_Tﬁéﬁ)\’ 127.0.0.1; id; ﬁx‘zo

(— - C W @ 172.19.75.100/cgi-bin/tracertool.cqgi?ip=127.0.0 -—-- @2
-lh- Most Visited @& Getting Started “e Kali Linux “e Kali Training “e Kali Tools “e Kali Docs

MORTY'S MACHINE TRACER MACHINE
Enter an IP address to trace.




traceroute to127.0.0.1 (127.0.0.1), 30 hops max, 60 byte packets
1 Llocalhost (127.0.0.1) 0.047 ms 0.008 ms 0.006 ms
uid=48(apache) gid=48(apache) groups=48(apache) context=system u:sys

FERMZETRIRE, RATERLEEHLE /home/ K A HFLL
127.0.0.1;more /etc/passwd

chrony:x:995:993: :/var/lib/chrony:/sbin/nologin

. s 72::/:/sbin/nologin
RickSanchez:§k:1000:1000: : /fhome/RickSanchez: /bin/bash
Morty:x:100:1001: : /home/Morty: /bin/bash
Summer:x:1092:1002: : /home/Summer: /bin/bash

:48: Apache: fusr/share/httpd: /sbin/nologin

BRI TR E, ABATH LR sshB REEHL.

sshE RGP, Hikssh L@ Tip, WRARAR - I, R im DA R228H -p B, KIBIEL T !

:~#F ssh Summer@l72.19.75.100

change identificat : Connection closed by remote host

:~# ssh a ¥ Ssummer@l72.19.75.100
ithenticity of host '[172.19.75.100] :2- ([172.

ECDSA key TfTingerprint is SHAZ256: rP4CX/VIO9xXNZay9srIUBRQ:z
Are you sure you want to continue connecting (yes/no)7+
Please type 'yes' or 'no': yes

Warning: Permanently added '[172.19 ({ EC
Summer@l72.19 100's password:

RREE®, RAIVEAFELwinter, FENT HL
pwdfllls, KI T flag.txt3C {4, more— T K73 flag6fH

[ Summe dlocalhost —]% pwd
/home umme r
[ Summse lLlocalhost ~]% 1s

[Summer@localhost —]% more FLAG.txt
FLAG{Get off the high road Summer!} - 1@ Points

ZRWRTEHE, KIT 64 flagl.
PS: NELABAEELKfagE, WRRKKAKAKREBERK T, Fie—T, —&FEIY.,
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