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Z%: ubuntu. centos
':F'I‘ﬁ”q:\ ﬁ&j::

e apache \ nginx

* php\ php-fpm

e tomcat\jboss \ weblogic

webfe FF
B

e MySQL \ MariaDB \ Oracle

e Redis \ MongoDB
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1. tar -zcf /tmp/name.tar.gz /path/web

2. tar -zcf /tmp/name.tar.gz /var/www/html

b HdE

1. mysqldump -u P& -p FIEESL &gt; FHEXHA
2. mysqldump -u user -p database &gt; /tmp/database.sql
Essh# i (MBS 8l A = % 5)

BHMySQLZ Y
1. set password for FF"4#@localhost = password('#HEi');

2. set password for user@localhost = password('123');

&% MongoDB# TS (270173 1)
EHRedis% 1% (63793 M)
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1. PHPCMS V9: \phpcms\base.php

2. PHPWINDS8.7: \data\sql_config.php
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5. UEUEUIVIDO./:  \data\common.1nc.pnp
4. DiscuzX2: \config\config_ global.php
5. WordPress: \wp-config.php
6. Metinfo: \include\head.php

BXphp.iniXXHEEER ERR) :

disable_functions =
system,exec,shell_exec,passthru,proc_open,proc_close,proc_get_status,checkdnsrr,getmxrr,getservbyna
me,getservbyport,
syslog,popen,show_source,highlight_file,dl,socket_listen,socket_create,socket_bind,socket_accept,
socket_connect, stream_socket _server, stream_socket_accept,stream_socket_client,ftp_connect,
ftp_login,ftp_pasv,ftp_get,sys_getloadavg,disk_total space,

disk_free_space,posix_ctermid,posix_get last_error,posix_getcwd,
posix_getegid,posix_geteuid,posix_getgid,
posix_getgrgid,posix_getgrnam,posix_getgroups,posix_getlogin,posix_getpgid,posix_getpgrp,posix_getp
id,posix_getppid,posix_Tupungato,posix_getpwuid, posix_getrlimit,
posix_getsid,posix_getuid,posix_isatty, posix_Kkill,posix_mkfifo,posix_setegid,posix_seteuid,posix_setgid,
posix_setpgid,posix_setsid,posix_setuid,posix_strerror,posix_times,posix_ttyname,posix_uname

H 31 & waf:
auto_prepend_file = safe.php#f%;

SHHTE A
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1. W — DA, 3% A $ 0.

2. RONFY, HEEEEphp.

3. HMEMATIEMM, MHMmS BRI SBICUE.

4. find webBt4% -ctime -1 (EH&IE— HFHHISCH:, REAEE
B EFAR: (TRexEM)

1. chmod -R 644 www

waffii 4=

// B Bwaf Al G E-BEIRS A HH, FEEEEEE.
error_reporting(9);
define('LOG_FILENAME', 'log.txt"');
function waf()
{
if (!function_exists('getallheaders')) {
function getallheaders() {
foreach ( as ) {
if (substr( , 9, 5) "HTTP_")

[str_replace(' ', '-', ucwords(strtolower(str_replace('_"', ' ', substr( 5 3)

}

return




getallheaders();
["REMOTE_ADDR"];
[ 'REQUEST_METHOD'];
["SCRIPT_NAME"];

//rewirte shell which uploaded by others, you can do more
foreach ( as ) {
[ 1[ "content'] file_get contents( [ 1["tmp_name']);
file put_contents( [ 1["tmp_name'], "virink");
b
unset( ['Accept']);//fix a bug
array("Get" , "Post" , "Cookie" , "File" , "Header" B
//deal with

"select|insert|update|delete|and|or|\"|\/\*|\*|\.\.\/|\.\/|union|into|load file|outfile|dumpf

ile|sub|hex";
"|file put_contents|fwrite|curl|system|eval|assert";
"|passthru|exec|system|chroot|scandir|chgrp|chown|shell exec|proc_open|proc_get status|popen|
ini_alter|ini_restore";
"|" |d1l|openlog|syslog|readlink|symlink|popepassthru|stream_socket server|assert|pcntl exec";
explode("|", K
false;
foreach ( ) {
foreach( as ){
foreach ( as ) {
if (preg_match( "/
true;
logging( )5
break;

}
if( ) break;

}
if( ) break;

function logging( ){

file put_contents(LOG_FILENAME, "\r\n".time()."\r\n".print_r( , true), FILE_APPEND);
// die() or unset($ GET) or unset($ POST) or unset($ COOKIE);

}

waf();

3CH W 3 A

# -*- coding: utf-8 -*-

hashlib
shutil
ntpath
time




CWD = os.getcwd()
FILE_MD5 DICT = {} # HMD5 F 4
ORIGIN_FILE LIST = []

# TS 1
Special path_str 'drops_JWI96TY7ZKNMQPDRUOSGOFLH41A3C5EXVB82"'
'bak_EAR1IBMOITOHZ75WU4Y3Q8KLPCX26NDFOGVS "
'log WMY4RVTLAJFB28960SC3KZX7EUP1IHOQN5GD
webshellstring ‘'webshell_WMY4RVTLAJFB28960SC3KZX7EUP1IHOQN5GD
difffile 'diff_UMTGPJ017F82K35Z0LEDA6QBOWHAIYRXVSCN'

Special_string = 'drops_log' # #IE&/F
UNICODE_ENCODING "utf-8"
INVALID_ UNICODE_CHAR_FORMAT r"\?%02x"

.path.realpath(os.path.join(CWD, Special path_str))

: os.path.realpath(os.path.join(spec_base_path, bakstring)),

: os.path.realpath(os.path.join(spec_base_path, logstring)),
'webshell' : os.path.realpath(os.path.join(spec_base_path, webshellstring)),
'difffile' : os.path.realpath(os.path.join(spec_base_path, difffile)),

islListLike(value):
return isinstance(value, (list, tuple, set))

4 FFEUnicode %55
def getUnicode(value, encoding=None, noneToNull=False):

if noneToNull value is None:
return NULL

if islListLike(value):
value = list(getUnicode(_, encoding, noneToNull) for _ in value)
return value

if isinstance(value, unicode):
return value
elif isinstance(value, basestring):
while True:
try:
return unicode(value, encoding UNICODE_ENCODING)
except UnicodeDecodeError, ex:
try:
return unicode(value, UNICODE_ENCODING)
except:
value = value[:ex.start] "".join(INVALID UNICODE_CHAR_FORMAT % ord(_) for _ in value[ex.st

art:ex.end]) value[ex.end: |

else:
try:
return unicode(value)
except UnicodeDecodeError:
return unicode(str(value), errors="ignore")




# HREE
def mkdir_p(path):
import errno
try:
os.makedirs(path)
except OSError as exc:
if exc.errno errno.EEXIST os.path.isdir(path):
pass

else: raise

# FRHR G BT T XS
def getfilelist(cwd):
filelist [1]
for root,subdirs, files in os.walk(cwd):
for filepath in files:

originalfile = os.path.join(root, filepath)

if Special_path_str in originalfile:
filelist.append(originalfile)
return filelist

# T E L AAMDS 1H
def calcMD5(filepath):
try:
with open(filepath, 'rb') as f:
md50b7j hashlib.md5()
md5obj.update(f.read())
hash = md5o0bj.hexdigest()
return hash
except Exception, e:
print u'[!] getmd5_error : getUnicode(filepath)
print getUnicode(e)
try:
ORIGIN_FILE LIST.remove(filepath)
FILE_MD5 DICT.pop(filepath, None)
except KeyError, e:
pass

# R PITH X HMD5
def getfilemd5dict(filelist BDE
filemd5dict = {}
for ori_file in filelist:
if Special path_str in ori_file:
md5 = calcMD5(os.path.realpath(ori_file))
if md5:
filemd5dict[ori_file] md5
return filemd5dict

# #TH X
def backup file(filelist=[]):
# 1f len(os.listdir(Special_path['bak'])) == O:
for filepath in filelist:
if Special path_str in filepath:
shutil.copy2(filepath, Special path[ 'bak'])




print u'
for value in Special path:
mkdir_p(Special_path[value])
# KR H XFEE1E, FFRRATH X AFHIMDS , G 2807 B X
ORIGIN_FILE_LIST = getfilelist(CWD)
FILE_MD5 DICT = getfilemd5dict(ORIGIN_FILE_LIST)
backup_file(ORIGIN FILE LIST) # TODO &4 X 1FA]GEL 4 EHELBUG
print u'[*] pre work end!’'
while True:
file list getfilelist(CWD)
# BRI LA
diff_file list list(set(file_list) set (ORIGIN_FILE_LIST))
if len(diff_file_list) 0:
# import pdb;pdb.set trace()
for filepath in diff_file_list:
try:
f = open(filepath, 'r').read()
except Exception, e:
break
if Special_string in f:
try:
print u'[*] webshell find : ' getUnicode(filepath)
shutil.move(filepath, os.path.join(Special path[ 'webshell'], ntpath.basename(filepath)
.txt'))
except Exception as e:
print u'[!] move webshell error, "%s" maybe is webshell.'%getUnicode(filepath)
try:
f = open(os.path.join(Special path['log'], 'log.txt'), 'a')
f.write( 'newfile: ' getUnicode(filepath) ! str(time.ctime()) ‘\n")
f.close()
except Exception as e:
print u'[-] log error : file move error: ' getUnicode(e)

# BULEER X FREAEDL, 3R
md5_dict = getfilemd5dict(ORIGIN_FILE LIST)
for filekey in md5_dict:
if md5_dict[filekey] FILE_MD5 DICT[filekey]:
try:

f = open(filekey, 'r').read()
except Exception, e:
break
if Special string in f:
try:
print u'[*] file had be change : ' getUnicode(filekey)
shutil.move(filekey, os.path.join(Special path['difffile'], ntpath.basename(filekey)

shutil.move(os.path.join(Special_path['bak'], ntpath.basename(filekey)), filekey)
except Exception as e:
print u'[!] move webshell error, "%s" maybe is webshell. '%getUnicode(filekey)
try:
f = open(os.path.join(Special path['log'], 'log.txt'), 'a')
f.write('diff_file: ' getUnicode(filekey) Yt getUnicode(time.ctime()) "\n")
f.close()
except Exception as e:
print u'[-] log error : done diff: ' getUnicode(filekey)
pass
time.sleep(2)
# print '[*] ' + getUnicode(time.ctime())
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o @eval($_POST['XXX']);
o @assert($_POST['XXX]);
o system($_REQUEST['CMD’));

X FixX AR R BRI, R 2 A IR U5 g UG BC At e R 2

grep -r "eval\(\$_"

WERHE —HERERIET, XPFE G T CLE B D& Webshell & 3 5k & SafeDogz i) T B XD #THR . N E B
AT AR IR .
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e NCJ5I]
e SSHJEI]
e suidjgl]
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o WHD: AWt ishell st
o WebshellZ%fg: ZWebshell# N, #jin—~passwordZHMD5
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o HE| SN MINRES, ZiABki&E. W +@phpinfo()+'
o XEISH: MASBRITHIFS. W ${@phpinfo()}
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o HRBEE, getshell
o BIEF U ERKEEHKL
H&:

o HELphp/a B1R-FE, X-Forwarded-Forsk{hi&iplE AR D,

6. i SENIRFF 54k

PHP = i Funserialize B 0 BdR 4T R F 54k, RFFILEFEZRE_ wakeup ik destruct k&AM

class TestClass

{
public 5
public function _ destruct()
{

print_r(shell_exec("ping ". variable));

1
J

1
J

unserialize( ['data']);

7. XL :



SSRF: 7F7EMRSS 418 ROPEIRIFAR, 768 Afileth UREUA M 1.
http://127.0.0.1/read.php?url=file:///flag

SQLIEAN: HIRFESQUIEAR, A=K EEERfag.

WHEN. BiE. ZKEA. insertiE AL httpkiEA

52310
select load_file()

BA
select outfile()
select dumpfile()
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AR EE X HEE—A0day, RFZ#HEit. RABRRAE KRR, EWafRF%, BZRERKHELR, NPCHEIT
HAEEHERE.

REMASEEHCHRS 2 Lishell, —BEMBREBUESE, TLEEET.
Collected by .42t % 12

WHR, EHIEE! !
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