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FTP Data (217 bytes data)
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3. 230 E RO LS B R —key.logM BN EZ A (key.loght & ILIX & —13NSS Key Log Formatf S, XA 3o
BefiR e H Wireshark BLIE Y hitps R

brwxrwxr—x 2 500 500 4096 Sep 17 23:44 docker
-r——r——r—-— 1 33 33 7 Aug 16 18:51 flag
—TWXT—XT—X 1 33 33 217 Oct 18 01:10 flag.zip
drwx—————-— 2 107 115 4096 Oct 17 17:38 gay
—IrWwXr—xXr—x 1 33 33 26727 Oct 18 01:11 key.log
ArwxXrwxrwx 2 0 0 16384 Oct 27 2016 lost+found
ArwxXrwxrwx 3 0 0 4096 Nov 29 2016 test
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L, LR EHARIKkey.log A HERIE Z8 2| K IEKlag & Z 0 XM E BETHE
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1 flag is not herel!l!!
2 maybe you should focus on the encrypted packets......

6.BRBEFR/IAKIENfAag, HRMNEEME TETRNEE TR T, BAER—THIEK.
7. 8Mtkeylog S GEEtcpii S H)

M wireshark - i TCP 5% (tcp.stream eq 58) - traffic

CLIENT RANDOM cbdf25c6b2259a8b386b735427629e94abe5be70634c70bd9efd7ee76co@bodce
6782ad3aa5938c43831971a06e9a20@eac27075d559799769ce5d1a3easd5211c931d8es7f75d6fd11fcf55361331a968b
CLIENT RANDOM 247133720065429dc7e017e5118b904309685ec8688296011cd3c53e5bata7sa
921ffbf7bfebd8c393000f34eabbdc20486e620bdco0f21b6@37c3df5592ef91fffcaldc8215699687a98febd4a5a4ced
CLIENT_RANDOM 2@00cef83c759e5e0c8bbdbdeaes5388df250141¢c32008610577ccd92d5Ta3e3e
Ac@317a409b6e@ab7a0b793485696c@2ab7743c1a9fdae@39bef7ace5205cf209d5855261ece18897dbed3a116b73627
CLIENT RANDOM c5dd1755eff2a51b5d4a499@eca2cc201dob637cd8ad217566121194e19d6160
C€3a065698b99629875b03d6754597349612e6e7468ef66dcf8f27719e84396ae55a1b72248019df1683ca3962t617252
CLIENT RANDOM 1lael44@556a6e740fd9al18de264cd4c49749355dcf7093daad965030a21fcte
219786b326ccf76@cd787de3cc7eldcd668a1a3d3361703341879b@61cec81131FFF4850ce5c6eals5d987be8a36638b7
CLIENT_RANDOM ©2002c43f43bc483152fa26cf255da81aa3e48edf763c@6e646c02dcd53foata
6a9b11b24d224c7c74691bfa8aceessfafe27dg8eco5e2135593425d42df5834aee37aedctb9c2d476cb3998ced1603 b
CLIENT RANDOM 444bag97e9d2cal2ec@c627db8ee5b5a97ela4c49d3df77221e35c55ca3cc3c28
defe7b2e4fc18939843a940917421243319785c862fac89a%002ed86deve39401deddadfod7bfaa7edc741ae3fbase0f
CLIENT RANDOM ecebefcs5beeee3edsef2c682a2be2cadlfbe4e9d2b291111126725eefd1520b5b
cd3f983e551chs114@b7ddaBef3e8024bbdc3fc1c1e5737bbb2617b4a984b9c54522463866080974a14791a19acB9671
CLIENT RANDOM d4f49620d5e82b92f46041ef81fd7b12fc4423746basee798e754baf7a200b63
9088151111055 310026ac5e496e91289cabed9c8cd9a3dc7c6Tdd7dd54d25a0103c2cad8cacoedb54976cb572a8bbaz




CLIENT_RANDOM f8deb49easdfe2tedsclaseeeebecbd529c8aeat5le9ecd3bdcsdeecta3dechdeb
b3d6d37d392432d49@3bafcb3bd7as2d2fafess2fes2ed4a739bf19f611903cdd393cb8c34c21895337c385491044b20f
CLIENT RANDOM d219d1@2e23aec7e8bf0720968c5e18ffec8213ee91142cc 4746095267557
33df1dfa1dcdf73f6doag2ee9e75b8bb329bc52565b4861bT511853a159c670a972a5330627dc0@6cd8b7c24e3fad12ad
CLIENT_RANDOM €250e14706090035869Tapf2277538089fbedcb34c2cad916cocclaf7de3cds2
c7136b2bf3902015802e44220139de8979a78864137821191b3e7381d388b539c1e289T7ca9dad97e898d4a6asf1d3aesh
CLIENT RANDOM bfle2@82c132e5ac68fde9@dc21731b7ee8d37be63ccdf@379655eb338231d316
af2c8v340deaf3gefdia9baqges2zbeasffasa3cb43a6eed95813248175459d7a548¢38221550c1b456c23e37072d4297
CLIENT_RANDOM a61beebg892219f5110d62adfB379bcR4cb3f8c670d027bdde2f7eeabofadeabs
al155d79f8d678b2577a74c3de308090beeb501d5b7523d11067c6503Ta93e0c275bd8b2916e262c8ac6221bf23fab2fs
CLIENT_RANDOM 41535597a84fbf6cc785687bodo43e59fc5e3786b5de125584b6134b52fdcesa
589bdcc87a8dan5d93101598073batedade6297ebc143db4ag949a2al15ect3e8e9691aeecl247590520c4e221719e93d
CLIENT_ RANDOM 723c@7e2d837T4c62e2a1009390631a147d36d@6aa9c2d2341989a459b379738
€5975af83c0c99192a3568de5ef1e005c97a7771102b598c3e25F9fBc4a8Afff76553¢c7f2¢c545aaf3d11393487845392
CLIENT_RANDOM 39eafs4df7641f4a6f409de7036f31bl1ae%4a6c6chbfoc62abasees8t67253a2f
1dar@3s5441cfe731967de9edb879758c1a2940ae3a6taas3fcact7061bfs3besfdf2dff7ddeabfcfaeageo9a2ced2e9
CLIENT RANDOM dda89@6b993deale7f291a5b5231ac57dcocb8f94ba38c77d32e17a68ee07ccd
6ab7c@a696c8bfeelf20d435fe36549a189872ea933desagb9964e9d5fc3easb@45Fbbeege2baffe8197a72ec529839b
CLIENT_RANDOM a6dd68eb537013b357631ab383cBa15902d3bba1fdsacdaf2149eb29b75a655b
8838ed77211063615beab8e7033cce276e3be38585¢35575bddd28de44f415d40fce77579e9e767649bad411cc9cd2ed

8HFNEYH, HME—HIEH—r>ssl|

MEV) BEEG) f ) S EIEY) TR TE(T) =EEH
: DR e EEEaqaE
(N[ERAE g ~ <ctrl-/>
Ho. Tine Source Destination Frotocel Length Info
1 0.000000 192.168.43.159 144.76.59.84 ubpP 42 46327525903 Len=0
20.522112 180.97.36.16 192.168.43.159 TLSV1.2 85 Encrypted Alert

48.522275 192.168.43. 180.97.36.16 TCP 54 58128+443 [ACK] Seq=1 Ack=33 Win=20955 Len=0
50.5 E 192. 43 144.76.59.84

M Wireshark - EiETI ? X

7 ©.914350 192.168.43 180.97.36.16
SPDY “| Secure Sockets Layer

SPRT
R Bk ke 1t

SSCOP 55L debug file
SSH [ | __Browse'"
12 ©.915074 192.168.43.159 180.97.33.1a7 SSL
STANAG 5( [“] Reassemble SSL recerds sparming multiple TCP sezments  —
> Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (33 STANAG5( | [ Reassenble S5L Application Data spanning maltiple SSL records
> Ethernet II, Src: 1:nte}l:or‘_97:33:d1C (68:07:15:97:33:df), Ds StarTeam [IMessaze Authentication Code (MAC), iznore “nac failed”
> Internet Protocol Version 4, Src: 192.168.43.159, Dst: 144.
STP Pre-Shared-Key | |
> User Datagram Protocol, Src Port: 46327, Dst Port: 25903 STT _
(Pre) -Master-Secret log filename
SUA
o [c:\Users\lenovo\Desktoptkeyl. log | | Browse:
SYNCHROF
T.38 —
0000 bc 20 10 ca 48 8c 68 @7 15 97 33 df @8 00 45 00 . TACACS +
0010 @0 1c oc ee 40 @9 ©3 11 b2 fb ce ag 2b of 9@ 4c e TALI
0020 3b 54 ba 7 65 2f @0 08 2d cf 3T TCAP e
< >
0K H Cancel || Help
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