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-text 05048507 call sub_Ba48414

Lbext: @3edasnC test eax, eax
i g T -
| . text : BER4ASED [ dword ptr [esp], offset s ; °
g T -
- text:@80a85EC oV eax, [ebpearg a]
- text : @SRMA5EF add eax, 4
- text:@BR485F2 mow eax, [eax]
L text: 08045574 mow [espl, eax
Sbext @B0485FT call sub_BB4B53E
Lhext  @SRAASFC jmp short loc_SR48606

- text :080485FE
et BEMMESFE

Sbext (@80485FE loc_B8485FE: ; CODE XREF: main+D1j
. bext : BRRIRSFE main+291§
[ _text :O20435FE mow dword ptr [esp], offset aAccessDenied ; - enied I
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- text ; 82048604

text:@SM4B60A loc_ BRABGDA: ; CODE XREF: main+d471j

Ltext ; 0B0ARE0A o eax, @

. text : 0S0E60F leave

- hext ;05048618 retn

-text:08048618 [ } // starts at B04B5B5
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In [1]:

import angr

WARNING | 2018-10-06 05:04:30,383 | angr.analyses.disassembly utils | Your version of capstone does not sup
In [2]: import claripy

In [3]: proj = angr.Project("./Desktop/rev3ee")

exeeption T

<ipython-input-3-e2682d5cb563> in <module>()

----> 1

proj = angr.Project("./Desktop/rev300")

/home/igiqiya/.virtualenvs/angr/lib/python2.7/site-packages/angr/project.pyc in __init__ (self, thing, defau

120
121
--> 122
123
124

self.loader = cle.Loader(thing, **load_options)

elif not isinstance(thing, (unicode, str)) or not os.path.exists(thing) or not os.path.isfi
raise Exception("Not a valid binary file: %s" % repr(thing))

else:
# use angr's loader, provided by cle

Exception: Not a valid binary file: './Desktop/rev3ee’

In [4]:

In [5]:

In [6]:

In [7]:

In [8]:
Out[8]:

In [9]:

proj = angr.Project("./rev300")# LiiiRiERFENKE ECHBAE/ BT

argvl = claripy.BVS('argvl',50*8)#EMl & K ARBIE S0 FH

state = proj.factory.entry_state(args=['./rev3e0',argvl])

simgr = proj.factory.simgr(state)

simgr.explore(find=0x080485EQ, avoid=0x080485FE )#%i A\ IE A bA KX 45 % B b ik
<SimulationManager with 1 found, 8 avoid>

print simgr.found[@].solver.eval(argvl)

10636727689721791312875164454814678427764052218191837627753330070162315666310427033341751492949779121863054

In [10]:

print simgr.found[@].solver.eval(argvl,cast_to=str)#UAF/FEHNamH %R

Isengard #BFIM%HE

iEfSflag

iqigiya@521: ~/Desktop

iqiqiya@521:~/Desktofr$ ./rev3@e isengard
Access granted

flag{s@me7hing_S®me7hinG_tolki3n}
igiqiya@521:~/Desktops [
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