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B ctf5.shiyanbar.comfweb/kzh: I

Admins Only!

If you have the correct credentials, log in below. If not, please LEAVE.

Username:
Password:
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Proxy-Connsction: keep-alive Server: Apache/2.4.18 (Win3l) OpensSsL/l.0.2e PHP/5.3.29
Content-Length: 29 ¥-Powsred-By: PHP/5.3.29
Cache-Control: max-age=0 Set-Cookie: sample-hash=571580b2EcE5f306376d4f64e53ckh5e7;
Origin: http://ctf5.shivanbar.com expires=Tues, 30-Cct-IZ0L1E 14:24:2Z& GMT
Upgrade-Insecure-Fequests: 1 Set-Cookie: source=0; expires=Tues, 30-Cct-I015 14:Z24:28 GHT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWEZ) Content-Length: 320
AppleWeb¥it/537.36 (KHTHL, like Gecko) Chrome/£3.0.3239.13Z2 Content-Type: text/html
Safari/537.3¢€
Content-Type: application/x—www-form-urlencoded - <html>
Aocept: - <body>
text/html, application/xhtml+xml, applicatic 1:c=0.9, image/we
bp, image/apng, */ *;q=0.8
Referer: http://ctf5.shivanbar weh/ kzhan. php <hl>Admins Only!</hl>
Accept-Encoding: gzip, e <p>If you have the correct credentials, log in below. If
Accept-Language : reh;g=0.9,en;q=0.8 not, please LEAVE.</p>
Cookie: s =571580L2EcESE30637Ed4fE4e53ch5c7; <form method="FO3ST":>
source=0; Username: <input type="text"” name="username"> <br:>
Hm 1vt 34def7353ab0915ad4c58Ze4516dffhe3=1540128101, 1540196604 Password: <input type="password" name="password"> <br>
,1340256320,1540302896: <button type="submit">Submit</button>
Hw cwv 34def7353ab05915a4c582e4516dEthe3d=1l*visitor*8478752Cnick </ form>
MName%3 Ayunen; PHPSESSID=kns3akksplOhgdSoclSwd3iT3ics:
Hm 1lpvt 34def7353ab0915a4c582e4516dffhe3=1540302971 </hody>

- - </htmls>
username=adminépassword=admin
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E | Burp Suite Professional v1.6 - licensed to Larrylau - O *
Burp Intruder Repeater Window Help
[Target I Proxy ]' Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Options IAIer‘LS ]
1w |2 |3 = |4 = | B = | .
Go Cancel < |+ > | Target: http://ctf5.shiyanbar.com | # || 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
POST /web/kzhan.php HTTF/L.1 " ¥-Powered-Ey: PHP/5.3.29 |&
Host: ctf5.shivanbar.com @ Set-Cookie: sample-hash=571580bIE6ce5f306376d4f64=53chba7;
Proxy-Connection: keep-alive expires=Tues, 30-0ct-2018 14:32:22 GMT
Content-Length: 29 Content-Length: 1303
Cache-Control: max-age=0 Content-Type: text/html
Origin: http://ctfs.shivanbar.com
Upgrade-Insecure-Requests: 1 <html>
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWEZ) <body>
AppleWebKit/537.36 (EHTHML, like Gecko) Chrome/€3.0.3239.13Z2
Safari/537.36 <pres>
Content-Type: application/x-www-form-urlencodsd Sflag = "X0D00ODODDDDODONDON0N0N" ;
LAocept: Ssecret = "XOODOOOODODOOODOXX" » // This secret is 15 characters
text/html, application/xhtml+xml, application/xml;q=0.9, images/ve long for security!
bp, image/ apng, */ *;q=0.8
Referer: http://ctf5.shivanbar.com/web/kzhan. php Susername = § POST["username"];
Llecept-Encoding: gzip, deflate Spassword = S_PIJST["password"]:
Acecept-Language: zh-CH, zh;qgq=0.9,en;q=0.8
Cookie: sample-hash=571580bLIEce5E306376d4fE64e53ch5c7; if [!emmty(S_CDDKIE["getmein"]]] { -
source=lp if (urldecode(Susername) === "admin" &&
Hm lvt_ 34def7353ab08915a4c582e4516dfthe3=1540128101, 15401596604 urldecode($password) !'= "admin") {
, 1540206320, 1540302896 ; if (SCOOKIE["getmein"] === md5(5secret
Hm cwv_34def7353ab0815a4c582e4516dtithe3=1 visitor*84787%2Cnick urldecode (| Susername Spassword))) {
MName%3Ayvunen; PHPSESSID=kns3akkspl0hgdSoclSwvd3iTici; echo "Congratulations! You are a registered
Hm lpvt_ 34def7353ab0915a4c58224516dEthe3=1540302971 user.\n";
die ("The flag is ". S$flag):
username=adminépassword=admin 1
else {
die ("Your cookies don't match up! STOP HACKING
THIS SITE."):
H
H
: else { :
+) < + » 3 Sed 0 matches +) < + » 3 Sea 0 matches
Daone 1,586 bytes | 51 millis
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$flag = "XXXOXXXXXXXXXXXXXXXXXX" 5
$secret = "XXXXXXXXXXXXXXX"; // This secret is 15 characters long for security!

$_POST["username"];
$_POST["password"];

$username

$password

if (!empty($_COOKIE["getmein"])) {
if (urldecode($username) === "admin" && urldecode($password) != "admin") {
if ($COOKIE["getmein"] === md5($secret . urldecode($username . $password))) {
echo "Congratulations! You are a registered user.\n";
die ("The flag is ". $flag);

}
else {
die ("Your cookies don't match up! STOP HACKING THIS SITE.");
}
}
else {
die ("You are not an admin! LEAVE.");
}
}
setcookie("sample-hash", md5($secret . urldecode("admin" . "admin")), time() + (60 * 60 * 24 * 7));

if (empty($_COOKIE["source"])) {
setcookie("source", 0, time() + (60 * 60 * 24 * 7));

}
else {
if ($_COOKIE["source"] != 0) {
echo ""; // This source code is outputted here
}
}
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1.Cookie s getmeinfI{E A G A

2.username 4 i adminflpassword A g admin

3.CookieH HigetmeinthZii%s Fmd5 ($secret.urldecode (Susername. $password) )
WRIX=AKMHA T REflag, FTRBEAITLER fSsecretfE N % b

setcookie ("sample-hash", md5 ($secret . urldecode("admin" . "admin")), time() +
(60 * 60 * 24 * 7)) ;
KO THEHATREBEXESR, BHEHKnds (Ssecret . urldecode ("admin" . "admin")){EAN

cookie®iity, 454w TE KIBHEBIRATAT LLAE R B HIE N571580026c65£306376d4f64e53chb5¢c7 A RIX H
md552 H $secret+'adminadmin'md5Ti 3 2 i, W1 B, AT17E passwordas A adminté A3 & 7 [ BT 75 i =A% 4
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i: Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn — O b4
Burp Intruder Repeater Window Help
| Target I Proxy W Spider ] Scanner 1 Intruder [Repeal&r ] Sequencer 1 Decoder ] Comparer T Extender } Project options | User options W Alerts 1
[1><T2><[3><Idx 1
l Go: || Cancel | | < [m || > ¥ Target: http://ctf5.shiyanbar.com | ?
Request Response
J REWT Params THeaders IHex ] J Raw I Headers T Hex ] HTML I Render ]
POST fwebfkzhan.php HTTR/1.1 : HTTR/1.1 200 OK :
Host: ctfo.shiyanbar.com Date: Sun, 07 Oct 2018 03:57:27 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:42.0) Server: Apachef2.4.18 (Win32) OpenS5L/1.0.22 PHR/A3.29
Gecko/20100101 Firefox/d2.0 K-Powered-By: PHP/5.3.29
Accept: text/html application/xhtml+xml application/sml;q=0.9 */* =08 Content-Length: 112
Accept-Language: zh-CN zh;q=0.8 en-US;q=0.5 en;q=0.3 Caonnection: close
Referer: http:/ctfa shiyanbar. com/web/kzhan. php| Content-Type: text/html
Cookie: sample-hash=57 1580b26cB5306376dAE4e53ch507: source=0:
H D=t3nrll7 sbltemeSiovh | sovBc |, Betmein=6bEcOcadge 1 1710057 4 <html=
031743507 <hbody>
UTTITE LT TS
Content-Type: application/x-www-form-urlencoded Congratulations! You are a registered user.
Content-Length: 149 The flag is CTF{cOO0kieS_4nd_hAshing_G0_w3LL_tlg3ther}
sername=admin&password=admin %80 %00 %00%00%00 %00 %00 %00 %00
000 %00%00%00%00 %00 %00 %00%00 %00 %00 %00 %00 %00 %00%00%00
200 %00%00%00%00% 28 %00 %00 %00 %00 %00 %00 %00 xx x
e -2
v v
r4 J l = | k l = I Type a search term 0 matches | ? | l = I * | s | Type a search term 0 matches
Dane 316 bytes | 54 millis

3T https://www.cnblogs.com/yunen/p/10604681.html



	CTF实验吧让我进去writeup
	初探题目
	代码审计
	死局转生

