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1. KI B 5 (netdiscover), #HZEIWebDeveloperfjIPHiht . #AE.

SeErkalif M <k, nmeli device show ethO

s lnmcli device show ethg

ERAL.DEVICE:
ERAL . HWADDR:

E:

NNECTION:
PATH: rg/fr Lof onnection/5
TIES.CARRIER:

2, mt = 100

i, mt
-:jugﬂ

vpwy,

rt for 192.168.204.127 down ]
or 192,
s la .

Nmap scan " » 192, D4 . [host down]
Nmap scan r rt for 192.16 4, [ t down]
Nmap scan 192.16 D4, [host down]
Nmap report for 192.168.
Host is up (0.0024s latency).

7] LAE H WebDeveloperilip#£192.168.204.132
2. M ANMAPHER BFr £, KIBEARFENIR DR, RFEN, BEHF U B RERRS A WHLE? GRS —RER R
Starting Nmap 7.80 ( ;'- nmap.org ) at 2020-12-06 02:36 EST

Nmap 92. 204,132
Host 15

Not shown: Losq¢
T STATE SERVICE
/ en ssh

80/tcp open http
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dirb http://192.168.204.132

$ dirb http://192.168.204.132

DIRB v2.22
By The Dark Raver

START_TIME: Sun Dec 6 082:59:57 2020
URL_BASE: http://192.168.204.132/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

—— Scanning URL: http://192.168.204.132/ —

+# http://192.168.204.132/index.php (CODE:301|SIZE:0)

=> DIRECTORY: http://192.168.204.132/ipdata/

+ http://192.168.204.132/server-status (CODE:403|SIZE:303)
=> DIRECTORY: http://192.168.204.132/wp-admin/

= DIRECTORY: http://192.168.204.132/wp-content/

=> DIRECTORY: http://192.168.204.132/wp-includes/

+ http://192.168.204.132/xmlrpc.php (CODE:405|SIZE:42)

—— Entering directory: http://192.168.204.132/ipdata/ —
(!) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '"-w' if you want to scan it anyway)

—— Entering directory: http://192.168.204.132/wp-admin/ ——

+ http://192.168.204.132/wp-admin/admin.php (CODE:302|SIZE:0Q)

=> DIRECTORY: http://192.168.204.132/wp-admin/css/

=> DIRECTORY: http://192.168.204.132/wp-admin/images/

=3 DIRECTORY: http://192.168.204.132/wp-admin/includes/

+ http://192.168.204.132/wp-admin/index.php (CODE:302|SIZE:0Q)
DIRECTORY: http://192.168.204.132/wp-admin/js/
DIRECTORY: http://192.168.204.132/wp-admin/maint/
DIRECTORY: http://192.168.204,132/wp-admin/network/
DIRECTORY: http://192.168.204.132/wp-admin/user/

—— Entering directory: http://192.168.204.132/wp-content/ ——
+ http://192.168.204.132/wp-content/index.php (CODE:200|SIZE:0)
=> DIRECTORY: http://192.168.204.132/wp-content/plugins/
=—> DIRECTORY: http://192.168.204.132/wp-content/themes/
=—> DIRECTORY: http://192.168.204.132/wp-content/uploads/

Entering directory: http://192.168.204.132/wp-includes/ ——
(!) WARNING: Directory IS LISTABLE. No need to scan it.

(Use mode "-w' if you want to scan it anywa :
y sy hitps://blog.csdn.net/Yangyuxin0228

http: //192.168.204.132/ipdata/




5. WMV HIZEF (B8R , RIW—Ncapfh. BE. [FEXEHAEFH#R](https://img-
blog.csdnimg.cn/20201224204321633.

Index of /ipdata

Name Last modified Size Description

o Parent Directory L
[ﬂnl;nh‘.ﬂ:.t:n: 2018-10-30 09:14 2.8M

Apache/2.4.29 (Ubuntu) Server at 192.168.204.132 Port 80

What should Firefo: with this file?




6. FlMWireshark7#riZ#E e, 2HTCPEHER. REMFAFAKNFER? BAE.

(1 Ihep

No.  Time Source Destination Protocol Lengtt Info
13 9.213388 192.168.1.176 102.168.1.222 HTTP 1688 HTTR/L.1 260 OK (text/css)
820.279987  192.168.1.176 192.168.1.222 HTTP 5226 HTTP/1.1 260 OK (application/javascript)
85 9.362054 192.168.1.222 192.168.1.176 HTTP 369 GET /wordpress/wp-includes/js/wp-emoji-release.nin. js7ver=4.9.8 HTTP/1.1
86 9.303116  192.168.1.176 192.168.1.222 HTTP 4799 HTTP/1.1 200 OK (applicationjavascript)
89 9.532956 192.168.1.222 102.168.1.176 HTTP 399 GET /wordpress/p-content/thenes/twentyseventeen/assets/inages/meader. jpg HTTP/1.1
161 0.534038  192.168.1.176 192.168.1.222 HTTP 15298 HTTP/1.1 260 OK (JPEG JFIF inage)
127 18454209 192.168.1.202 192.168.1.176 HTTP 397 GET /wordpress/wp-admin HTTP/1.1
129 18.454664  192.168.1.176 192.168.1.222 HTTP 678 HTTP/1.1 361 Moved Pernanently (text/htnl)
¢ 131 18.450065  102.168.1.202 102.168.1.176 HITP 398 GET /wordpress/wp-admin/ HTTP/1.1
132 18,4700 192.168.1.176 192.168.1, 222 HTTP 4T3 HTTP/L.1 362 Found
133 18475038 J68.1. 681, ATh GET /wordpress/wp-1ogin. php?redirect_Ro=httphdMh2rkab1oz. 168, 1. 176%2wordpressk2rup-adnimk2rlreauth=1 HTTP/1.1

o+ 13410.488082  192.168.1.176 102.168.1.222 HTTP  JTTLHTTR/LL 260 OK (text/hinl)
19619516602  102.168.1.202 102.168.1.176 HTTP  5BL GET /wordpress/wp-aduin/Load-styles. php?c=8hdir=1trkloadk5B¥50-dashicons, buttons, forms, 146n, logindver=4.9.8 HTTP/1.1
146 18.541084  192.168.1.176 102.168.1.222 HTTP 12463 HTTP/1.1 260 OK (text/css)
146 18.575040  102.168.1.202 182.168.1.176 HTTP 527 GET /wordpress/wp-aouin/inages/wardpress-Logo. svg?ver=2131107 HTTP/L.1
149 18.577314  192.168.1.176 182.168.1.202 HTTR/L. 1876 HTTR/1,1 260 OK
180 90.210143  102.168.1.202 162.168.1.176 HTTP 798 POST /wordpress/wp-1ogin.php HTTP/L.1 (appLication/x-w-forn-urlencoded)
162 99.232044 1!2 168.1.176 182.168.1.22 HITP 1266 HTTP/1.1 362 Found

Favee AAR. P Lodo. Td=- TARRA Liko1 #9F Lides sesboes a4 AmARA Likot
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[WTtcp.stream eq 8
No. Time Source Destination Protocol Lengtt Info
- 177 90.209811 192.168.1.222 192.168.1.176 TCP 74 49558 —~ 8@ [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK_PERM=1 TSval=54456099 TSecr=0 W5=128
178 90.209858 192.168.1.176 192.168.1.222 TCP 74 80 - 49558 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 MSS5=1460 SACK_PERM=1 TSval=1478185263 TSecr=54456899 WS=128
179 90 299969 1‘32 168 1.222 192 168. 1 176 TCP 65 49558 - 80 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=54456099 TSecr=1478185263
180 90.21014 2 E 168 TP p p-login.php P/ (appli
181 90 210171 192 168 1.176 192 168. 1 222 TCP 66 80 - 49558 [ACK] Seq=1 Ack=734 Win= 30454 Len=@ TSval=: 1478185264 TSecr=54456099
182 90.232018 192.168.1.176 192.168.1.222 HTTP 1200 HTTP/l 1 302 Found
183 90.232225 192.168.1.222 192.168.1.176 TCP 66 49558 —~ 80 [ACK] Seq=734 Ack=1135 Win=32128 Len=0 TSval=54456121 TSecr=1478185285
184 90.236559 192.168.1.222 192.168.1.176 HTTP 949 GET /wordpress/wp-admin/ HTTP/1.1
187 90.278053 192.168.1.176 192.168.1.222 TCP 66 80 — 40558 [ACK] Seq=1135 Ack=1617 Win=32256 Len=0 TSval=1478185331 TSecr=54456125
209 91.520747 192.168.1.176 192.168.1.222 TCP 7306 80 - 49558 [ACK] Seq=1135 Ack=1617 Win=32256 Len=7240 TSval=1478186573 TSecr=54456125 [TCP segment of a reassembled PDU]
210 91.520924 192.168.1.176 192.168.1.222 TCP 7306 80 — 49558 [ACK] Seq=8375 Ack=1617 Win=32256 Len=7240 TSval=1478186573 TSecr=54456125 [TCP segment of a reassembled PDU]
211 91.521120 192.168.1.222 192.168.1.176 TCcP 66 49558 ~ 80 [ACK] Seq=1617 Ack=8375 Win=46592 Len=0 TSval=54457409 TSecr=1478186573
212 91.521133 192.168.1.176 192.168.1.222 HTTP 1420 HTTP/1.1 200 0K (text/html)
213 91.521455 192.168.1.222 192.168.1.176 TCcP 66 49558 ~ 80 [ACK] Seq=1617 Ack=15615 Win=61056 Len=6 TSval=54457409 TSecr=1478186573
214 91.557657 192.168.1.222 192.168.1.176 HTTP 1054 GET /wordpress/wp-admin/load-styles.php?c=0&dir=1tré&load%5B%5D=dashicons,admin-bar, common, forms, admin-menu, dashboard, 1ist-tables
215 91.557698 192.168.1.176 192.168.1.222 TCP 66 B0 — 49558 [ACK] Seq=16969 Ack=2605 Win=34176 Len=0 TSval=1478186610 TSecr=54457446
236 91.574945 192.168.1.176 192.168.1.222 TCP 8531 80 — 49558 [PSH, ACK] Seq=16969 Ack=2605 Win=34176 Len=8465 TSval=1478186627 TSecr=54457446 [TCP segment of a reassembled PDU]
237 91.575081 192.168.1.176 192.168.1.222 TCP 8170 80 — 49558 [PSH. ACK] Seq=25434 Ack=2605 Win=34176 Len=8104 TSval=1478186628 TSecr=54457446 [TCP seament of a reassembled PDUI1

» Frame 180: 799 bytes on wire (6392 bits), 799 bytes captured (6392 bits)
+ Fthernet TT. Src: PesComnu 74:17:d4 (AR:AA:27:74:17:d4). Dst: PesComnn 1d:4d:4A (AR:GA:27:1d:4d:4A)
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\:/sbin\:/bin\:/snap/bin

/eloper may run the following commands on webd
: /sbin/tcpdump




t /root/flag.tx 1S t on webdeveloper

tepdump iy & Vi :

-i eth0 IR EM RIEREIER

-w /devnull ¥R B BIE QR B R TS (Rl HEAER)

-z [command] 1217 #8 & 1 iy &

-Z [user] ¥ & F F AT A 4

-G [rotate_seconds] £frotate_secondsFs — IR F SR AT -wit iE B3 il
-W [num] $& E I E
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