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o pythonfili4, PIL.ImagefE
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gb.png h.zip out.png output

$ 1s
$ binwalk gb.png
HEXADECIMAL DESCRIPTION

PNG image, 272 x 92, 8-bit/color RGBA, non-interlaced
Ox1751 PNG image, 540 x 258, 8-bit colormap, non-interlaced
Ox17A6 Z1lib compressed data, best compression
0x262C Z1lib compressed data, best compression

:~$%$ dd if=gb.png of=out.png skip=5969 bs=1

iB3&k T 7877+0 BYiE A

iC®{ T 7877+0 IS H

7877 bytes (7.9 kB, 7.7 KiB) copied, 0.00900255 s, 875 kB/s
:~% 1s

gb.png out.png
:~$ foremost gb.png

Processing: gb.png
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o fEH

e python scripts\binwalk [filename]

o HILIA: Ctri+F

o HiR163EH]: Alt+Ctri+F

o WRT—4: F3

XHESGRERE



FESCA 945 AR A5 2 5 M I ER MG 2, T AR IR S A

o XARER
o FAhICHY
— RS AR M IR 4 R

o WURFINFESLES, WA T ICHk, AT AR BOLF LR
o WIRFINFEPIE, A RBEMIR T I 1 B
IS SRSk SR

XHHEL XHSARSAL | RIS

JPEG (jpg) FF D8 FF FF D9
PNG (png) 89 50 4E 47 AE 42 60 82
GIF (gif) 47 49 46 38 00 3B
Archive (zip) 50 4B 03 04 50 4B
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:~/image stega$ pwd

home/misc/image stega
/image stega$ ls -1

SHAE 12
-rw-r--r-- 1 root root 239 3 18 19:41
-rw-r--r-- 1 root root 176 38 18 19:41
-rw-r--r-- 1 root root 163 3 18 19:41

:~/1mage stega$ strings test.zip
est.txt[in test.txt]PK
est.txl

:~/image_stega$ strings stega string.zip
est.txt[in test.txt]PK
est.ixt
[hello world]

:~/1image stega$ strings stega string2.zip
est.txt[in test.txt]PK
est.txt
[\ub04d\u0049\u0053\uee43\ub020\u6742\u9879]
[TULTQYyUYMCV1INjcOMiV10Tg300Q==

:~/1mage stega$ I
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