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Index of /flag in here/3/4

Last modified Size Description

Name
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phpinfo

miTEEphpinfo

CEEDMNE@enTeBRABA 5

Stream Wrapper compress.zlib:/f
Stream Filter zlibuinflate, zlib.deflate
Compiled Version 1.2.11

Linked Version 1.2.11

zlib.output_compression Off Off
zlib.output_compression_level -1 -1
zlib.output_handler no value no value

Additional Modules

Environment

APACHE_RUN_DIR fearfrun/apache2
APACHE PID FILE fvarfrunfapache2fapache2.pid
PATH Jusrflacal/shin:;/usrflocal/bin:fusrfsbin/usr/bin:/sbin:/bin
APACHE LOCK DIR fearflockfapache2
LANG C
APACHE_RUN_USER www-data
APACHE_RUN_GROUP www-data
APACHE_LOG_DIR fvarflogfapache2
PWD /
FLAG thhub{cbﬁS?SaF??Scabd22:|_%
PHP Variables
A
$ REQUEST['UM _distinctid'] 18049ba2ffadbb-05bace738cB8713-Th422227-1fa400-18049ba2ffb60e
$ COOKIE['UM distinctid’] 18049ba2ffadbb-05bace738cB8713-Th422227-1fa400-18049ba2ffb60e
$ SERVER['HTTP_HOST'] challenge-b954923656796aad.sandbox.ctthub.com: 10800
$ SERVER['HTTP_X_REAL IP'] 112.115.169.197
$_SERVER['HTTP_X_FORWARDED_FOR'] 112.115.169.197
$_SERVER['HTTP_CONMNECTION’] close
$_SERVER['HTTP_UPGRADE_INSECURE REQUESTS'] |1
$ SERVER['HTTP_USER AGENT’] Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML like Gecko) B
Chrome/100.0.4896.127 Safari/537.36 Edg/100.0.1185.44 CESMME@mTetBASd 1255
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Burp Project Intruder Repeater Window Help Burp Suite Community Edition v2022.2.4 - Temporary Project - m} X

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options. Learn

Intercept HTTP history WebSockets history Options

Forward Drop Intercept is on Action Open Browser



Intercept is on

Requests sent by Burp's browser will be held here so that you
can analyze and modify them before forwarding them to the
target server.

Learn more Open browser

CESIME@eneERASL G

Burp Suite x + - - O bes
C Q 7EGooglethig®, maEmA—MRIL = w » A O &
Burp Suite
Keep up with the latest Familiarize yourself with
vulnerabilities Burp Suite
Web Security Learn about Burp Suite and its main
Academm tools with our videos, guides and

documentation.

Register for free to advance your

skills with interactive challenges Video tutorials -

from our leading researchers.
Burp documentation >

Get started >

Upgrade to Burp Suite
Professional

Unlock your potential.
Access the industry trusted Burp

Scanner, unthrottled Burp Intruder,

and more. R o
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Burp Project Intruder Repeater Window Help Burp Suite Community Edition v2022.2.4 - Temporary Project - m} x
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
ntercept HTTP history WebSockets history Options

/ Request to http://challenge-06a60a0aaf1a2954.sandbox.ctfhub.com:10800 [47.98.148.7]

Forward Drop Action Open Browser
Hex = Inspector m@ = - & X

1 GET / HTTR/1.1
Z Host: challenge-08agDalaatlaZgs4.sandbox. ccthub. com: 10800

Request Attributes 2 v
3 Upgrade-Insecure-Reguests: 1 eq
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4) AppleWebKit/537.38 (KHTML, like Gecko)
Chromes/99.0.4844.74 Safari/537.36 Request Query Parameters 0 ~
5 Accept:

text/html, application/xhtml+xmwl, application/xml; g=0.9, image/avit, image/ webp, image/ apng, */ *;g=0.8, applicatio

n/signed-exchange;v=h3:q=0.9 Request Body Parameters 0 v
& Accept—-Encoding: gzip, deflate
7 Accept-Language: zh-CHN, zh:g=0.9 .

Connection: close Request Cookies 0 e
- Request Headers 7 v

Burp Project Intruder Repeater Window Help Burp Suite Community Edition v2022.2.4 - Temporary Project - m} X

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Lagger Extender Project options User options Learn
1 = 2«

Positions Payloads Resource Pool Options
® Choose an attack type m
Attack type: | Sniper ~
Sniper

® P This attack uses a single set of payloads and one or more payload positions. It places each payload into the first position, then each payload into the second
ayload Py position, and so on,

Configure th
Battering ram
T This uses a single set of payloads. It iterates through the payloads, and places the same payload into all of the defined payload positions at once. Add §
arge
Pitchfork Clear §
- EET‘;/_ ! This attack uses multiple payload sets. There is a different payload set for each defined position (up to a maximum of 20). The attack iterates through all payload Auto §
3 UEZréd: sets simultaneously, so it uses the first payload from each set, then the second payload from each set, and so on.
User-Ad Refresh
Aceept: Cluster bomb =b

-

ASCEPET This attack uses multiple payload sets. There is a different payload set for each defined position (up to a maximum of 20). The attack iterates through each

AcceptH
. c;;:gzt payload set in turn, so that all permutations of payload combinations are tested.

@ Payload Positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

Add §
Target: | http://challenge-06a60alaaf1a2954.sandbox.ctfhub.com:10800 Update Host header to match target
Clear &
1 GET /888§ HTTP/Ll.1
Host: challenge-0faf0alaafla’S54.sandbox.ctfhub.com: L0800 Auto §
Upgrade-Insecure-Reguests: 1
User—Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =£€4) AppleWebKit/537.3€ (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36 Refresh

Aceoept: text/html,application/xhtml+xml, application/xml;q=0.9, image/avit, image/webp, imags/apng, */*:q=0.8,application/signed-sxchange:v=hb
Accept-Encoding: gzip, deflate

Acecept-Language: zh-CHM, zh:g=0.9

Connection: close

&
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Positions Payloads Resource Pool Options

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positio
payload type can be customized in different ways.

Payload set: | 1 ~ Payload count: 0

Payload type: Simple list w Request count: 0

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

Paste

Load ...

Remove >
Clear

Deduplicate

Add Enter & new ftem

@ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Add Enabled Rule
Edit
Remove »
Up

Down
CSDIN @Gath BOASUTE5

Positions Payloads Resource Pool Options

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in 1
payload type can be customized in different ways.

Payload set: | 2 w Payload count: 1

Payload type: | Simple list ~ Request count: 1

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

Paste

Load ..

Remove [
Clear

Deduplicate

Add |

Add from lis

Add the specified item




U TR DOEr A ey ] 50

Positions Payloads Resource Pool Options

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are av
payload type can be customized in different ways.

Payload set: | 2 W Payload count: 1

Payload type:  Simple list W Request count: 1

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste | Add payload processing rule X
Load .. ® Enter the details of the payload processing rule.
Remove
Add prefix W
Clear
Prefix: | .I
Deduplicate
Add Enter a new item |
Add from list ... [Pro version only]
OK Cancel
@ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

[ Add || Rule
Edit
Remove >
Up
Down CEBDMNE@mO 624 84 75
im] | I; cifhub-i8% X | @& CTFHub X | [ CTFHubBackUp x SwE-(SDNEE x | -

G @ challenge-06a60a0aaf1a2954.sandbox.ctfhub.com: 1080 D_-*'\W\p".-u'.zipl

§1ﬁ2‘¢4 @) challenge-06a60a0aafl1a2954.sandbox.ctfhub.com:10800/www.zip

2 challenge-06a60a0aafia2954.sandbox.ctfhub.com:10800/mww.zip - 457 155

OleEEmAERIET

B RIS R SR sR

e tar
s targz
e zZip CEShMEEmeBRASL S

- rar

2.bak3 {4

FiEbak@& H

bakiZ{E X



FrE=m: 30 FEFE: 2R EEEREERD:

http://challenge-e138d5133787e976.sandbox.ctthub.com: 10800
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RITEERE, A, HIXAFH
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C A F== | challenge-e138d5133787e976.sandbc

Flag in index.php source code.

I3, HEFlflag

| challenge-b25ca3a9025b898 1.sandbox.ctthub.com: 10800/.index.php.bak

»und on this server.

R #EE(E) fBE0) =EE(N) EEIH)
<IDOCTYPE html=
<html>
<head=
<title= CTFHub &#H3E T, - bak</title>
</head=
<body=
<?php

'/ FLAG: ctfhubigfi

f3a9d3d%b19bb5bd53ba7}

xcho "Flag in index.php source code.”;

=
</body=
«/html>
CSDN @m0_50484735
RAZBP ] R H
bak™l{&E X
FrEsm: 30 SFEYE: B BEEAEAN: 50 &£5:10
HERTE T web BER T,

http://challenge-b25caaa®025b8981.sandbox.ctfhub.com: 10800
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3. VImMZHF

FJa & H
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ERrZE=xm: 30 HBEHE: BB BEZAZRN: =50 £38:10
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SEEHE, EFe—=EFREE, SIEMEREITESE.
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CSON @m0 60484735

4. .DS Store
TFREEH, RITERE

.DS_Store X
ErE=m: 30 TEHZE B8N BEENATR: =50 &35
DS_Store 2 Mac OS {2 i4=ErBE N BiErIEE s, 183,05 _Stored LAANE =

EREEAfTELEEER.
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IR FEEICMF, Fikflag

| challenge-b2952e1df8af59d5.sandbox.ctfhub.com:10800/0S _Store. AN =

404 Not Found |

. DS _Store
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