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<?php

var_dump(true==2);//true
var_dump(true==0);//false
var_dump(''==0);//true
var_dump(@==false);//true
var_dump(intval(false));//int(0)
var_dump('123'==123); // FiFEEHAFFER, true
var_dump('abc'==0);//true
var_dump('123a'==123);//true
var_dump(intval('123a'));//int(123)
var_dump('al23'==123);//false
var_dump(intval('al23"));//int(0)
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var_dump('ex01'==1);//0x01 ¥416##/, true
var_dump(intval(exel));//int(1)
var_dump(intval(ex11));//int(17)

var_dump( '0el23456789"'=="'0e987654321");//true
var_dump(intval(©e12345678))//int(0)
var_dump('1e3'==1000);//true
var_dump([@]=="");//false
var_dump([@]==[""]);//true
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<?php
function noother_says_correct($number)
{
$one = ord('1");
$nine = ord('9");
for ($i = @; $i < strlen($number); $i++)
{
$digit = ord($number{$i});
if ( ($digit >= $one) && ($digit <= $nine) )
{
return false;
¥
¥
return $number == '54975581388";
¥

$-Flag= Tokokokokokskk ! )
if(noother_says_correct($_GET['key']))
echo $flag;
else
echo 'access denied’;
?>
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54,975,581,388

HEX CCCCCCCcc
DEC 54,975,581,388
OCT 631463 146 314
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<?php

$md51 = md5('QNKCDZO');
$a = @$_GET['a"];

$md52 = @md5(%$a);

if(isset(%$a)){

if ($a != 'QNKCDZO' && $md51 == $md52) {
eChO "nctf{*****************}";

} else {
echo "false!l!ll";

3

else{echo "please input a";}
?>
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QNKCDZO
0e830400451993494058024219903391
240610708
0e462097431906509019562988736854
s878926199a
0e545993274517709034328855841020
s155964671a
0e342768416822451524974117254469
s214587387a
0e848240448830537924465865611904
s214587387a
0e848240448830537924465865611904
s878926199a
0e545993274517709034328855841020
$1091221200a
0e940624217856561557816327384675
s1885207154a
0e509367213418206700842008763514
s1502113478a
0e861580163291561247404381396064
s1885207154a
0e509367213418206700842008763514
s1836677006a
0e481036490867661113260034900752
s155964671a
0e342768416822451524974117254469
s1184209335a
0e072485820392773389523109082030



s1665632922a
0e731198061491163073197128363787
s1502113478a
0e861580163291561247404381396064
s1836677006a
0e481036490867661113260034900752
s1091221200a
0e940624217856561557816327384675
s155964671a
0e342768416822451524974117254469
s1502113478a
0e861580163291561247404381396064
s155964671a
0e342768416822451524974117254469
$1665632922a
0e731198061491163073197128363787
s155964671a
0e342768416822451524974117254469
$1091221200a
0e940624217856561557816327384675
s1836677006a
0e481036490867661113260034900752
s1885207154a
0e509367213418206700842008763514
s532378020a
0e220463095855511507588041205815
$878926199a
0e545993274517709034328855841020
$1091221200a
0e940624217856561557816327384675
$214587387a
0e848240448830537924465865611904
$1502113478a
0e861580163291561247404381396064
$1091221200a
0e940624217856561557816327384675
s1665632922a
0e731198061491163073197128363787
s1885207154a
0e509367213418206700842008763514
s1836677006a
0e481036490867661113260034900752
s1665632922a
0e731198061491163073197128363787
s878926199a
0e545993274517709034328855841020
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flag{md5_collision_is_easy}

A 2% bugku(md>5 collision(NUPT_CTF))
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{?php
highlight_file( flag.php };
§_GET[ id'] 1 de
$flag = " flag{xxz
if (i1sset(8_C passwd
print “passwd can not be unams.
else if (shal (3_GET[ uneme’ 1) === shal($_POST[ passwd ])&(5_GET[ id’ I=="margin'})

uname fR{E R Be Apasswd B, EABATRIME A EE 4SS, I HAidEEAmargin, HEX=4N4%4, #iREflag, £HEHMA
ReFOest 7. XEEH —ANKAE: A,

var_dump (md5 ([]))
: . var_dump ( md5 ([])===md5([1]))
rnal Libraries -

atches and Consoles

a.php

NULL
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hool (true)

s finished with exit 0 it log.csdn.net/bmth6

SENBEARREINULL, ERANKEERHESER, £

{?php

highlight_file( flag.php');

$ GET['id'] = wurldecode($_GET[ id 1);
$flag = flag{xxxxxxxxxxxxxxxxxx} ;

if (isset($_GET[ uname’]) and isset(§_POST[ passwd ]
if (8 GET[ uname’] == § POST[ passwd ])

H

print 'passwd can not be uname.
else if (shal($_GET[ uname’]) === schal($_POST[ passwd 1)&(8_GET[ id ]== margin’))
die(’ Flag: ’.$flag);

else

O OD=== Dads DEEE NEE (JeesE OQue OnaF B e 1 TEERE @ HackBar  fy Max HacKBar
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¥ Post Data Ml Referrer Reverse 4 <4 Basesd i @ Url & | MD5 & SHA1 & SHA256 & ROTIS o

Post data hasswdN=7
passwd[]=2 sdn.net/omtl

8% Flag: flag{HACK_45hhs_213sDD}

if((string)$_POST|[ 'paraml']!==(string)$_POST[ 'param2’
&& md5($_POST[ 'paraml'])===md5($_POST[ 'param2’

die("success!"
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<?php
function readmyfile($path){
$fh = fopen($path, "rb");
$data = fread($fh, filesize($path));
fclose($fh);
return $data;
}
echo '“#fflhash '. md5( (readmyfile("2.txt")));
echo "<br><br>\r\n";
echo 'URLENCODE '. urlencode(readmyfile("2.txt"));
echo "<br><br>\r\n";
echo 'URLENCODE hash '.md5(urlencode (readmyfile("2.txt")));
echo "<br><br>\r\n";

echo '“#fflhash '.md5( (readmyfile("3.txt")));
echo "<br><br>\r\n";
echo 'URLENCODE '. urlencode(readmyfile("3.txt"));

echo "<br><br>\r\n";
echo 'URLENCODE hash '.md5( urlencode(readmyfile("3.txt")));
echo "<br><br>\r\n";

RIS E: WA AARRBER R —FRIMDS - 55 — JE M MD5REHRE writeup
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json_decode — Xt JSON #% R i) 7 F 5 #E4T iR 55
ARASHNTF :

<?php

highlight_file(__ FILE_ );

if (isset($_GET['message'])) {
$message = json_decode($_GET[ 'message']);
$key =“admin********“;

if ($message->key == $key) {

echo "flag";
}
else {
echo "fail";
}
}
else{
echo "~mmn';
}
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&« & @ © & 192.168.153.133/rlx/json.php?message={"key":0}
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<{?php
highlight_file(_FILE_);
if (isset($ GET[ message ])) |

$messagze = json_decode($_GET[ messaze’ 1);
Skey =" admintcke” -
if (Smessage—>key == Skey) |
echo “flag”;
}
else {
echo “fail”;
!
}
elsel
echo * "
}
s
flag
switchZg it

I Hswitch2 $r 72K A i case I KW, switch& K HiF IS HE o Nintk A, 7T LA B B8 Aflag

<?php
highlight file(_ FILE_):
$i ="3name”;

switch (8i) {

case 0:
case 1:
case 2:
echo “this is two”;
break;
case 3:
echo “flag”;
break;
}
i
flag
strcmp%é it

stremp — il R & FRF R LR
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highlight file(__ FILE_
= "URkkkokokokokkkkkkkk!
if(isset 'password'’
if (strcmp 'password’ == 0
echo "Right!!!login success"
exit
else

echo "Wrong password.."

BfF strcmp($_GET[ 'password'], $password) == @ 3L, AT A FniEpasswordfIfE, HEEMstremp AF, KIL:

php = echo strcmp('aaaa’',[]);

PHP Warning: strcmp() expects parameter 2 to be string, array given in php shel
1 code on line 1

php = echo var_dump(strcmp('aaaa',[])):

PHP Warning: strcmp() expects parameter 2 to be string, array given in php shel

1 code on line 1

NULL

php = var_dump(®==NULL);
bool{true)

php > [l

N R EANULL, T @==NULL KIME X NE, RO,

« G © £ 192.168.153.133/rlx/strcmp.php?password[]=1
Byamersits BsERLE @ FFtls (P FIEsSriss.. (&) -=ERE=.. & =%E
<?php
highlight_file(_ FILE_);
Spassword = kbbb
if(isset(§_GET[ password 1)) {
if (stremp($_GET[ password ], Spassword) == 0)
echo “Right!!!login success”;
exit();
lelse {

1 .i\’-l-- o
echo Wrong password.. ;

2
Right!!login success



in_array

(PHP 4, PHP 5, PHP 7)
in_array — REHEDESFEEEME

15488

in_array ( mixed $needle , array $haystack [, bool $strict = FALSE ] ) : bool

JGEIE, E/GE (haystack) Fi#EET (needle) , WIFRESHIGE strict NIEATERILHE,

240

needle

HFHERE,

Note:
INE needle 2F/E, MHERERSF/INSEY,

haystack
(SRCEeN

strict
INRE=124 strict AYE TRUE I in_array() REHALIEE needle FIZEEIEEH haystack FARYIE
.

IREIE

INEEE| needle NIRE TRUE, FNIEE FALSE,

BT AR DL == SRAWTE, BT DR [E R {E 3 N true

<?php

highlight file( FILE_):
$array=[0,1,2,73 1;
var_dump(in_array( abc’, $array)) ;
var_dump(in_array( lbc’, $array)) ;
var dump(in_array(3, Sarray)) ;

s

bool(true) bool(true) bool(true)

HE— 'abc' N0, FE A '1bc' N1, BE=1A3
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array_search —ZE A 8 RG @ ME, R 5Ih R Bl & A4 BL I 6 4
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<?php
highlight file(_ FILE_):
if (!is_array(§_GET[ test’ 1)) {exit() ;]
Stest=%5_GET[ test’ ]:
for($i=0;$i<count (S$test) ;§i++) {
if($test[$i]=="admin”) {
echo ”error”;
exit();
}
Stest[$i]=intval (Stest[$i]);
}
if(array_search("admin”, $test)===0) {
echo “flag”:
}

else{
echo “false”:

}
T

XAERAB RN RHA, REEEEAPHIRNE——BF, A NEBARESE Tadmin, REWBFMEE, REHLRIntE,
ARG AT B MR IENE Sadminti[F, TR [Flflag
BATEBHME —AMME0, BATLAGE T, EA: array(1) { [0]=> int(@) }

< c @ © & 192.168.153.133/r/array _search.php?test[]=0
Bymsrss BEERLE @ HFtlk (P lesssms. O &K -SREs. © =%
<?php

highlight file(_ FILE_):
if (!is_array(§_GET[ test’ 1)) {exit() ;]
Stest=%5_GET[ test’ ]:
for($i=0;$i<count (S$test) ;§i++) {
if($test[$i]=="admin”) {
echo ”error”;
exit();
}
Stest[$i]=intval (Stest[$i]);
}
var_dump($test);
if(array_search("admin”, $test)===0) {
echo “flag”:
}

else{
echo “false”:

}
i
array(1) { [0]=> int(0) } flag
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