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4.20–4.26
这还只是题目，等我会做了再写！！
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一、bd

维纳攻击，首先从github上面下载攻击脚本：https://github.com/pablocelayes/rsa-wiener-attack

然后编写攻击脚本：

https://blog.csdn.net/soohyukk
https://so.csdn.net/so/search/s.do?q=%25E5%25AF%2586%25E7%25A0%2581%25E5%25AD%25A6&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/soohyukk/article/details/116169184


from Crypto.Util.number import *
import ContinuedFractions, Arithmetic, RSAvulnerableKeyGenerator

def hack_RSA(e,n):
    '''
    Finds d knowing (e,n)
    applying the Wiener continued fraction attack
    '''
    frac = ContinuedFractions.rational_to_contfrac(e, n)
    convergents = ContinuedFractions.convergents_from_contfrac(frac)
    
    for (k,d) in convergents:
        
        #check if d is actually the key
        if k!=0 and (e*d-1)%k == 0:
            phi = (e*d-1)//k
            s = n - phi + 1
            # check if the equation x^2 - s*x + n = 0
            # has integer roots
            discr = s*s - 4*n
            if(discr>=0):
                t = Arithmetic.is_perfect_square(discr)
                if t!=-1 and (s+t)%2==0:
                    print("Hacked!")
                    return d

if __name__ == "__main__":
    c = 37625098109081701774571613785279343908814425141123915351527903477451570893536663171806089364574293449414
5616304853122470616861913666694043891423479725650205708771759920980337594033184437057918669393630619665382107586
11679849037990315161035649389943256526167843576617469134413191950908582922902210791377220066
    e = 46867417013414476511855705167486515292101865210840925173161828985833867821644239088991107524584028941183
2167351159863137199664586088816898023771816331113899208138143509643154204222570502875178512131094658234447678958
17372377616723406116946259672358254060231210263961445286931270444042869857616609048537240249
    N = 86966590627372918010571457840724456774194080910694231109811773050866217415975647358784246153710824794652
8403063894287299237714313406993463546467083965642039572703938821050427149200600554015417947484372427071861929415
46185666953574082803056612193004258064074902605834799171191314001030749992715155125694272289
    d = hack_RSA(e, N)
    m = pow(c, d, N)
    flag = long_to_bytes(m).decode()
    print(flag)

运行后获得答案：
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