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"n" FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE
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0x02 sha1(str)

shal('aarozZmok")
shal('aaK1STfY")
shal('aa08zKZF")

shal('aa30FF9m")
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if(@md5($_GET['a']) == @md5($_GET['b']))
{

echo "yes";
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ereg ("Ja-zA-Z0-9]+$", $_GET['password']) === FALSE
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<?php
print_r(@$_GET);

foreach ($_GET AS $key => $value)

{
print $key."\n";
}
?>
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<?php
$auth = '9';
// ZEWHUEFESauthZEE
print_r($_GET);
echo "</br>";
extract($_GET);
if($auth == 1){
echo "private!";
} else{

echo "public!";

?>
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<?php
$a="hi';
foreach($_GET as $key => $value) {
echo $key."</br>".$value;
$$key = $value;
}
print "</br>".$%a;

?>
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6.strcmp
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<?php
$password=$_GET[ 'password’];
if (strcmp('xd',$password)) {
echo 'NO!';
} else{

echo 'YES!';

?>

i http://127.0.0.1:8080/test.php?password[]=
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<?php

echo is_numeric(233333); # 1
echo is_numeric('233333'); # 1

echo is_numeric(®x233333); # 1

echo is_numeric('0x233333'); # 1
echo is_numeric('233333abc'); # ©

?>

8.preg_match
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<?php

$ip = 'asd 1.1.1.1 abcd'; // ATAGEE

if(!preg_match("/(\d+)\.(\d+)\.(\d+)\.(\d+)/",$ip)) {
die('error');

} else {

echo('key...");

?>

9.parse_str

5 parse_str() XK R IEHE mb_parse_str(), parse_str B FZFHMBITREANEE, WESHstrR2URLIEL#
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<?php
$var="init"';
print $var."</br>";
parse_str($_SERVER[ 'QUERY_STRING']);
echo $_SERVER[ 'QUERY_STRING']."</br>";
print $var;

?>
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<?php

echo @ == 'a' ;// a HBHANHFRN 0 BEAER

// ox FFhewYRk163EH]54975581388)163kH#IN Oxccccccccc

VU waviid RCE: 5 O 225 7S] Cilapid il £

'@xccccccccc' == '54975581388' ;

/] TREESHTHEE & BRI T, MRTRERAT 2R

1=="1';
1=="01";

10 == 'lel’;
'100' == 'le2' ;

/] FNHERIBCE R NER S, BB R R

'OxABCdef' == "' OxABCdef"';

echo '0010e2' == 'le3’';

// @e JFRESWAUBHT, XRET 0*¥10"xxx=0

// mE md5 BUL ee FFk, TEMELEIIRR, W LARXMITES

'0e509367213418206700842008763514"' == '0e481036490867661113260034900752" ;

'0e481036490867661113260034900752"' == '0" ;

var_dump(md5( '240610708"') == md5( 'QNKCDZ0"'));
var_dump(md5( 'aabg7XSs') == md5('aabC9RgS"));
var_dump(shal('aaroZmOk') == shal('aakK1STfY'));
var_dump(shal('aa08zKZF') == shal('aa30FF9m'));

?>

11.unset
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<?php
$_CONFIG[ 'extraSecure'] = true;
foreach(array('_GET',' _POST') as $method) {
foreach($$method as $key=>$value) {
// $key == _CONFIG
// $$key == $_CONFIG
/] EARBE $_CONFIG ZHEHH

unset($skey);

}

if ($_CONFIG['extraSecure'] == false) {

echo 'flag {****}';

?>

12.intval()

int¥ string:

$var = 5;

FHRA: $item = (string)$var;

FHR2: $item = strval($var);

string®int: intval()&%%.

var_dump(intval(‘'2)) //2
var_dump(intval(‘3abcd')) //3
var_dump(intval(‘abcd')) //0
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if($req[ 'number']!=strval(intval($req[ 'number']))){

$info = "number must be equal to it's integer!! ";

8 24 $req[‘number’]=0%00E] 7] it

13.switch()
W R switch 2 ¥ 72K 8 (i case M I WTET, switch& ¥ H KIS EE T NINERE, KR L Fintval®$. T

<?php
$i ="abc";
switch (i) {
case O:
case 1:
case 2:
echo "i is less than 3 but not negative";
break;
case 3:
echo "iis 3"
}
?7>
14.in_array()
$array=[0,1,2,'37;
var_dump(in_array(‘abc', $array)); //true

var_dump(in_array('1bc', $array)); //true

FE T phpil Ay Zint i 77 S A string, 802 457 55 il 7
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<?php

class test

{
public $username = '';
public $password = '';
public $file = '';

public function out(){

echo "username: ".$this->username."<br>"."password: ".$this->password ;
}
public function __toString() {

return file_get_contents($this->file);

}

$a = new test();
$a->file = 'C:\Users\YZ\Desktop\plan.txt"';
echo serialize($a);

?>
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echo unserializefii z 7 __ tostringe& %, T H#E AT LLEEL T C:\Users\YZ\Desktop\plan.txt3Z 4 T



<?php

class test

{
public $username = '';
public $password = '';
public $file = '';

public function out(){

non

echo "username: ".$this->username."<br>"."password: ".$this->password ;

public function __toString() {

return file_get_contents($this->file);

$a = '0:4:"test":3:{s:8:"username";s:0:"";s:8:"password";s:0:"";s:4:"file";s:28:"C:\Users\YZ\Desktop\plan.t

echo unserialize($a);

>
16.session [ & 54L& 7
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ini_set(‘session.serialize_handler’, ‘php_serialize’);

ini_set(‘session.serialize_handler’, ‘php’);
Wi kb B sessionf) 5 A

[%] &*%nhttps://www.cnblogs.convningskyer/articles/9328337.html



https://www.cnblogs.com/ningskyer/articles/9328337.html

	CTF中常见的PHP函数漏洞
	1.弱类型比较
	2.MD5 compare漏洞
	3.ereg函数漏洞：00截断
	4.$key是什么？
	5.变量覆盖
	6.strcmp
	7.is_numeric
	8.preg_match
	9.parse_str
	10.字符串比较
	11.unset
	12.intval()
	13.switch()
	14.in_array()
	15.serialize 和 unserialize漏洞


