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#!/usr/bin/python3
# -*- coding: utf-8 -*-
# --author: valecalida--

# RREENAFHFZZENER, TRFEMRRL REZHE

from base64 import b64decode as b64d
message = input("EFRANEREERITRIENZRFE >>>")
if message[0:2] == "b\'":
message = message[2:-1]
#print(message)
flags = input("FRABREEKFEN(H: flag. ctfhub) >>>")

def b64_detect(msg):
try:
cipher_text = be4d(msg)
except BaseException as e:
print ("EHEANRETFBRAGEAEFBase6aff® , & B MM L")
else:
res = []
for i in range(len(flags)):
res.append(cipher_text[i] ” ord(flags[i]))
finally:
return res, cipher_text

def decode_xor():
result = "'
res, cipher_text =b64_detect(message)
if res[0@] - res[1] == 0O:
print("X2—MENZEKIXorizH")
for i in range(len(cipher_text)):
result += chr(res[@] ~ cipher_text[i])
return result
elif res[@] - res[1] == 1:
print ("X —AMEBBMXorZH")
for i in range(len(cipher_text)):
result += chr((res[@] - i) ~ cipher_text[i])
return result
elif res[@] - res[1] == -1:
print ("X —AMEEHEKXorZH")
for i in range(len(cipher_text)):
result += chr((res[@] + i) ~ cipher_text[i])
return result
else:
print ("XIFEAEXorBE, EiRKIKE")

return result

print("\tFEFREIMNLERRZ >>", decode_xor())
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24161a1 0f1818001e06120c03170e

380e045> 040154121a0e120100071c

2511531 20916030a000302581¢c1d15
3c0818 0c1c¢1a011b01460c07175d

241610 1f1818001e06120c03170e

380e045 40154121a0e120100071c¢

2709161 10091d0b151¢131606011a
2709161 91a1a0201070f160a0108
240916" 60a1b1000030f0c1b1e18
24161a1 18180013030a0c071713

2409161 "161809171d0f161b1a18
2409121 010d0a071d1211010b0e
330e061 - 654121a060510181304
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#!/usr/bin/python2
# -*- coding: utf-8 -*-
import binascii

cl = '24161a1d1************************20C0317ee'
c2 = 'Bgee****************************120100071C'
c3 = '2511************************868302581C1d15'
c4 = '1************************1a**bel460ce7175d'
c5 = '24161a1***********************e6120ce3170e'
c6 = '3gee**************************ee12010807lc'
c7 = '27@********************************606011a'
c8 = '27@91*****************************f6ea0108'

CO = '24Q9@* k¥ FrkrkktkAkakrkKAKAKX4Q030FOCIDICIS" # XRHKD

C1O = '241ETH*H*kkkkbkonkrtrtinkrt*]3030a0c071713"

C11 = '24Q9%¥¥¥kkkkkkkkkkkkkkkkkkkkk%%x%x%161b1318"

C12 = '24Q91****kkkkkkkkkkkk*k%%x%x%%%1d1211010b0e"

C13 = '33Qe@E*¥*kkkkkkkkkkkkkkkk*k***x%x%50519181304 "

ciphers = [c1, c2, c3, c4, c5, c¢6, c7, c8, c9, clo, cll,cl12,c13]
cipher_text = "Rk Rk okokokosk sk ok ok sk sk sk sk ok ok ok okokok ok k ok ok !

def sxor(sl,s2):
return ''.join(chr(ord(a) ~ ord(b)) for a,b in zip(sl, s2))

for cipher in ciphers:
k = sxor(cipher.decode('hex"'),cipher_text)
print(binascii.a2b_hex(k.encode('hex"')))
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