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RED:  Ifuj

I EER—MRES T EE

AENWRNENTT, FLEEE M EIE SRS 2R,

M tmpshell.pcapng — - x
SCHHE) S WEQN) BEEG) BERQ) HTA) St @iy W) TEO FEH)
AmZ@ RE Q &= = Qe |
(NEZAETTESE ~ Cul-/> B3+
Ko. Tine Destination Protoco Length Infe L~
©.000000000 VMware_ce:00:08 ARP 42 who has 192.168.181.17 Tell 192.168.181.128
: ©.000445585 VMware_97:3f:ce  ARP 60 192.168.181.1 is at ©0:50:56:C0:00:08

3192.168.181.1 ©.989530829 192.168.181.128 TCP 60 1775 > 80 [FIN, ACK] Seq=1 Ack=1 Win=513 Len=e ﬂ

4192.168.181.128 ©.989557715 192.168.181.1 TCP 54 80 » 1775 [ACK] Seq=1 Ack=2 Win=502 Len=e

5192.168.181.1 9.990398289 192.168.181.128 TCP 60 1748 > 80 [FIN, ACK] Se Ack=1 Win=513 Len=0

©.990417
7192.168.181.1 ©.990448394 192.168.181.128 TCP 66 1873 > 8@ [SYN] Seq=0 Win=64240 Len=0 MSS=146@ WS=256 SACK_PERM=1
8192.168.181.128 ©.9909459772 192.168.181.1 TCP 66 80 > 1873 [SYN, ACK] Seq Ack=1 Win=6424@ Len=@ MSS=146@ SACK_PERM=1 WS=128
9192.168.181.1 ©.990493400 192.168.181.128 Tcp 66 1874 > 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM=1
10 192.168.181.128 ©.990498194 192.168.181.1 Tcp 66 80 > 1874 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=146@ SACK_PERM=1 WS=128
11 192.168.181.1 ©.991535971 192.168.181.128 Tcp 60 1873 > 80 [ACK] Seq=1 Ack=1 Win=131328 Len=0
12 192.168.181.1 ©.991557541 192.168.181.128 Tcp 60 1874 > 80 [ACK] Seq=1 Ack=1 Win=131328 Len=e0
13 192.168.181.1 0.991564089 192.168.181.128  HTTP 506 GET /ginkgo/tmpshell.php HTTP/1.1
14 192.168.181.128 ©.991921319 192.168.181.1 Tcp 54 80 > 1873 [ACK] Seq=1 Ack=453 Win=64128 Len=@
15192.168.181.128 1.014228028 192.168.181.1 HTTP 257 HTTP/1.1 200 OK
16 192.168.181.1 1.084012787 192.168.181.128 Tcp 60 1873 > 80 [ACK] Seq=453 Ack=204 Win=131072 Len=0
17 192.168.181.128 6.020924251 192.168.181.1 Tcp 54 80 » 1873 [FIN, ACK] Seq=204 Ack=453 Win=64128 Len=0
18 192.168.181.1 6.021315294 192.168.181.128 Tcp 60 1873 > 80 [ACK] Seq=453 Ack=205 Win=131072 Len=0
19 192.168.181.1 6.330311018 192.168.181.128 Tcp 60 1873 > 80 [FIN, ACK] Seq=453 Ack=205 Win=131072 Len=0
20 192.168.181.128 6.330332252 192.168.181.1 Tcp 54 80 > 1873 [ACK] Seq=205 Ack=454 Win=64128 Len=0
21192.168.181.1 6.330416997 192.168.181.128 Tcp 66 1879 > 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM=1
22192.168.181.128 6.330431588 192.168.181.1 Tcp 66 80 > 1879 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=146@ SACK_PERM=1 WS=128
23192.168.181.1 6.330764069 192.168.181.128 Tcp 60 1879 > 80 [ACK] Seq=1 Ack=1 Win=1051136 Len=@
24192.168.181.1 6.337270524 192.168.181.128  HTTP 693 POST /ginkgo/tmpshell.php HTTP/1.1 (application/x-www-form-urlencoded)
25102 162 121 12 a 12200 102 162 121 1 T 4 20 . 1274 [ack] San—1 Acl Win-£4122 Lan-a v

> Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ethe, id @
> Ethernet II, Src: VMware 97:3f:c® (©8:0c:29:97:3f:c8), Dst: VMware c0:00:88 (@0:50:56:C0:00:08)
> Address Resolution Protocol (request)

00 50 56 cO 00 08 00 Oc 29 97 3 O 08 06 00 01 “PV-
08 00 06 04 00 01 00 oc 29 97 3f co co a8 b5 80

0020 [LNCLRCIICEREERE: co a8 bs o1
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M Wireshark - 18 TCP i (tcp.stream eq 3) - tmpshell.pcapng - O X

POST /gilnkgo/tmpshell.php HTTP/1.1

Host: 192.168.181.128

Connection: keep-alive

Content-Length: 7

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.181.128

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 18.8; Wined; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/89.0.4389.9@ Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Referer: http://192.168.181.128/glnkgo/tmpshell.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=08.9

QER1=1sHTTP/1.1 200 OK

ate: Tue, 30 Mar 20821 28:26:13 GMT
Server: Apache/2.4.46 (Debian)
Content-Length: 4@

Keep-Alive: timeout=5, max=10@
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

634768774c6d78735a57687a6347313043673d3dPOST /glnkgo/tmpshell.php HTTP/1.1
Host: 192,168.181.128

Connection: keep-alive

Content-Length: 11

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.181.128 v

4 EF:W ﬁﬁ‘ g BEE AL, 1F.rurnl(s.). ' ’ ’ o

B33 (3733 bytes? = Show data as ASCII w i e |
=Hi: | rf;;[iﬂiﬁfgm%’]\-@l

TEIX B 4T T cat /etc/passwd 4, TEIXE, +RERMEEH, %2MREHIZ/

M Wireshark - 8% TCP ¥ (tcp.stream eq 4) - tmpshell.pcapng - | X

POST /glnkgo/tmpshell.php HTTP/1.1

Host: 192.168.181.128

Connection: keep-alive

Content-Length: 24

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.181.128

Content-Type: application/x-www-form-urlencoded

User-aAgent: Mozilla/5.0 (Windows NT 1@.0; Wine4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/89.0.4389.90 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Referer: http://192.168.181.128/glnkgo/tmpshell.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;qg=0.9

ArNA _ At i WVarad~¥armaec e _.A]|TTn fa a4 ann ~as
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Date: Tue, 30 Mar 2021 20:26:29 GMT
Server: Apache/2.4.46 (Debian)

vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 2877

Keep-Alive: timeout=5, max=1ee
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

........... 7 I 4
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A 45, 2 EOW AHE, ¢ FEE HE, 3 runis) ST

B 319E (5972 bytes ) ™ Show data as ASCII v FlE =
B | [T

SRR fTED ATFH- A ] clé&ssDl @T Baipdal

FEIX B\ fir % cat /f14g
M Wireshark - i8& TCP 7 (tcp.stream eq 5) - tmpshell.pcapng - O X
POST /ginkgo/tmpshell.php HTTP/1.1 ~

Host: 192.168.181.128

Connection: keep-alive

Content-Length: 16

Cache-Control: max-age=@

Upgrade-Insecure-Requests: 1

Origin: http://192.168.181.128

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x64) AppleWebkKit/537.36 (KHTML, like
Gecko) Chrome/89.0.4389.9@ Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Referer: http://192.168.181.128/glnkgo/tmpshell.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

QER1=cat+#2FT14gHTTP/1.1 288 OK

Date: Tue, 3@ Mar 2021 20:26:38 GMT
Server: Apache/2.4.46 (Debian)

Vary: Accept-Encoding
Content-Encoding: gzip

Content-Length: 1@7

Keep-Alive: timeout=5, max=1080
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

.............

N 3R .K.7..W...B&...... f
m"..o..UY.@.."gh..K.IPN..<e ..3Kf>...}.0.J..

Kewe «23..[+...POST /ginkgo/tmpshell.php HTTP/1.1
Host: 192.168.181.128

HE i 5 EBOW ANE, 5 GEE AL 8 rurn (=) AFEHE.
| B A& (5910 bytes) v] Show data as ASCII - (e
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M Wireshark - {88 TCP i (tcp.stream eq 5) - tmpshell.pcapng

Btn -

-

=) ClodgS D) @ e

FEy
Fed,
ThA

Content-Length: 25

Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

Origin: http://192.168.181.128

Content-Type: application/x-www-form-urlencoded

Gecko) Chrome/89.08.4389.90 Safari/537.36
Referer: http://192.168.181.128/glnkgo/tmpshell.php

Accept-Encoding: gzip, deflate
Accept-Language: zh-CM,zh;qg=0.9

QER1=cat+%2Ff14g%7Cbase6aHTTP/1.1 200 OK
Date: Tue, 3@ Mar 2021 20:26:46 GMT
Server: Apache/2.4.46 (Debian)

vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 535

Keep-Alive: timeout=5, max=96
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

tieieaieaae....0.D.d[?.81"...
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User-Agent: Mozilla/5.0 (Windows NT 1@.@; Win64; x64) AppleWebkit/537.36 (KHTML, like

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
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F-A1E (5910 bytes ) b Show data as |45CII N 5|5
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fEtcp.stream eq 5k Flcat flagtiRE R, REEFESHFETR
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M tmpshell.pcapng — X
XHE SED HEN BHG RO SR SiHS BEY BEW) TROD  EEH)

Am 3@ R Qes=FeEEHaaatn

[A]tep. strean eq 5 B -+

(application/x-www-form-urlencoded)
(application/x-www-form-urlencoded)
(application/x-www-form-urlencoded)
(application/x-www-form-urlencoded)

(application/x-www-form-urlencoded)

840 HTTP/1.1 200 OK (text/hkml)
TG 1806 > SG=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM=1

ACK] Seq=0 Ack=1 Win=64240 Len=e MSS=146@ SACK_PERM=1 WS=128

Seq=650 Ack=360 Win=130816 Len=0
Seq=360 Ack=1299 Win=64128 Len=0
Seq=1299 Ack=718 Win=120560 Len=e
Seq=718 Ack=1948 Win=64128 Len=0
5eq=1948 Ack=1076 Win=130304 Len=g

Ho. Source Time Destination Protoco Length Info
70192.168.181.1 31.504935142 192.168.181.128  HTTP 703 POST /ginkgo/tmpshell.php HTTP/1.1
73192.168.181.128 31.616231235 192.168.181.1 HTTP 413 HTTP/1.1 200 OK (text/html)
77 192.168.181.1 32.706956922 192.168.181.128  HTTP 703 POST /ginkgo/tmpshell.php HTTP/1.1
79192.168.181.128 32.743379959 192.168.181.1 HTTP 412 HTTP/1.1 200 OK (text/html)
82192.168.181.1 33.883447638 192.168.181.128  HTTP 703 POST /ginkgo/tmpshell.php HTTP/1.1
84192.168.181.128 33.890260930 192.168.181.1 HTTP 412 HTTP/1.1 200 OK (text/html)
90 192.168.181.1 38.256180423 192.168.181.128  HTTP 712 POST /ginkgo/tmpshell.php HTTP/1.1
92 192.168.181.128 38.260950231 192.168.181.1 HTTP 840 HTTP/1.1 200 OK (text/html)
94 192,168.181.1 39.003420983 192.168.181.128  HTTP 712 POST /ginkgo/tmpshell.php HTTP/1.1
95 192,168.181.128 39.008411538 192.168.181.1 HTTP

= AT 102.168.181.1 21.887037050 T07.168.181.128  1CP
45192.168.181.128 21.887362886 192.168.181.1 TcP 66 80 > 1896 [SYN,
48 192.,168.181.1 21.888762197 192.168.181.128 TCP 60 1896 > 80 [ACK] Seq=1 Ack=1 Win=131328 Len=0
71192.168.181.128 31.504979310 192.168.181.1 TcP 54 80 > 1896 [ACK] Seq=1 Ack=65@ Win=64128 Len=e
75192.168.181.1 31.670288778 192.168.181.128 TCP 60 1896 > 80 [ACK]
78 192.168.181.128 32.707002963 192.168.181.1 TcP 54 80 > 1896 [ACK]
80 192.168.181.1 32.785846289 192.168.181.128 TCP 60 1896 > 80 [ACK]
83 192.168.181.128 33.883469529 192.168.181.1 TcP 54 80 > 1896 [ACK]
85192.168.181.1 33.936577043 192.168.181.128  TCP 66 1896 » 8@ [ACK]
91 192.168.181.128 38.256204700 192.168.181.1 Tcp 54 80 + 1896 [ACK]

5eq=1076 Ack=2606 Win=64128 Len=@




93 192.168.181.1 38.318887486 192.168.181.128 TCP 60 1896 + 80 [ACK] Seq=2606 Ack=1862 Win=131328 Len=0
96 192.168.181.1 39.055813924 192.168.181.128 TCP 60 1896 + 80 [ACK] Seq=3264 Ack=2648 Win=130560 Len=0
100 192.168.181.128 44.014110426 192.168.181.1 TCP 54 80 » 1896 [FIN, ACK] Seq=2648 Ack=3264 Win=64128 Len=0
101 192.168.181.1 44.014504718 192.168.181.128 TCP 60 1896 » 80 [ACK] Seq=3264 Ack=2649 Win=138568 Len=0

104 102 162 191 1 A5 200200255 102 1692 1921 129  TrD AR 1906 - 90 [ETM ArK1 Gan—27A4 Arlk-2640 LEn—120560 Lan-0

Frame 95: 840 bytes on wire (6720 bits), 84e bytes captured (6720 bits) on interface ethe, id e
Ethernet II, Src: VMware_97:3f:co (00:0c:29:97:3f:c@), Dst: VMware_c0:00:08 (00:50:56:c0:00:08)
Internet Protocol version 4, Src: 192.168.181.128, Dst: 192.168,181.1

Transmission Control Protocel, Src Port: 8@, Dst Port: 1896, Seq: 1862, Ack: 3264, Len: 786
Hypertext Transfer Protocol

v Line-based text data: text/html (1 lines) )|

<

T+rinca tad 1AA20R G557 RAAI5T AARCAOETREADAARA M AAEEIRETLTTRAIORCTTSARRACN2A1RhI1 IR 2RTTON AR SRACT1GASRACA A1 Rh21 AREART TONORRSSAC 71 SARRACA2RTRN21 2R RT TN OARERAF 71 GARRACA AT Ah21285387 Y
>

<236 34 33 3@ 36 63 34 35 35
[CxI-la35 31 33 30 36 63 36 65 35

6430645 53576442
51306C6e 51554e4a|

37 36 34 34 32
34 65 34 61

EEREL]
31 35 35

Tome (G40 bartach | oo ned coef e Lo (1600 Loeant

M Wireshark - Line-based text data (data-text-lines) - tmpshell.pcapng

64306c45535764425130606e51554e4a5a3046355355737764386c7154586c4a616b31355357784e65556Cc7154
586C4a616b31355357704e65556C7154586C4a616b31355357704e65556C7154586C4a616b31355357704€6555
6C7154576c44546d39525241707154586c4a616b31355357704e65556C7154586c4a616b31355357704e65556¢C
7154586c4a616b31355357704e65556C7162314645616b46445357644251306C6e51554e4a5a32644554545a46
524530325157704e5a3046365458524e524531305257704e436e5177553073304d464e4d644442545448517755
3078304d464e4d6444425454485177553078304d464e4d6444425454485177553078304d464e4d644442545448
5177553078304d464e4d644442705138354e65556C7154586C4a616b31355357704€65556b4b4ae6b4671545764
42656b313085455524e644556715458644a616b38775a5661324d6d56774e557377643074795556645a64315a48
5a48593152556C3051576c4e4d5546355a4777316255733254545a7162475a7763573579555552304d464e4d64
AAA75A544170304d464e4d6444425454485177553078304d464e4d6444425454485177553078304d464e4d6444
425454485177553078304d464e4d6444425454485177553078304d464e4d537a42425357526159585a764e7a56
7462485a735130354e564530325255524e436e6177655531334d464e4e6555467154545a524e327877596a6473
62584a5252484a7a5131706T516c68614d446Cc745647637751306€355655524a4d315a74596e4676656d395156
7974736357563151303477553078304d464e4d64444254544851775530774b63336858576d786b4d5659354d54
Ae6c4e325179576d684752324a7a576d31615a7a427363446C7064573569567974585a7a427363446C70645735
69567974585a7a427363446C706457356956797458537a423354586876564531336230524e6555464454517645
546a4252524534775555527356324636546C684e65444258596d593562464a48556b52415245347759584a6bad
464a6d41565a6162444658596e644252456C6b556d46746345524c61577832526b6c6b556d46746345524C6157

ff 85, Line—based rest dara (dera—tesr—Jines), I 630 FF.
Beh X v | BiRfs ASCII
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n
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n
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s o 3] gk |1es0 3
|[E#T—rw]| F
$THR £ AtEH - Close ‘Help |
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].oJ.LU’ DoCT LIZ7&Zs LU0 LOLs I
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hex decode->base64 decode->rev
F F cybercheffi 2

Download CyberChef &

Operations Recipe Sl
base From Hex
From Base Delimiter
Auto
From Base32
From Base58 From Base64 /
Alphabet
From Base62 A-Za-20-9+/= -

From Base64
Remove non-alphabet chars
From Base85
Show Base64 offsets Reverse “Emmm———
To Base By
Character
To Base3?2
From Base64 <
To Base58
Alphabet .
To Base62 A-Za-z8-9+/=
To Basebd

Remove non-alphabet chars

To Base85

Last build: 2 years ago

start: 1630

Options & About / Support (@)
end: 1650

length: 1680 = p
Input Lennd 258 e, N + O3 8.
535//04eb555b6C /1623 14b645061604044535/b44 251 30bCbES 1554848583 2044554545a405 2453032515/ /v4e5a30d4b3b
5458524524531305257704e436e5177553078304d464e4d6444425454485177553078304d464e4d6444425454485177
553078304046404d64444254544851775530783040464e4d6444425454485177553078304d46404d6044427051303540
65556C7154586C4a616b31355357704e65556b4bae6ba67154576442656b313054555246445567154586442616b3877
5a566F324d6d567746557377643074795556645a64315a485a48593152556¢ 3051576¢4e4d5546355a47773162557332
54545a7162475a7763573579555552304d464e4d64444254544170304d464e4d6444425450485177553078304d464e4d
6444425454485177553078304d464e4d6444425454485177553078304d464e4d6444425454485177552078304da64ead
537a42425357526159585a764e7a567462485a735130354e564530325255524e436e6§77655531334046404065554671
54545a524e327877596a647362584a5252484a7a5131706f516c68614d446¢745647637751306¢ 355655524a4d315a74
506e4676656d3951567974736357563151303477553078304d464e4d64444254514851775530774b63336858576d786b
4d5659354d544e6C4e3251795760684752324a7a576031615a7a427363446C7064573569567974585a7a427 363446 C70
64573569567974585a7a427363446C 706457 356956797458537a42335458687656453133623052466555464454517045
546a4252524534775555527356324636546C68465444258596d593562464a48556b52415245347759584a6bad464a6d
4F565361624446585960644252456C6b556046746345524C61577832526b6C6b55604674634552461577832566b7477

54544a5a436a303955556C617545442525245347755516T3d v
i
length: 423 I g
Output ngth: - Em] g
Ecccc! 1cc)) [HEE] [AHE:] oemmee  GGKkCCA4FF  mmilssiiccCCCCco 20:01:13 ]
[1E4=] [1=4=] [104-] ffllaagg{{}mweell------—--—
% H:*new 52 - Notepad++

117 :2621-03-301:13

4]

#il1:*new 52 - Notepad++

I17]:2021-03-30 20 #ifik it
******************************************* 21-03-30 20:01:08 #




AES Decrypt STEP (v # 20
= Auto Bake

AFS Encnmt

L HEERLETflag
flag{WelcOme_GkC4F_m1siCCCCCC!}

FRE BEEEI T .

8 https://pan.baidu.com/s/1TmE4T2gyafWTEYTXuKA4A_A?pwd=b1u6

FREG: b1ub
THERERAEXRASNEE A, FHRK, —BEF ZEBHEI (REB8EEAS, MEMEL EAME T

St Fah
B R ki, BEIRE—i a2 fstegsolve T AHEAT — M — i &EE . EEN TR, HXANTEITAFF, BrlstFmisk
PIRA HAL T E. apngdis_guiT B, B caHEd =

........ L S et S S— s S apngfram.. apngfram.. apngfram.. apngfram.. apngfram.. apngfram.. apngfram..

.

apngfram.. girlapng apngfram.. apngfram.. apngfram.. apngfram.. apngfram.. apngfram..

.. apngfram... Stegsolvejar apngfram.. apngfram.. apngfram.. apngfram.. apngfram..

* =
rs a

1

‘ﬂ, (o |

apngdis_g.. apngfram.. apngfram.. apngfram..

il

apngfr.

[
.. apngfram.. apngfram.. apngfram.. apngfram.. apngfram.. apngfram.. apngfram..

SunloginCl... DingTalk_v... SunloginCl.. xrkRce.exe apngfram.. apngfram.. apngfram.. apngfram.. apngfram.. apngfram..

X

apngfram...

apngfram...




RIEF R R LR EE KB T

Ton il

o )




R =AERBAITE LS

FE—ANEREAE (-ad20) EFH _AECDLHEEE (-0327-288a235370ea)) , FE=/FEREHIT —EBIEF L., FTHEAEDPs
HEBERXANE=A ZEERIERT .
https://ps.gaoding.com/#/fE£kps T. &



https://ps.gaoding.com/#/

118 Flflag{a3c7ede5

& JF— T flag{a3c7e4e5-ad20-0327-288a235370ea}
EREZlaghI i E—ER AR, NHEESBHNE R, BARKT RA.
FxRk, EXEBT —ANEAF, INMZEENMFAERNRENER

CSDN @TJIA/MEr

iX B Fistegsolve T LT &

R

B R &

13475-9b9d
XEEEHE—TEE, BIHGH
flag{a3c7e4e5-9b9d-ad20-0327-288a235370ea}

=. excel B#/E

A H BRI T
BEHz: https://pan.baidu.com/s/1sW2LokgVMSaowKtYw1LZwA?pwd=dzg1




REG: dzg1
TR R R — AR

E6 - @ fx| 1
B - H ] K L M o - . o

RENfagT, K7
: —
wEFRSH A, BEEA

HTHMVEEFEFREMHAER, RAKLARKEMBZALFRMTREHT1H, BAFEXERFERNRESR
BT ENT, BEfcrieizRe ERA#, Fougk, mTEE

H18 - G fx 1

2 B [ ] E E [ - | 1 K 1 [ X h ] &l
LFERfagT ., RIE? s
: —
4 D‘T
5 B mssst %
B
7 MFE wFx e HE E:E &P @
B
g SEEC): Ga
- | T
11
12 iE HEMfagT, £RIG? ®
13
14 HFE T,
- ::EE | GmEE
17 -~
18 E"E_l Eﬂw
18
L =5t 0.00
= %_ # ##0
23 FFicH # #20.00
:; % _ * #,##0_ i * -#J##O_ i * "-'_ . @_
20 oo _r##H0.00_; *-##H000_; N @ v
27 EEN
28
28 k(D)
30
31
32 LSSt h R, FREE e,
33
34 E_[
s

CSON @TJA MY

633 - G fx 1
A B C D E E G H | ] K L M M [w]
N -
- IENflagT, {RE?
2 1 1 1 1 1 1 1 1 1 1
3 1 1 1 1
| 1 1 1 1 1 1 1
1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1
1 1
o 1 1
1 1 1 1 1
2 1 1 1 1 1 1
1
1 1 1 1 1 1
a 1 1 1 1



18 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
19
20 | 1
21 | 1 1 1 1 1 1
22 1 1 1 1 1
23 1 1 1 1 1 1 1
24 1 1 1 1 1
25 | 1 1 1 1 1 1 1 1
26 | 1 1
27 1 1 1
8 1 1 1 1 1 1 1 1 1 1 1 1 1
] 1 1 1 1
0 1 1 1 1 1 1 1 1 1 1 1

1 1 1

1

Lad
|
-
=
ol
[l el el
D_
=
-
s
'™
'

CSDN @TJAs M

Bl lad L3 LD (L0 L
S0 [ |~ h | | Ee

RITRXEIT, BB
REARELIMMTT IR, REBR YRS — AT — T RIAT
WERU— T EARIEA ARG, Biu, Rk, REERATHAN, FT, AR E

BFRBM |

RIEHE—TTR




F A/ R I A R AR AR T,
BRI DS .
o E IS APP 131 Bl f5flag

U207 2l S @m
<4 App Store
< HIGER
e S smst0:13511100000:flag{9ee0cb62-

f443-4a72-e9a3-43c0b910757¢}

ra HANXIN

FISANIR

XEBEATEYREEFOLMAHEF R, 2BRESE—T
HIE T ERNENB EEZNRTNN 418, BEFNR™
WM. XNFRIBEENE. LS. BT, EEES=
KEFS, 2007FE8H23H, EXRMENEEEZERS
AT GB/T 21049 (XE13) E=xRtnkE, EM 4
3L, NEBREERXFERNFTRR, HEXIFGCB
18030 FMEM 160 A TIXFEEFER, EESERX
FRIABEHILXFERENE; EEFRENUEEED.
SSIAMBGEZEE S, SIEFMEBRA,




CSDIN @TJAZM#

V4. FireFox Forensics

A H BRI T
B hitps://pan.baidu.com/s/1AXDO0kofG7kclb-v7bbHew?pwd=xqf2

R : qu2
BATERTRERARA RN, —DREIEERM, 57—l json3 f

] key4.db
"] logins.json



B AT RE E AR, BEAR X AN json SO MR KPR BE 28 o (R AF I RS, X AMIHERE R E TRBATLL, firepwd TRW DUE#

fREB2lag, THHEENT
https://github.com/Iclevy/firepwd

TATHEREENT
mozilla_db 2022/2/9 8:59 prg lae= 3
P firepwd.py 2021/2/13 0:49 Python File 15 KB
[ ucense 2021/2/13 0:49 it 18 KB
E: mozilla_pbe.pdf 2021/2/13 0:49 Foxit Phantom P... 121 KB
e mozilla_pbe.svg 2021/2/13 0:49 Microsoft Edge ... 184 KB
= readme.md 2021/2/13 0:49 Typora 7 KB
[ requirements.txt 2021/2/13 0:49 AT 1 KB

HiZIBAT A B8 Elflag

5 PBKDF2

1426

2.9 hmacWi

GKCTF{9cf21dda-34be-
4f6c-a629-9c4647981ad7}
XA TR — R g
IIT A CXIA R TR, LB H R, BRIFAXMH, BEHELIATEag

| ttl56apx.default-release - O H—'

i H= =5 ~
v vl P ﬁﬁntdssapx.@q, .
~

T > IEERE > Windows-SSD (C) > FBF [ ] AppData > Roaming > Mozilla > Firefox » Profiles > ttl56apx.default-release »
AN Em EHEH e ENIN

» [] cookies.sqglite 2022/3/4 9:49 SQLUITE 2% 1,536 KB
» [ cookies.sqlite-shm 2022/3/4 8:05 SQLITE-SHM 3744 32 KB


https://github.com/lclevy/firepwd

D cookies.sqlite-wal

S ERTRIE 2022/3/4 8:05 SQLITE-WAL 744 0KB
F2022_official_wp-r D downloads.json 2022/3/4 9:09 JSON 37i% 11 KB
\SEUEEE] enumerate_devices.txt 2021/12/27 17:02 AR 1KB
95 D ExperimentStoreData.json 2021/12/29 9:02 JSON 4% 1KB

D extension-preferences.json 2022/2/8 8:33 JSON 37i% 3 KB

e D extensions.json 2022/3/4 8:23 JSON 4% 82 KB
N D extension-settings.json 2022/3/4 8:05 JSON 37i% 1KB
’ [ favicons.sqlite 2022/3/317:22 SQLITE =244 5,120 KB
D favicons.sglite-shm 2022/3/4 8:05 SQLITE-SHM 3244 32 KB

H O favicons.sqlite-wal 2022/3/4 9:27 SQLITE-WAL 37 1,826 KB
D formhistory.sqlite 2022/3/4 8:50 SQLITE 3244 352 KB

D handlers.json 2022/3/1 10:09 JSON 37i4% 3 KB

] key3.db 2022/3/4 9:49 Data Base File 16 KB

key4.db 2021/8/27 15:22 Data Base File 288 KB

[ logins.json 2022/3/4 8:51 JSON 3Z74% 30 KB

D logins-backup.json 2022/3/4 8:05 JSON 4% 30KB

D notificationstore.json 2021/9/2610:16 JSON 37i% 1KB

ot e [ ] parentlock 2022/3/4 8:05 LOCK 327 0KB
%) [ ] permissions.sqlite 2022/3/4 9:44 SQLITE 3z 160 KB
2 (E) pkes11.txt 2021/6/12 9:43 WARY 1KB
v O places.sqlite 2022/3/4 9:27 SQLITE =244 10,240 KB

£ 1MAE 203KB Hm R BEs=

fi. 0.03

AR H BRI T
¥ https:/fpan.baidu.com/s/1OXIYfErOs_zd_ZXdz48XKg
79 bian

<

CSDN @Tpazlid

BRAMEENMNBREE A 2EREFEAN, TURBERELET —EER, KRXTUET

https://blog.csdn.net/qq_43871179/article/details/118310163

A BEZOFTWER

B I

BE$2: https://pan.baidu.com/s/1cONFRAgjmu2-de67IRthhQ
#H9: 04m0

HAITABE M TRE, REE3IE

> oERE 0 AEE () © RES0FUER o Mt

~

» " BiR ErRE

o .mclc 2022/3/410:05

» ‘minecraft 2022/3/4 10:05
&, EWMITRIE [].DS Store 2021/6/26 1:26
22_official_wp-mr B =smshee 2016/11/14 15:04
poEN
F T RKEMwp/E A 1 BB

1. BREMEFHEIflag (BETD
2. BRIEREHATER OFH)

3. HEMEK. GLRAER, REMETIFEERA
BT RITURE R BT~

https://zhuanlan.zhihu.com/p/386313588

e ERI

ik

itk
DS_STORE 324
RiFEfEF

2 EEHH

7 KB
218 KB
CSDN @TJA/N


https://blog.csdn.net/qq_43871179/article/details/118310163
https://zhuanlan.zhihu.com/p/386313588

	CTF——MISC习题讲解（GKCTF 2021系列）
	CTF——MISC习题讲解（GKCTF 2021系列）

	前言
	一、[GKCTF 2021]签到
	二、你知道apng吗
	三、excel 骚操作
	四、FireFox Forensics
	五、0.03
	六、银杏岛の奇妙冒险


