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R 98 AR E AN
Protocol Direction Host(s) Value LogicalOperations other expression
tcp dst 10.1.1.1 80 and tcp dst 10.2.2.2 3128

Protocol

A RERIME: ether, fddi, ip, arp, rarp, decnet,lat, sca, moprc, mopdl, tcp and udp, ISR BA FEHITE B 24 B
B NIERIAAE F BT A SRR

Direction

A BEHIME: src, dst, src and dst, src or dst, WIEREA KelTa BARIREL B fth, TIBRIAMEA “src or dst” 1E Rk
Fo

Host(s)

AIRERIME: net, port,host, portrange, WIREA FE e LB, WIERIAfE " host” KRB+,

Biltn, "src 10.1.1.1"5"src host 10.1.1.1" .

Logical Operations

A BEMI{E: not, and, or

B(“not BB BREKILESL, B (“or)f5(“and”)BE M KR LR

“not tcp port 3128 and tcp port23”5” (not tcp port 3128) and tcp port23”#H [H

25053 #r -

tcp dst port 3128 //H HITCPi 0 8312813 4.

ip src host 10.1.1.1 /2R ¥EIPHubE910.1.1. 1 4.

host 10.1.2.3 // B BB R IRIPHEHE 5 10.1.2.3/ .,

src portrange 2000-2500

IIRPFERUDPELTCP, 3 Him 05 7E2000% 250078 B W K #
not icmp /B T icmp BASM I BT 36

B S ERIEE

Protocol String1 String2 ComparisonOperator Value Logical Operations other expression
Protocol

A LM K BAL FOSHRELSE2 = 7 2Kl . ZEExpressiondF AILLE R, #lin, IP, TCP, DNS, SSH
String1, String2

AiEFERAEESENEEL, RERXEN+S, REEFHTH

Comparison Oerators

A DM F 7S A s LA

HEE EEE

eq == T
ne I= ANET
gt = XT

It < NTF
_ KT%

ge >= =
A
le <= :.JF:P-T




. = X

and && ZES
or |l ZEK
xor i {;EE

not ! BEE

2640 53 Bt

snmp || dns || icmp /27~ SNMPEDNSELICMP &

ip.addr == 10.1.1.1 //B/~¥EEL B WIPN10.1.1. 1838

ip.src 1= 10.1.2.3 and ip.dst!=10.4.5.6 //E&~¥EAK410.1.2.35 H B 1A N10.4.5.6E &
tcp.port == 25 /[ RIEEL B M TCPG 05 82503 &

tep.dport == 25 // &7~ B M TCPY: 05 A250 8

MRS EER EHR, REXBFOEE, SUALE
=, BERK
R—REMECTH—AEL, BB, KEVEE KRB A, X TR Z KB EAT R

Wireshark3z #F R BUE T httpf&# ( B/ T8 KIXXHRE, HEWTF:
H 3R BUA T httpfs i SCHE R AR
XH->FHR->HTTP

M HTTP.pedpng - [m] x
SHHF) CEBEE) ME(NY) BEHG) MERQ) SIA) ST BEEY) TEW) TR HEEH)
e Ctrl+0 EFsEaqaafE
TRE v o -] ®Est o+
BFFM)... Destination Protocsl Length Info A
M Hex SESAD... 33.1 192.168.233.131 Tcp 66 5397280 [..
=) Curl+W 33.131 192.168.233.1 TCP 66 80553972 [.|
R(S) Ctrl+S 33.1 192.168.233.131 TcP 60 5397280 [.
SEH(A).. Ctrl+Shift+s  233.1 192.168.233.131 HTTP 440 GET /move...
33.131 192.168.233.1 TCP 54 8053972 [..
MRS >
33.131 192.168.233.1 HTTP 265 HTTP/1.1 3.,
StrsEsd. 33.1 192.168.233.131 HTTP 440 GET /this...
SHSERITER * 233,131 192.168.233.1 HTTP 309 HTTP/1.1 2.
SHSEFIR(B)... Ctrl+H 33, 192.168.233.131 TCP 6@ 53972580 [..
S PDU B3z 1 192.168.233.131 HTTP 400 GET /favic..
St SSL AT, M33.131 192.168.233.1 HTTP 447 HTTP/1.1 4.
SHYS C DICCM... %8.233.131 TCP 60 5397280 [..
FIEDP)... Ctrlsp HTTP... 192.168.233.131 HTTP 461 GET /downl. |
SMB... D T i
1B Ctrl+Q TETP
S Frame 1: 66 bytes on wire (Sce—wwwoyy—ww-bytes captured (528 bits) on interface @

> Ethernet II, Src: Vmware_c0:00:08 (00:50:56:c0:00:08), Dst: Vmware_8d:67:e@ (00:0c:29:8d:67:¢
> Internet Protocol Version 4, Src: 192.168.233.1, Dst: 192.168.233.131
>

[:EEMlloo oc 29 8d 67 e@ @0 50 56 O 00 08 08 @0 45 00
kMoo 34 2b el 40 00 40 @6 bb @Oc co a8 e9 01 co ag]
lPI:Mllco 83 d2 d4 @0 50 63 73 4Af 3d 00 00 00 00 80 02
CLECNEO0 00 75 64 ©0 @0 ©2 @4 05 ba el @3 e3 es o1 ol
0040

O 7 Frame (frane), 66 FP | $48: 24 - BEF: 24 (100.0%) - AnhETE: 0:0.0) EEXHE: Default

FEATIFHIX RFNR PR B EME RS, MRS SORE. B BRSE, Afisave#t TR, B
Fsave ALLRIFFHTA N R E NS RBEAT 7347



‘Wireshark - S - HTTP 3&F== I - O X

SE FE REsE itE

6  192.168.233.131 text/html 0 bytes move.php

8 192.168.233.131 text/html 9 bytes this.php

11 192.168.233.131 text/html 564 bytes favicon.ico

14 192.168.233.131 text/html 105 bytes download.html
19 192.168.233.131 image/jpeg 4205 bytes xianyu.jpg

| |
I ‘ Save H Save 411 |!| Cloze= || Halp |

FHRPUE T httpfe i I XH AN B

EHFhttp X R ER, EoHEREPHP)data,Line-based text, JPEG File Interchange
Format, data:text/html/®, BirAHE AT —&F FHSHAFTR.

SRIR: e el

e M

B2 https://jwt1399.top/2019/07/29/ctf-liu-liang-fen-xi-zong-jie/

KX BEZEEPAEE R, EAEAREZREFEALL.

Ml cidac poapng
THF) WE(E) WE(V) BAG) MEC) SETHA) SRHS) MiE() ERw) TRM SEH)
ARG I TRE e+ EFIEERQAQE

(K [tEp s a2 WE - wet
x Tine Source Destinatica Protocal Length Infe
2644.200623  19.211.55.61 152.168.1.145 Tep 66 49368 + 80 [SYN] Seq=0 Win=65535 Lenz0 MSS=1460 WS=256 SACK PERM:=1
2747.206083  10.211.55.61 192.168.1.145 e 6 [1CP Retransmission] 40368 + BE [SYH] Seq-0 Win-65535 Len-8 MSS-1460 WS=256 SACK PERM-1
2848.762795  192.168.1.145 10.211,55.61 Tep 6280 + 49368 [SYN, ACK] Seq-0 AcK=1 Win-32768 Len-0 MSS=1460 WS=2
2048.762873  19.211.55.61 192.168.1.1a5 e 5449368 + 80 [ACK] Seq-1 Ack-1 Win-262144 Len=a
3048.763038  10.211.55.61 192.168.1.145 HTTR 826 POST /3.php WTTP/1.1 (application/x-wws-farm-urlencoded)
3148.763180  192.168.1.145 10.211.55.61 Tce 68 B0 » 49368 [ACK) Seq-1 Ack=773 Win=32768 Len-8
3249117671 192.168.1.145 10.211.55.61 [ 433HTTF/1.1 700 OK (text/html)
3349.117728  [vestm ke naiacn s aer e 5449368 + BB [ACK] Seq=773 Ack=380 Win=261632 Len=g
R Shift-Right
AT ShiftaLef
B2 Cirl+ Right
SRR CtrisLeft
RN Ctrlsshiftel
PR
ST
T
e )
EER
s .
Cirl+ShiftX
Frame 32: 433 bytes jured (3454 bits) on interface o
Ethernet 1, Src: Pe + |, Dst: parallel fa:saisc (00:ic:a2:farsaisc)
Internet Protocol Ve 0.211.55.61
» Transmission control 10368, Seq: 1, Ack: 773, Len: 379
Line-based text date
oven [
eafa
o100
o110
0120
o130 [ v
Al 33 - CEA B G 85 Detault

© 7 Line-based text date (Gata-ent-Lives), 209 bytes

WREZT) T RXMFHRE, TEMERD AT HRITFLMNE RROXQY 7R, B TRIXF=HE. Rish
#Ad -t BRaas T


https://jwt1399.top/2019/07/29/ctf-liu-liang-fen-xi-zong-jie/

Ml +_++poapng
REHA WRE RV KNG MERC) SFA) RS ailrm X TAM s

dm:® REQems=Efi =2 aaal
i — TS mese s
fol Length Enfe

187 GET /flag.rar HTTR/1.1

232HTTP/1.1 260 OK (application/json)

233 HTTP/1.0 260 OK

582 POST /receiver WITP/1.1 (application/x-www-form-urlencoded)

EEEH Shift+Right
e Tal Shift+Left
WELEE Crrl+Right
AR (A) Culsbeft
L Curleshiftal
fERTERLR
BTN ’
T .
ETEREn '
g »
- .
< ERGETH. Ctrl+Shift+0 } >
he,  BEHSETEINE). EERSTNECN | <abled] -

[

Son

De: .

[2 Re #373(208), #274(169)]
v Data

Data: 526172211a8701003392b5¢50a01050600050101808080076 . . .

[Length: 169] v
aace 20 47 4d 54 od Ba Lo
eads 8
B
safe
180 u
Frume (255 bytes)  Reassenbled TOF 3
@ % Data (datal, 16 byres H: a2 - BEF 4 o BB Defalt

R E D PR EFRME RN T R WEITRm3, 4R

M Wireshark - Line-based text data (data-text-lines) - caidao.pcapng = O X
flag/

PO755 ©Be765 0ORV24 CO0VEREREE 12734163560 014133 5

ustar e@zhangjianxiang staff

fooeoe o©oeoee

flag/flag.txt

000644 0©Be765 0024 O0O0GOEREEAS 12734157617 015628 0

ustar eezhangjianxiang staff

fooooe o©eoeoee

key{8769fe393f2bgogg8faballafe2bfcdes5e}

# 32 Line—based rexr dara (data—rerr—iines) 209 FE. SEF 207 FE.
wEh BT [AscIT -l | Fis [z ) &% (206 &
= TEm P W)

i EH Save as~ | | Close || melp |

G midisave asEHlISH.

il L -
1, B H: Cephalopod(E /12H)

B HKE: XCTF 3rd-HITB CTF-2017
i BRRK
B H5E: (Cephalopod.pcapng)



Cephalopod

MEEFRE:
BBR:
Bt
Bi7R:
R E B

cHhoztiz
2,8 H: ¥ %5 1] (icmpthils B )

FEERIE: B-EEILRE RFEME ZERAERTE
M FREEER, cmpihiUE Bk
fH {58 (backdoor++.pcapng)

TRl
200

WEETTIEES, EieH7http/httpsE, ircE, dnsE, icmp
BEE 22 ASEIATTSRNTREE, ENRoH TR
S ARTEE.

iR FLUEREFEMST AR

backdoor.zip

TREER, REFHRS K flag 7R - R T —BESNEHEL EmAAlagy fF &

XHE FHEE WAV BHG RO S5A) (S BmEY) FEW) IREO #EH)

Am i@ RE Q &= = QA QIEFE

(NEZRErTESE ~ <ctrl-/> -] FAT
SEFERE v| [®E ~ OR#HAAS  [2HER v [flae =

No. Time Source Destination Protocol Length Info
250 16:42:25.172678 Vmware_c0:00:08 Broadcd 60 Who ha 92462 8.2? Tell 192.168.238.1 —|
251 16:42:26.172553 Vmware_ce+09708 Broadcast ARP 60 Who has 192.168.238.2? Te. - ]

~ 252 16:42:40.501084 92.168.238.138 123.123.123.123 ICMP 55 Echo (ping) request

id=exoe01, response
253 16:42:4 192.168.238.138 123.123.123.123 cHp 55 Echo (ping) request i response
A7720.501562  192.168.238.138 123.123.123.123 IcHP 55 Echo (ping) request
6:42:40.501671  192.168.238.138 123.123.123.123 cHp 55 Echo (ping) request 0x0001, seq=0/0, ttl=64 (no
756 16:42:40.501810  192.168.238.138 123.123.123.123 cHp 55 Echo (ping) request id=ex0@01, seq=e/e, ttl=64 (no responsd\. —
257 16:42:40.501920  192.168.238.138 123.123.123.123 IcHp 55 Echo (ping) request id-exeee1, seq=0/e, ttl=64 (no response .
258 16:42:40.502108  192.168.238.138 123.123.123.123 cHp 55 Echo (ping) request id=exeeel1, seq=e/e, ttl=64 (no response ..
259 16:42:40.502232  192.168.238.138 123.123.123.123 cHp 55 Echo (ping) request id=ex0eel1, seq=e/e, ttl=64 (no response ..
260 16:42:40.502478  192.168.238.138 123.123.123.123 ICMP 55 Echo (ping) request i seq=0/0, ttl=64 (no response ,
261 16:42:40.502605  192.168.238.138 123.123.123.123 IcHp 55 Echo (ping) request i seq=0/@, ttl-64 (no
262N6:42:40.502722  192.168.238.138 123.123.123.123 cHp 55 Echo (ping) request i seq=0/0, ttl=64
263 16742.40. 192.168.238.138 123.123.123.123 cHp 55 Echo (ping) request i seq=0/0, peSponse
264 16:42:48> 192.168.238.138 123.123.123.123 IcHp 55 Echo (ping) request i seq=0/e, o response
265 16:42:40.50314F .168.238.138 123.123.123.123 cHp 55 Echo (ping) request i (no response ..
Frame 252: 55 bytes on wire (440 MWS) 0000 00 9 %2 08 00 45 60 PV IB);9 E
Ethernet II, Src: Vmware_3b:39:9a (00:0c:29:3b:39:9a), Dst: Vmware T7/IT5T6 g ab 40 00 40 01 6e ff co a8 ee 8a 7b 7b )% {
Internet Protocol Version 4, Src: 192.168.238.138, Dst: 123.123.123.123 7b 7b @8 00 eb ec 00 @1 ©0 00 66 6¢ 61 67 69 73 1

v Internet Control Message Protocol 68 65 72 65 00 00 00

Type: 8 (Echo (ping) request)
Code: @
Checksum: @xebec [correct]
[Checksum Status: Good]
Identifier (BE): 1 (0x0001)
Identifier (LE): 256 (©0x0100)
Sequence number (BE): @ (@x0000)
Sequence number (LE): @ (©x0000)
[No response seen]
v Data (13 bytes)
Data: 666C6167697368657265000000
[Length: 13]

R THE—A BE HE N 74/



0000 00 50 56 7 5 6a LIIIIELIELIECILE 03 00 45 00 -PV- - jHMBIEN E-
)%

0010 @@ 29 25 ac 40 00 40 @1 6e fe c® a8 ee 8a 7b 7b ) IIH

0020 7b 7b 88 @0 91 fe 00 901 00 00 66 00 ©0 00 00 00
0030 00 00 00 00 Q0 00 VO

— MR ER
flag{lcmp_backdoor_can_transfer-some_infomation}
AN A

ICMP (Internet Control Message Protocol) Internetf il SCHri%, ‘&R TCP/IPH L K — AN FHHY,

AFEIPEN., BhRzmAEEHEE. BHESRBMEERNE. ETHIRAEWX. BHRBEITHEMN
HAGHHEE. XLBHEEERAFSERA/EE, RN THARENEGREEEEZNIEN, ICMP
B R—FEEEERENB, ATEAREERGEHNGER. ER-ANEEEENDBINL, BEXTMEZ

ERAREEENE L.

3,8 H . FHLH R (BT 1% fai U i obex B4 2 BN )

BERE: BLERERR
% BT AR5t il obex, B iR X
B H1s B (Blatand_1.pcapng)

FHFER
100

httppan.baidu.coms lewwdVC B—FfEEER 7 imERIF TS,
=, IWEYMAFLA T /R, (RaEREIEE?
HFHER: SH=REANEE

Blatand_1.pcapng

AR BRI TS RE R R AR BT obexhil
ik obex hilt . K FH—ME BE A rar ki

| W |obex
SEHFTR v BE v | O Egxhs FHAR v] [flag

To. Tine Source Destination Protocol Length Info
19389 22:01:19.458895  localhost () remote () OBEX 20 Sent Connect
19393 22:01:19.507565  remote () localhost () OBEX 26 Revd Success

—» 19394 22:01:19.509827  localhost () remote () OBEX 670 Sent Put continue

«— 19401 22:01:21.291789  remote () localhost () OBEX 22 Revd Continue
19402 22:01:21.291884  localhost () remote () OBEX 19 Ssent Put final
19404 22:01:21.344091  remote () localhost () OBEX 25 Revd Success
19421 22:01:28.952909  localhost () remote () OBEX 21 Sent Disconnect
19423 22:01:28.976695 remote () localhost () OBEX 22 Revd Success
38018 22:03:19.284216  localhost () remote () OBEX 20 Sent Connect
38042 22:03:19.340533 remote () localhost () OBEX 26 Revd Success
38046 22:03:19.342124  localhost () remote () OBEX 184 Sent OBEX fragment
38048 22:03:19.342128  localhost () remote () OBEX 184 Sent OBEX fragment
38050 22:03:19.342131  localhost () remote () OBEX 184 Sent OBEX fragment
38054 22:03:19.345055  localhost () remote () OBEX 184 Sent OBEX fragment

EAHBEH XA rar &
FE—: BEEH HIEHk AR5 EH Blwinhexd #1774 rar


https://baike.baidu.com/item/%25E6%258A%25A5%25E6%2596%2587/3164352
https://baike.baidu.com/item/TCP%252FIP%25E5%258D%258F%25E8%25AE%25AE%25E7%25B0%2587
https://baike.baidu.com/item/%25E4%25B8%25BB%25E6%259C%25BA/455151
https://baike.baidu.com/item/%25E8%25B7%25AF%25E7%2594%25B1
https://baike.baidu.com/item/%25E7%25BD%2591%25E7%25BB%259C%25E9%2580%259A
https://baike.baidu.com/item/%25E4%25B8%25BB%25E6%259C%25BA/455151
https://baike.baidu.com/item/%25E8%25B7%25AF%25E7%2594%25B1/363497
https://baike.baidu.com/item/%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8

SHIHIES,R as Hex stream > ZEwinhexd kMG 9 ASCIIHEX > MRRIHEK 28158 > HEERN rar

o1 2 3 4 5 & 7 g 9 10 11 12z 13 14 15 ANST ASCIT
} |00 02 02 00 59 02 95 02 4e 00 €3 EF 20 05 02 02 ™ =« F ci
5 |90 ce 00 0O 00 O1 01 OO 1% 00 73 00 &5 00 &3 00 E s e c
? |72 00 65 00 74 00 2E 00 72 00 61 00 72 DO 00 C3 re t . rar A
3 |00 00 02 &7 48 02 6A 52 61 72 21 1a 07 00 CF S0 gH jRar! I
1 |73 00 00 OD OO OO 0O OO 00 OO 00O 15 RE 74 00 250 s Bt
J |Z2p 00 1F 02 00 OO 1F 02 00 00 02 03 2F 7C &F D4 - /106
5 BO 36 49 14 30 08 00 20 00 00 00 66 6C 61 €7 2E  "6I O flag.
2 67 69 66 00 BO 34 4B 19 47 49 46 38 39 61 B2 00 gif "4K GIFG%a“
3 |3F 00 80 00 00 OO 00 OO FF FF FF 21 FS 04 00 Q20 2 £ Pyl

FEZ . Hformost 78 S BEHREFE R, AdEATEr£rar

OSSR TR T |

gif htm irg png rar audit.txt

53] —ikflag.git:

OY[{ this.is_blugtaoth]

4,78 H . BB SERITEE (LT BR)

R HRE: bugku
BEERE: (wifi.cap)

et b oA e
100

flaghel: flag({FERARIIWIFIEED}

tips: EREATFHS, AT, AE . EEEEmne-tis
PR 1391040 Goodluck!!

{EE@NewBee

wifi EHAINE HE ST WAPH) IIREFEE , s EAPOL thil e,



MHE) REE MEN BEERG) R0 oA &SNS =EEY) TEW) TEO  #EH)

Am:@ RE QesEFI]Eaaal

[W]eapol

Nao. Time Source Destination Protocel Length Infeo
3066 20:22:26.168970  D-LinkIn_9e:de:a3 LiteonTe_68:5f:7c EAPOL 155 Key (Message 1 of 4)
3068 20:22:26.184356 LiteonTe_68:5f:7c D-LinkIn_Y9e:4e:a3 EAPOL 155 Key (Message 2 of 4)
3070 20:22:26.198666  D-LinkIn_9e:de:a3 LiteonTe_68:5f:7c EAPOL 213 Key (Message 3 of 4)
3072 20:22:26.225828 LiteonTe_68:5f:7c D-LinkIn_9e:4e:a3 EAPOL 133 Key (Message 4 of 4)

B BFERE. HERITEE.
Ze A linuxs i crunch 42— AN 8.

:~/S @ /bugku#| crunch 11 11 -t 139104¢ s% => wifipass.txt
Crunch will now ge ate the following amount of data: 120000 bytes

Crunch will now generate the following number of line 10000

5 F aircrack-ng BEAT IR :

MHF) REE) BEV) EE©) (1) FEEA(H)

0 PB

Crunch will now generate the following_ npumhec of 1i 2
root@ubuntu: /home/luchao/Desktop¥ aircrack-ng -w wifipass.txt wifi.cap
Opening wifi.cap

Read 4257 packets.

# Encryption

1 5 A6:20:91: CATR No data - WEP or WPA
A CATR-GUEST None (16.2.28.31)

3 :F6:85:9E: f D-Link_DIR-608A WPA (1 handshake)

Index number of target network 1 3

Opening wifi.cap
Reading packets, please wait...

Ailrcrack-ng 1.2 rc4

[00:00:02] 7704/9999 keys tested (3659.45 k/s)

Time left: ©® seconds

KEY FOUND! [ 13910407686 ]

Master Key : C4 60 FE 8B 14 7D 58 00 91 D7 OA 9C 3C DE 44 69
OB E1 CD 81 07 F8 28 DB EA 76 1E ED 81 A3 FF FD

5] WiFis T
5,2 1 ) # 4514817 CTF
AFRRE, HER FHE lag, RIRE G, FAFKLENIN, RIVE sq EAE M/REN:



25 18:37:59.168156 .8.0. c 56 62980 + 81 [ACK] Seq=1 Ack=1 Win=4@8256 Len=8 TSval=1751608316 TSecr=1751608316

26 10:37:59.168162 .0.0. c 56 [TCP Window Update] 81 + 629808 [ACK] Seq=1 Ack=1 Win=488256 Len=8 TSval=1751608316 TSecr=1751. =—
27 10:37:59.168179 .0.0. . 286 GET_/?id=1"%20and%20ascii(substring((select%20keyid%20fron%26flagk20]init%200,1),1,1) )=32%23 ..

28 18:37:59.168184 .9.0. . 56 81 + 62988 [AC eg=1 RCR=231 Wit Al en=R TSuad=-dP54B08TIE loecr-1/51608316 -

29 18:37:59.171616 .0.@. c 661 HTTP/1.1 288 OK (text/html)

30 10:37:59.171633 .8.0. c 56 62980 + 81 [ACK] Seq=231 Ack=606 Win=48768@ Len=08 TSval=1751608319 TSecr=1751608319

> Frame 27: 286 bytes on wire (2288 bits), 286 bytes captured (2288 bits) on interface €A || @GREE ©2 @0 0@ 0@ 45 0@ 20 00 40 9@ 40 06 Q0 QO
> Null/Loopback o010 7T eo ee @1 7f @0 €0 @1 f6 e4 @0 51 28 34 d3 s5d
> Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.0.0.1 0020 24 @5 e3 b4 80 18 18 eb ff @e 0@ 00 01 @1 @8 @a
» Transmission Control Protocol, Src Port: 6298@, Dst Port: 81, Seq: 1, Ack: 1, Len: 23¢ 0030 68 67 6b fc 68 67 6b fc 47 45 54 20 2f 3f 69 64
v o040 3d 31 27 25 32 30 61 6e 64 25 32 3@ 61 73 63 69
v @@?@ 69 28 73 75 62 73 74 72 69 6e 67 28 28 73 65 6C
> [Expert Info (Chat/Sequence): GET /?id=1'%2@and%20ascii(substring((select%20key! gg;g 215: g; ;g %; gs g(g 22 gi 2? gg gg %g 2% zg gg 23
Request Method: GET 0020 74 25 32 3@ 3@ 2c 31 29 2c 31 2c 31 29 29 3d 33
~ Reguest URI: /?id=1"%2@and%2@ascii(substring((select%28keyid%28from%20flag%2@lin 0090 32 25 32 33 20 48 54 54 58 2 31 2e 31 od 0a 48
Request URI Path: / ooae 6T 73 74 3a 20 6c 6T 63 61 6C 68 6T 73 74 3a 38
~ Request URI Query: id=1"'%2@and%2@ascii(substring((select%2@keyid%20from%2@fL: oobe 31 ed @a 43 6T 6e 6e 65 63 74 69 61 6e 3a 20 6b
Request URI Query Parameter: id=1'%28and%28ascii(substring((select®28keyi ooce 65 65 78 2d 61 6Cc 69 76 65 @d @a 41 63 63 65 7@

Request Version: HTTP/1.1 e oode 74 2d 45 6e 63 6 64 69 6e 67 3a 2@ 67 7a 69 70 t-

g S 0oel  2c 2@ 64 65 66 6C 61 74 65 @d @a 41 63 63 65 70 o

ET sql AR M/REAN KEE: BANFRBBRETEANTR, BATTUE EAIKSNFRF SRR
83 flagT

E: BEEANFHNRE A EWIEE WK FAFRE ERKTR

AR R IE A

?id=1" and ascii(substring((select keyid from flag limit 0,1),1,1))=33 %23

BEE: HBE keyid KE—NER , M ascii 5 33 #ATHE, EM HF1L, FIEFH LK

ROX AP 53] keyid B BT FR7 0 R K] ascii :

102 108 97 103 123 99 50 98 98 102 57 99 101 99 100 97 102 54 53 54 99 102 53 50 52 100 48 49 52 99 53 98 1

R HBEAN FRMATLLT

chars = "102 108 97 103 123 99 50 98 98 102 57 99 101 99 100 97 102 54 53 54 99 102 53 50 52 100 48 49 52 9
char = chars.split(" ")
for c in char :

print(chr(int(c)),end="")

flag{c2bbf9cecdaf656cf524d014c5bfo46c}



27 4.948331 127.0.0.1 127.0.0.1 286
j; 29 4.951768 127.0.0.1 127.0.0.1 HTTP 661
41 4.956180 127.0.0.1 127.0.0.1 HTTP 286
43 4.958768 127.0.0.1 127.0.0.1 HTTP 661
55 4.961691 127.8.0.1 127.0.0.1 HTTP 286
57 4.964047 127.8.0.1 127.0.0.1 HTTP 661
69 4.967058 127.8.0.1 127.0.0.1 HTTP 286
71 4.969352 127.0.0.1 127.0.8.1 HTTP 661
83 4.972099 127.0.0.1 127.0.0.1 HTTP 286
85 4.974284 127.0.0.1 127.0.0.1 HTTP 661
97 4.977027 127.0.0.1 127.0.0.1 HTTP 286
99 4.979159 127.8.0.1 127.0.0.1 HTTP 661
111 4.981969 127.8.0.1 127.0.0.1 HTTP 286
113 4.984883 127.8.0.1 127.0.0.1 HTTP 661
125 4.986912 127.0.0.1 127.0.8.1 HTTP 286
127 4.988853 127.0.0.1 127.0.8.1 HTTP 661
139 4.991814 127.0.0.1 127.0.0.1 HTTP 286
141 4.993841 127.0.0.1 127.0.0.1 HTTP 661
153 4.996628 127.8.0.1 127.0.0.1 HTTP 286
155 4.998569 127.8.0.1 127.0.0.1 HTTP 661
167 5.001670 127.8.0.1 127.8.0.1 HTTP 286
169 5.805231 127.0.0.1 127.0.8.1 HTTP 661
181 5.008433 127.0.0.1 127.0.8.1 HTTP 286
183 5.010265 127.0.0.1 127.0.0.1 HTTP 661
195 5.012973 127.0.0.1 127.0.0.1 HTTP 286
197 5.014808 127.0.0.1 127.0.0.1 HTTP 661
2089 5.017668 127.8.0.1 127.0.0.1 HTTP 286
211 5.819523 127.8.0.1 127.8.0.1 HTTP 661
223 5.0822293 127.8.0.1 127.0.0.1 HTTP 286
225 5.024280 127.0.0.1 127.0.8.1 HTTP 661
237 5.027010 127.0.0.1 127.0.0.1 HTTP 286
239 5.028881 127.0.0.1 127.0.0.1 HTTP 661
251 5.031651 127.0.0.1 127.0.0.1 HTTP 286
253 5.833555 127.8.0.1 127.0.0.1 HTTP 661
265 5.836572 127.8.0.1 127.0.0.1 HTTP 286
267 5.838514 127.8.0.1 127.0.0.1 HTTP 661
279 5.841242 127.0.0.1 127.0.8.1 HTTP 286
281 5.843373 127.0.0.1 127.0.0.1 HTTP 661
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import pyshark

lastt=256
flag="flag is

capa=pyshark.FileCapture('misc.pcapng’

for arps in capa:

HTTP/1.1 200 OK (text/html)
GET /21d=1'%20and%20ascii(substring((select%20keyid%2@fron%20f1ag¥2011nit%200,1),1,1))=33%23
HTTP/1.1 200 OK (text/html)
GET /?1d=1'%20and%28ascii(substring((select%20keyid2@fron20flagh201init%200,1),1,1))=34%23
HTTP/1.1 200 OK (text/html)
GET /?1d=1'%20and%28ascii(substring((select%20keyid%26fron¥20f1agh201init%200,1),1,1))=35%23
HTTP/1.1 200 OK (text/html)
GET /?1d=1'%20and%2@ascii(substring((select%20keyid%26fron%20f1agk201init%200,1),1,1))=36%23
HTTP/1.1 200 OK (text/html)
GET /21d=1"%20and%20ascii(substring((select%20keyid 2 fron20flagk201init%200,1),1,1))=37%23
HTTP/1.1 200 OK (text/html)

GET /2id-1'%20and%20ascii(substring((select%20keyid%28fron%20flagk201init%200,1),1,1))-38%23
HTTP/1.1 200 OK (text/html)
GET /?id=1'¥20and%2@ascii(substring((selectX20keyid%26fron%20flagk201init%200,1),1,1))=39%23
HTTP/1.1 200 OK (text/html)
GET f2id=1'%20and%2@ascii(substring((select%20keyid%26from%20f1ag%201init%200,1),1,1) 23
HTTP/1.1 200 OK (text/html)

GET /?1d=1'%20and%28ascii(substring((select%20keyid#2@fron20flagh201init%200,1),1,1))=41%23
HTTP/1.1 200 OK (text/html)
GET /21d=1'%20and%28ascii(substring((select¥20keyid26fron¥20flagh201inith200,1),1,1))=42%23
HTTP/1.1 200 OK (text/html)
GET /?id=1'%20and%28ascii(substring((select%20keyid%28from%20f1agk201init%200,1),1,1))=03%23
HTTP/1.1 200 OK (text/html)
GET /21d=1"%20and%20ascii(substring((select%20keyid%2efron20flagk201init%200,1),1,1))=-44%23
HTTP/1.1 200 OK (text/html)
GET /21d=1'%20and%28ascii(substring((select%20keyid%26fron20flagk201init%200,1),1,1))=45%23
HTTP/1.1 200 OK (text/html)
GET /?1d=1'%20and%28ascii(substring((select%20keyid%26fron¥20f1agh201init%200,1),1,1))=46%23
HTTP/1.1 200 OK (text/html)
GET /2id=1'%20and%28ascii(substring((select%2@keyid%28from20f1ag*201init%200,1),1,1))=07%23
HTTP/1.1 200 OK (text/html)
GET /?1d=1'%20and%2@ascii(substring((select%20keyid%2@fron20flagh201init%200,1),1,1))-48%23
HTTP/1.1 200 OK (text/html)
GET /21d=1'%20and%28ascii(substring((select%20keyid%26fron¥20flagh201init%200,1),1,1))-49%23
HTTP/1.1 200 OK (text/html)
GET /?id=1"%2@and%2@ascii(substring((select%20keyid%20from%20flagk201init%208,1),1,1))=50%23
HTTP/1.1 200 OK (text/html)

,only summaries=True,display_filter=

now=eval(str(arps).split(" ")[7].split('=")[2].split('%"')[0])

if now < lastt & lastt <= 255:
flag+=chr(lastt)
lastt=now
flag+="}"'
print(flag)

FHEKEAKRE, W—PECEH:

(d3E http RJ5 X ) FHAOHAMBITER ) A CVS RAEFHR 124D

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTR/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

http.request == 1")



import re
import urllib.parse

f = open(r'12.txt")
file = f.readlines()
datas = []
#urldecode
for i in file:
datas.append(urllib.parse.unquote(i))
lines = []
#HRBUEA flaghiEs)
for i in range(@,len(datas)):
if datas[i].find("flag limit ©,1),1,1))=32# HTTP/1.1") > O:
lines = datas[i:]
break

flag = {}
macth = re.compile(r"limit ©,1\), (.*?),1\)\)=(.*?)# HTTP/1.1") #LERINFENE Bk
for i in range(@,len(lines),2):
obj = macth.search(lines[i])
if obj:
key = int(obj.group(1)) #KEUFERHKLE
value = int(obj.group(2))#3KMF & iMasciill
flag[key] = value #AWIMER, #HMEBRRE
f.close()
result = "'
for value in flag.values():
result += chr(value)

print(result)

AIONERE, WRBH BRI WESTHKTE, TUSHERKN A —REXE:
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